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Preface

The potential role of the dark web in facilitating
trade in firearms, ammunition and explosives
has gained increased public attention following
recent terrorist attacks in Europe. However, the
hidden and obscured parts of the web are used
also by criminals and other types of individuals
to procure or sell a wide range of weapons and
associated products through encrypted mar-
ketplaces and vendor shops.

While the use of these platforms as facilitators
forillicit drug trade has increasingly been the
subject of research by a number of academics,
little has been done to conduct a systematic
investigation of the role of the dark web in rela-
tion to the illegal arms trade, drawing on the
insights offered by primary data.

To address this gap, and with a view to support-
ing policy and decision makers, RAND Europe
and the University of Manchester designed this
research project, funded by the UK Partnership
for Conflict, Crime and Security Research
(PaCCS) under the Transnational Organised
Crime theme, which is led by the Economic

and Social Research Council on behalf of the
Partnership. This project was officially endorsed
by the Global Firearms Programme of the
United Nations Office for Drugs and Crime,

which also contributed to the study by providing
an independent assessment of the international
legal framework’s applicability to the subject of
dark web-enabled arms trafficking. This assess-
ment is attached to this study.

RAND Europe is a not-for-profit independent
policy research organisation that aims to
improve policy and decision making in the
public interest through objective research

and analysis. RAND Europe’s clients include
national governments, militaries, multilateral
institutions and other organisations with a
need for rigorous, independent, interdisciplinary
analysis. Part of the global RAND Corporation,
RAND Europe has offices in Cambridge, UK,
and Brussels, Belgium.

For more information please contact:
Dr Giacomo Persi Paoli

Research Leader,

Defence, Security and Infrastructure
RAND Europe

Westbrook Centre, Milton Road
Cambridge CB4 1YG

United Kingdom

Tel. +44 (1223) 353 329
gpersipa@rand.org
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Executive Summary

Study background and context

There is an ongoing debate over the extent to
which online black markets on the so-called
‘dark web’, the part of the internet not search-
able by traditional search engines and hidden
behind anonymity software, facilitate arms traf-
ficking. Details have emerged in the media fol-
lowing the 2016 Munich shooting which link the
weapons used by the attackers to vendors on
dark web marketplaces. Some media reports
have also linked the November 2015 Paris ter-
rorist attacks to these platforms. While these
reports appear to have raised concerns about
the role of such dark web markets in arms
trade, evidence on the subject is largely anec-
dotal, based on secondary data as reported
after events such as terrorist attacks or suc-
cessful law enforcement operations. Little
empirical evidence is available. This report
aims to fill the current gap in knowledge by
using primary data to analyse the size, scope
and value of the arms trade on the dark web.

The rise of scamming, heightened policing, and
low volume of weapons sales on the dark web
has spread caution in the dark web community,
if not widespread doubt, about the viability of
using dark web marketplaces to buy weapons
on the dark web. Yet, recent cases documented
by governmental agencies or reported by the
media suggest that dark web arms trafficking
is a real phenomenon.

This report aims to fill the
current gap in knowledge by
using primary data to analyse
the size, scope and value of the
arms trade on the dark web.

Today, as this study demonstrates, weapons
are still offered on a number of cryptomarkets
and purchased by individuals. Through the con-
sultation with law enforcement representatives
and the review of a number of cases, either
reported by the media or documented in law
enforcement (or other governmental agency)
press releases, the project team identified three
different high-level contexts relevant to dark
web-enabled arms trafficking: terrorism, organ-
ised crime and vulnerable or fixated people’. All
these cases contain instances of individuals or
groups, albeit with differing intents, that have
purchased or sold firearms on the dark web or
attempted to do so.

Study purpose, objectives and
methodology

The overarching goal of this study is to provide
law enforcement, policy and decision makers
with an evidence-based understanding of arms
trafficking on the dark web in order to support
wider national and international efforts aimed
at tackling illegal trafficking in firearms and



related products. In addition, the project team
seeks to contribute to the wider body of aca-
demic research exploring cryptomarkets.

In the context described above, this study has
seven objectives:

General objectives

1. To understand the modus operandi of
buying and selling firearms and related
products on the dark web.

2. To consider the viability of dark web
markets for firearms selling, and more
specifically, the extent to which these
sellers may engage in scamming by taking
payment for products they do not deliver, or
may not possess.

Market analysis

3. To estimate the size and scope of the trade
in firearms and related products on crypto-
markets, including:

a. Number of dark web markets listing
firearms and related products and ser-
vices for sale and number of vendors.

b. Range and type of firearms and related
products advertised and sold on
cryptomarkets.

4. To estimate the value of the trade
in firearms and related products on
cryptomarkets.

5. Toidentify shipping routes and most
common shipping techniques.

Analysis of implications

6. To identify the potential impact of dark-
web enabled arms trafficking on the overall
arms black market, with particular empha-
sis on market dynamics and market actors.

7. Toidentify the potential implications of
dark web enabled arms trafficking for law
enforcement agencies and policy makers,

at both the national and international level,
including implications for existing interna-
tional legal instruments designed to tackle
the issue of illegal arms trade and transna-
tional organised crime.

To achieve these objectives, the project team
employed a mixed-methods approach which
included:

+ Review of relevant literature including
peer-reviewed academic literature, grey
literature sources from official, government
and other relevant organisations, and,
particularly relevant for this study, web-
sourced contributions from respected com-
mentators and independent researchers
within the darknet community.

Review of darknet community clear web
resources including websites used to iden-
tify marketplaces and provide information
and commentary on recent developments
related to cryptomarkets.

Review of darknet community discussion
forums to shed light on the question of
scamming by firearms vendors.

Preliminary investigation of cryptomar-
kets to identify those selling firearms. This
included the identification of those having a
dedicated product category as well as tar-
geted searches to identify the presence of
relevant listings in those cryptomarkets not
having a dedicated product category.

Crawling, scraping and analysis of crypto-
markets data, in the form of ‘digital traces’
left in connection to marketplace transac-
tions. The data was obtained using a soft-
ware tool specifically designed to crawl and
scrape cryptomarket data.

« Consultation with policy and law enforce-
ment experts through an expert workshop
and individual interviews.

Figure Ex.1 summarises the research approach
for this study.



Figure Ex.1 Overview of the research approach
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Limitations

Some caveats and limitations on the methodol-
ogy should be considered in the interpretation
of the results. These can be summarised as
follows:

. The data collection was conducted over
19-25 September 2016 and represents
a snapshot of cryptomarkets at the time
(i.e. the project team did not conduct a
continuous monitoring of the activity on
cryptomarkets).

Dark web markets that fall into the vendor
shop category do not provide information
that can be used to estimate sales gener-
ated; therefore, the estimates presented in
this study refer exclusively to the analysis
of data from cryptomarkets, potentially
resulting in an underestimation of the
overall size and value of the trade.

+  The assessment of gross revenue gener-
ated by dark web sales on cryptomarkets
used feedback left by buyers as a proxy for
confirmed sales; this comes with some lim-
itations as no obligation exists for buyers to
leave feedback (i.e. feedback is under-rep-
resenting sales), or vendors could use tech-
niques to inflate the number of feedbacks
(i.e. feedback is over-representing sales).

« Expert workshop
+ Follow-up interviews

- Finalisation of the
analysis

+ Report writing and
review

Image analysis was not conducted on
listed products, due to the inability to
scrape images with the available tool;

this may have had an impact on the infor-
mation generated through the qualitative
analysis and on the ability to cross-check
through visual analysis the accuracy of the
information included in the description of
the listings.

Given the impossibility to determine with
certainty the nature of a vendor (scammer,
law enforcement or real vendor), the results
are likely to include listings which do not
correspond to real vendors.

Information on vendor location is based
on the analysis of the (self-reported) ‘Ship
from’ field of each listing, complemented
by the analysis of additional information
obtained from product descriptions across
cryptomarkets. However, information on
the location of buyers is exclusively based
on vendors’ stated willingness to ship to
certain locations. When vendors are willing
to ship worldwide, the data available does
not allow the identification of the specific
destination.



Summary of key findings from
the analysis

The project team built the evidence base on
three main pillars: 1) size and scope (e.g.
what is available on the market and in what
quantities); 2) value (e.g. what are the dark
web market prices of the products offered
and how much is the dark web arms trade
worth); 3) shipping routes and techniques
(e.g. where are vendors shipping from, where
are vendors willing to ship to — or, if possible,
where are buyers located, and how are these
items shipped). This section summarises the
main points emerging from the study related
to these three pillars and their implications,
mapping them to the study objectives.

General objectives

Objective 1: to understand the modus
operandi of buying and selling fire-
arms and related products on the
dark web.

Several clear web sources exist to guide
interested users in locating and choosing
marketplaces (of both kinds) on the dark
web, as well as to support buyers in identi-
fying reliable vendors. There are, at present,
two types of marketplaces found on the
dark web where firearms and related prod-
ucts are offered and sold: cryptomarkets
and vendor shops.

Cryptomarkets bring together multiple
sellers, known as ‘vendors’, managed by
marketplace administrators in return for

Once the online part of the
transaction is finalised, the
products purchased are normally
shipped by post using special
shipping techniques to minimise
the risk of detection.

There are, at present, two types of
marketplaces found on the dark
web where firearms and related
products are offered and sold:
cryptomarkets and vendor shops.

a commission on sales. Cryptomarkets
provide third-party services that afford

a degree of payment protection to cus-
tomers: escrow (in which payment is
released to vendors only after customers
have received and are satisfied with their
purchases) and third-party dispute adju-
dication. Cryptomarkets use cryptocur-
rencies for payment and allow customers
to provide feedback connected to their
purchases, with scores aggregated and
displayed by the marketplace to guide cus-
tomers in selecting reliable vendors and
highly rated products.

Vendor shops, also known as ‘single-ven-
dor markets’, are set up by a vendor to host
sales for that vendor alone. These vendors
sell directly to customers willing to make
purchases without the third-party services
provided on cryptomarkets. In this way,
vendors can avoid the commissions on
their sales charged by cryptomarkets and
avoid the financial risk entailed by crypto-
market ‘exit scams’. Vendor shops tend

to be more specialised and often trade on
reputation track records earned via crypto-
market selling to generate customer trust.
Many vendor shop owners trade simultane-
ously on cryptomarkets.

Once the online part of the transaction is
finalised, the products purchased are nor-
mally shipped by post using special ship-
ping techniques to minimise the risk of
detection. In the context of firearms, these
techniques often involve disassembling the
weapon and shipping different parts in mul-
tiple packages.



Objective 2: to consider the viability of
dark web markets for firearms selling,
and more specifically, the extent to
which these sellers may engage in

scamming by taking payment for products they
do not deliver, or may not possess.

There is contrasting evidence in relation to
the prevalence of scamming in the context
of firearms trade on cryptomarkets. While
the general the perception among users

is that vendors selling firearms are mostly
scammers or law enforcement agencies, a
number of recent cases suggest that real
vendors also operate on cryptomarkets.
The data available does not allow to deter-
mine in a rigorous way the extent to which
scamming occurs.

Analysing the metrics most commonly
used by researchers to assess the proba-
bility of scamming, feedback ratings and
life-span of listings, does not provide solid
enough evidence to determine with confi-
dence that listings for firearms and related
products are mostly scams. For example,
compared to drugs, the mean feedback

for firearms is only marginally lower; in
contrast, the mean feedback for ammuni-
tion is higher than the mean feedback for
drugs. Looking at the life-span of listings,
while it is true that firearms have the lowest
life-span, in absolute terms the figures are
comparable in scale and the difference in
life-span may be due to the different nature
of the products being sold.

In conclusion, given the potential impact

on security of even one weapon being sold
through the dark web, the allegedly higher
possibility of scamming should not be used
as reason to dismiss or minimise the rele-
vance of the issue. From a risk assessment
perspective, as well as for policy making
and operational planning purposes, it is
recommended that, in absence of other
sources of information, each listing and

vendor are considered real while accepting
that a portion of them may be scammers
or law enforcement agencies.

Market analysis

Objective 3: to estimate the size and
scope of the trade in firearms and
related products on cryptomarkets

a. Number of dark web markets listing firearms
and related products and services for sale and
number of vendors

There were 24 English/French-language
cryptomarkets operating during our assess-
ment period. Eighteen of these markets
(75 per cent) were successfully accessed
and inspected to ascertain evidence of
arms-related selling. Of the 18 accessed
markets, 15 (83 per cent) had rules explic-
itly allowing, or not explicitly prohibiting,
arms sales. Nine markets (50 per cent) pro-
vided vendors with a dedicated ‘firearms’
category into which vendors could place
listings, while the others included firearms
and related products into a general cate-
gory (e.g. ‘other’ or " miscellaneous).

60 vendor accounts were identified for
which firearms listings were held across
all accessed markets. Using PGP match-
ing, the project team estimated that this
translates to 52 unique vendors. The vast
majority (88 per cent) sold on only one
marketplace, with the remainder selling
across two (8 per cent) or three (4 per
cent) markets.

b. Range and type of firearms and related prod-
ucts advertised and sold on cryptomarkets

Of the relevant 811 listings identified by
this study, firearms represented the most
common category of product sold. Within
the firearms category, pistols are by far
the most common firearm type, followed
by rifles and sub-machine guns. The



majority of firearms offered for sale are live
weapons, with the exception of the sub-ma-
chine guns, where replicas are the majority.
The condition of the firearm, new or used,
does not appear as an important feature
given that more than half of the listings do
not provide information on this aspect.

Ammunition is rarely sold in isolation and
is more often sold in combination with the
firearm, suggesting that vendors may have
access to a wider supply base for the prod-
ucts they are offering. The same applies to
parts, components and accessories.

Particularly relevant is the fact that the
second most common product category
is represented by digital products. These
include both manuals on how to manufac-
ture firearms and explosives at home and
3D models to enable home-based printing
of fully functioning firearms or their parts.

From a quantitative perspective, the

811 listings identified as relevant for the
purpose of this study represent only the 0.5
per cent of the total number of listings col-
lected. This illustrates how, from a quantita-
tive perspective, the use of cryptomarkets
to sell weapons is marginal when compared
to other product categories.

The evidence-base does not permit the
scale of dark web arms trafficking to be
determined compared to its offline equiva-
lent. On the other hand, from a qualitative
perspective, dark web marketplaces seem
to offer both a wider range and better
quality firearms than what is normally
accessible on the streets (despite the latter
being, to a certain extent, country-specific).

The use of cryptomarkets to
sell weapons is marginal when
compared to other product
categories.

Objective 4. to estimate the value of

D
the trade in firearms and related prod-

ucts on cryptomarkets

Prices for firearms on cryptomarkets are
generally higher than retail price, with some
variations based on the make and model.

Replica firearms appear to be significantly
more expensive than retail price, sometimes
even more expensive than real firearms.

For pistols, condition (used or new) seems
to have no significant impact on price, while
for rifles new items, as expected, cost more
than used ones.

Concerning sales, based on the estimates
generated by this study, firearms (including
their parts, components, ammunition and
accessories), explosives and digital prod-
ucts generate 136 sales per month, with
an estimated monthly gross revenue in

the region of $80,000. The majority of both
transactions and gross revenue comes
from pistols, which appear to be the most
commonly traded product.

From a quantitative perspective, the value
of the monthly trade in firearms and related
products on the dark web is marginal when
compared to both other products sold on
cryptomarkets (e.g. Kruithof et al. [2016]
estimated that drugs listings generated a
total of monthly revenue of $14.2m) and to
the legal arms trade. The evidence did not
support a comparative analysis between
the value of online and offline illicit trade in
firearms and related products as no robust
estimates of the latter exist.

Concerning the volume of monthly trans-
actions, in absence of a benchmark it

is difficult to establish how 136 sales

per month on cryptomarkets relate to
the wider context of arms trafficking.
Nevertheless, from a risk assessment
perspective and in consideration of the



potential impact that arms trafficking can
have on internal security, the volume can
be considered sufficiently high to be cause
for concern for policy makers and law
enforcement agencies.

Objective 5: to identify shipping
routes and most common shipping
techniques

A large portion of shipping origins and destina-
tions remain undetermined. However, some key
observations can be drawn from the evidence:

The United States appears as the dom-
inating source country in terms of both
number of listings and number of monthly
transactions.

The overwhelming majority of listings
appear to be open to worldwide destina-
tions, making it difficult to identify where
buyers are located; where data is available,
Europe appears to be a key recipient of fire-
arms sold on the dark web.

The data suggests that the majority of the
dark web arms trade is international rather
than domestic.

Implications and considerations

On the basis of the findings outlined above,
and acknowledging both the limitations of our
methodology and the potentially disruptive role
played by scamming, it is possible to summa-
rise the main implications and considerations
as follows:

Objective 6: to identify the potential

impact of dark web enabled arms

trafficking on the overall arms black

market, with particular emphasis on
market dynamics and market actors.

The dark web is both an enabler for the
trade of illegal weapons already on the

The United States appears as
the dominating source country
in terms of both number of
listings and number of monthly
transactions.

black market and a potential source of
diversion for weapons legally owned.

The scale of the market remains limited,
making it a more viable and attractive
option for individuals and small groups than
for larger criminal groups or armed actors
engaged in conflict.

The dark web enables illegal trade at the
global level, removing geographical barriers
between vendors and buyers and increasing
their personal safety through a series of
anonymising features protecting the iden-
tity of individuals involved.

The veil of anonymity provided by some

key technical features of the dark web,
combined with its relative ease of access,
removes also the majority of personal bar-
riers, making the dark web an attractive
option for a wider range of types of individu-
als who may not be affiliated to, or inspired
by, terrorist or criminal organisations.

Objective 7: to identify the potential
implications of dark web enabled
arms trafficking for law enforcement
agencies and policy makers, at both
the national and international level, including
implications for existing international legal instru-
ments designed to tackle the issue of illegal arms
trade and transnational organised crime.

Law enforcement agencies are facing a
series of operational challenges related to
the main intervention strategies which exist
to combat this problem. While some of
these challenges are inherent to the techni-
cal features of the dark web, others could



be overcome through the active involve-
ment and support of the policy-making
community, both at the national and inter-
national level.

At the national level, policy makers should
ensure that the threat posed by illegal arms
trafficking on the dark web is recognised
and adequate resources are mobilised to
ensure that law enforcement agencies are
staffed, trained and equipped to respond
effectively. In addition, policy makers should
also consider longer-term strategies focus-
ing on education and prevention as a form
of soft intervention.

The response to dark web-enabled arms
trafficking starts with the rigorous imple-
mentation of existing international instru-
ments designed to tackle the general issue
of arms trafficking. These instruments
provide a range of control measures to limit
the diversion of legally owned firearms to
the black market and to trace illegal fire-
arms back to the last known legal owner,
providing an investigative lead into the point
of diversion.

Current international instruments regulating
various aspects of the trade in firearms,
their parts, components and ammuni-

tion are offering an already solid base

to respond to the threat posed by dark
web-enabled arms trafficking, but a more
detailed analysis should be performed to
identify areas which may require updating
or further development.

Based on the analysis of the international
legal framework conducted by UNODC
(attached to this report), it appears that key
international legal instruments such as the
Organised Crime Convention, the Firearms
Protocol and the ATT provide a solid legal
basis to frame national and international

responses to dark web-enabled arms traf-
ficking. However, slow transposition and
implementation of the international legal
framework at the domestic level, as well
as the fact that certain key market players
identified in this report (e.g. the US) are not
yet State Parties to the instruments iden-
tified, limit the extent to which tools and
measures provided by such instruments
can be used in practice.

Final remarks

This study has demonstrated that significant
value can be obtained by using empirical anal-
ysis methodologies to investigate dark web-en-
abled arms trafficking. Taking into account the
caveats and limitations described throughout
the report, this study represents the first sys-
tematic, evidence-based assessment of the
trafficking in firearms (including their parts,
components, accessories and ammunition)
and explosives. However, based on the obser-
vations above, further research is necessary
to further develop the understanding of the
market characteristics (e.g. size, scope and
value of the dark web arms trafficking), the
products available and the actors involved (e.g.
buyers, vendors, administrators, and others).

In particular, in order to generate a more robust
understanding of the role of the dark web in
enabling arms trafficking, more continuous
monitoring activity should be undertaken. This
would involve repeating and refining the data
collection and analysis presented in this report
over time in order to generate historical data
that can be used to analyse trends. This would
also enable a more rigorous assessment of the
validity and applicability of current national and
international counter-arms trafficking regimes
including policies, laws and regulations, actors
and resources.
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Introduction

‘[Lyburd] said buying the Glock was like ‘buying a bar of chocolate’.

1’

Report on Liam Lyburd (18), who plotted a massacre at his former school in Newcastle.

BBC News, 30 July 2015

‘IMr Heimberger, head of Bavaria’s criminal police] said it was likely the

Glock pistol — which had been reactivated — was bought on the ‘dark net'...

7

In reference to the 2016 Munich shooting where David Sonboly (18) killed nine people.

There is an ongoing debate over the extent to
which online black markets on the so-called
‘dark web" facilitate the sale of firearms,
weapons, explosives and banned digital mate-
rials. Public details have emerged in the media
following the 2016 Munich shooting linking the
weapons used by the attackers to vendors on
dark web ‘cryptomarkets?;, while this has not
been confirmed by public authorities, media

BBC News, 24 July 2016

outlets have reported that the dark web may
have played a role even in the November 2015
Paris terrorist attacks.® Despite a perceived
high level of concern in European communities
following the attacks,* the majority of public
information available on the subject is anecdo-
tal, based on secondary data as reported after
terrorist events or successful law enforcement
operations. Very little is known about the sale

1 The dark web contains hidden pages of the internet, which are not accessible to the everyday user. For a detailed expla-

nation of the dark web, see section 2.1 and Figure 2.1

2 A cryptomarket is defined as ‘'marketplace that hosts multiple sellers or “vendors’, provides participants with anonym-
ity via its location on the dark web and use of cryptocurrencies for payment, and aggregates and displays customer
feedback ratings and comments!’ (Barratt & Aldridge 2016)

See, for example, Bender and Alessi (2016) and HNGN (2015)

4 The German broadcaster ARD produced a series of investigative reports on the dark web in the wake of the 2016 Mu-
nich shooting, which 'strengthened [the common] view’ of ‘the darknet as the haven of evil where weapons, drugs and
child pornography are traded (Tagesschau 2017). As reported by German news magazine FOCUS Online, the journalist
attempted to buy a Kalashnikov for $800 in Bitcoin, only to be scammed by the vendor (Pawlak 2016).



of weapons on cryptomarkets from an empir-
ical research perspective.® This report aims
to fill the current gap in knowledge by using
primary data to analyse the size, scope and
value of the arms trade on the dark web.

1.1. The emergence of the
weapons trade on the dark web
and reported cases

The trade of firearms and weapons over the
dark web emerged with the first cryptomar-

ket, the Silk Road (SR1).° The cryptomarket’s
founding administrator — using the pseudonym
Dread Pirate Roberts (DPR) — initially limited
SR1's terms of service to preclude the sale

of items or procurement of services causing
third-party harms, effectively banning ‘anything
who's [sic] purpose is to harm or defraud, such
as stolen credit cards, assassinations, and
weapons of mass destruction.” Approximately
12 months after opening SR1 in February
2011, ‘The Armory’ was spun off by DPR to
enable vendors to list ‘guns, ammo [and]
explosives’ on a separate cryptomarket, away
from the illicit narcotics trade on SR1.8 The
trade of weapons over cryptomarkets caused
widespread concern among the ‘darknet com-
munity” — long before public concern and pros-
ecutions by law enforcement agencies — due to

the increased attention from law enforcement
agencies, the product category's high value
and susceptibility to scamming, and the ability
of weapons to inflict harm on third parties,
counter to the libertarian value of harm reduc-
tion held by early crypto-anarchists.™

The rise of scamming, heightened policing and
low volume of weapons sales on the dark web
has spread caution in the darknet community,
if not widespread doubt,” about the viability

of using cryptomarkets and ‘single-vendor
shops'™ to buy weapons on the dark web.

Yet, recent cases documented by governmen-
tal agencies or reported by the media (see
below for more details) suggest that dark

web arms trafficking is a real phenomenon.
Today, weapons are still offered on a number
of cryptomarkets (11 of those identified by this
study— Table 3.2). For a detailed account of the
history of weapons trade on the dark web, see
Appendix B.

Through consultation with law enforcement
representatives and review of a number of
cases, either reported by the media or docu-
mented in law enforcement (or other govern-
mental agency) press releases, the project
team identified three different high-level
contexts relevant to dark web-enabled arms
trafficking: terrorism, organised crime and

5 Early attempts to study the longitudinal evolution of cryptomarkets gathered data on the ‘weapons’ category of cryp-
tomarkets. In the published analysis, the low volume of weapons traded was collapsed into the ‘other’ category, along
with drug paraphernalia, electronics, tobacco, sildenafil and steroids (Soska & Christin 2015). Independent researcher
Gwern Branwen reported that gun sales up until June 2015 were ‘miniscule’, where he cites 2011-13 research from
Silk Road (SR1), which 'does not include any entry relating to them'’ (cited in Hullinger 2016)

6 Chen (2012)

7 Chen (2011)

8 Biddle (2012).

9 The darknet community refers to the administrators and users actively involved in the configuration, moderation and
use of cryptomarkets and associated forums related to the dark web

10 Munksgaard & Demant (2016)

1 Hullinger (2016); Vitaris (2016a)

12 Single-vendor shops are administered by one vendor, typically in a niche market, and may not offer escrow, customer

feedback or dispute resolution services, which are often provided by cryptomarkets. See section 2.2 for a detailed defi-

nition of single-vendor shops.



All these cases contain
instances of individuals or
groups, albeit with differing
intents, that have purchased or
sold firearms on the dark web,
or have attempted to do so.

vulnerable or fixated’ people.”™ All these cases
contain instances of individuals or groups,
albeit with differing intents, that have pur-
chased or sold firearms on the dark web, or
have attempted to do so. Some examples for
each category are provided below, while more
are available in Appendix C.

Terrorism

In the absence of any official public statement
by the authorities, a lot of uncertainty still per-
sists around how the terrorists involved in the
November 2015 Paris attacks gained access
to the assault rifles that were used. One theory
emerged two weeks after the attacks, on 27
November 2015, when a man was arrested in
Germany on suspicion of conducting illegal
arms trafficking on the dark web, including

of non-lethal weapons converted to fire live
ammunition. On the same day the German
newspaper Bild, on the basis of investigative
documentation it claimed to possess, reported
that the same dealer sold, on 6 November,

the four assault rifles that were used in the
attacks.™ This theory, which was picked up
and rapidly distributed by several international
news agencies and media outlets, has yet to be

confirmed by relevant authorities and remains,
to date, an unconfirmed conjecture. However,
whether or not this modus operandi will be con-
firmed in relation to Paris, this case highlighted
the possibility of the dark web being used by
terrorists to procure weapons.

Another case, which bridges the category of
political extremism-inspired terrorism and that
of vulnerable or fixated individuals, relates to
the 18-year-old David Ali Sonboly, who, on 22
July 2016, shot and killed nine people at the
Olympia Shopping Centre in Munich, Germany,
before killing himself.’ He appeared to be
deliberately targeting teenagers and young
people of Turkish or North African origin

and was reported to be inspired by the 2011
Norway attack by far-right extremist Anders
Breivik.'® Sonboly, of Iranian background, was
reported to suffer from depression and was
receiving treatment for mental conditions.”
One source reported that investigations by the
German Federal Police (Bundeskriminalamt or
BKA) identified that he had obtained the Glock
17 automatic pistol and 250 rounds of 9 mm
ammunition from the dark web."® It is believed
the handgun was a re-activated pistol, which
had previously been used as a theatre prop.
The weapon'’s provenance is difficult to trace
since its serial number was removed; however,
itis believed to have originated in Slovakia.
Having identified that Sonboly visited Marburg,
Germany, twice before the attack, the BKA
managed to identify the dark web vendor and
ran a ‘sting’ operation with undercover officers.
Once arrested, the vendor became fully coop-
erative with the Federal Police, leading them

13 The term fixated' has been defined by Mullen et al. (2009) in a forensic psychiatry and psychology context to describe

those people with ‘an intense preoccupation with an individual, activity or idea’
14 Solms-Laubach (2015); Huggler (2015); Vitaris (2015)
15 BBC News (2016)
16 Rothwell et al. (2016)
17 Rothwell et al. (2016)

18 Bender & Alessi (2016)



to a hidden weapons cache where they further
recovered a sub-machine gun, four semi-auto-
matic pistols and a quantity of ammunition.™

Crime

In a press release published on 31 May 2017 by
the US DOJ (Department of Justice) Attorney’s
Office, Northern District of Georgia, details
emerge of how four men? used dark web cryp-
tomarkets to sell firearms to countries world-
wide.?" Using the pseudonyms ‘CherryFlavor’
and ‘Worldwide Arms’, the organised crime
gang in Georgia, US, shipped over 50 parcels
containing firearms hidden inside electronic
goods. The gang had been acquiring firearms
legally from the OutDoorTrader website and
reselling them on cryptomarkets in order to cir-
cumvent federal firearm laws.?

Investigations by the US Bureau of Alcohol,
Tobacco, Firearms and Explosives (ATF) and
other agencies began in June 2013, approxi-
mately four months prior to the arrest of DPR.
The CherryFlavor group operated on the cryp-
tomarkets Utopia and Black Market Reloaded
(BMR), which experienced an influx of users
after the shutdown of SR1 in October 2013,
and Agora Market, which similarly received
displaced users after Operation Onymous in
November 2014.2¢ A combination of methods
led to the identification of the crime gang.
Federal search warrants, coupled with trace
interviews, showed the original purchases

of the weapons were in the Atlanta area.
Intelligence analysis and a massive interna-
tional postal audit with 11 partner countries®
involving several suspected US Post Offices,
resulted in the identification of the CherryFlavor
gang. Two of the men arrested have since
entered guilty pleas before a federal grand jury,
on 3 May 2017.2°

Using the pseudonyms
‘CherryFlavor’ and ‘Worldwide
Arms’, the organised crime gang
in Georgia, US, shipped over

50 parcels containing firearms
hidden inside electronic goods.

Vulnerable or fixated individuals

During September 2015, Liam Lyburd, a teen-
ager from Newcastle, UK, was allegedly plan-
ning an active shooter attack to massacre

his former classmates at Newcastle College.
The police were tipped off by a friend about
Lyburd's messages on Facebook under the
pseudonym ‘Felix Burns’, which hinted at his
plans. As a result, they raided his home address
and discovered a Glock semi-automatic pistol
and nearly a hundred rounds of ‘hollow-point’
expanding ammunition. According to the British
Broadcasting Corporation (BBC), the weapon
had been obtained from the dark web,?® on

19 Callimachiet al. (2016).

20 The indictment contains charges against Mr Sherman Jackson, Mr Brendan Person, Mr Gerren Johnson of Atlanta,
Georgia and Mr William Jackson of East Point, Georgia

21 US DOJ (2017a).

22 US DOJ (2017a).

23 Décary-Hétu & Giommoni (2016)

24 Countries involved in the massive international postal audit were Austria, Australia, Belgium, Canada, the United King-

dom, Ireland, Denmark, France, Germany, the Netherlands and Sweden

25 US DOJ (2017a)
26 BBC News (2015)



the cryptomarket ‘Evolution’.?” He had also
prepared a so-called ‘kill bag” which contained
home-made pipe bombs, boots, overalls and a
mask. Lyburd was found guilty of plotting mul-
tiple murders at his former college and given

a life sentence.?® He described purchasing the
Glock as 'like buying a bar of chocolate’.?

As the recent examples from the contexts of
terrorism, crime and mental health demon-
strate, the threat to community safety posed by
individuals or groups is documented, evident
and real. Similarly, the successful purchase

of weapons using cryptomarkets has been

an enabler for illegal activity in all the cases
reviewed.

1.2. Objectives and overview of
the methodology

As described above, anecdotal evidence and
media reports suggest that firearms trafficking
on the dark web is a real phenomenon, despite
the presence of scamming and law enforce-
ment sting operations.*® However, limited
systematic research exists to empirically sub-
stantiate such claims. This is particularly due
to the lack of evidence-based appreciation of
the scale, scope and volume of the illegal trade
of weapons on the dark web.

The overarching goal of this study is to provide
law enforcement agencies and policy and
decision makers with an evidence-based
understanding of arms trafficking on the dark
web in order to support wider national and
international efforts aimed at tackling illegal

The overarching goal of

this study is to provide law
enforcement agencies and policy
and decision makers with an
evidence-based understanding of
arms trafficking on the dark web.

to the wider academic research exploring
cryptomarkets.

In the context described above, this study has
seven objectives:

General objectives

1. Tounderstand the modus operandi of
buying and selling firearms and related
products on the dark web.

2. To consider the viability of dark web
markets for firearms selling, and more
specifically, the extent to which these
sellers may engage in scamming by taking
payment for products they do not deliver, or
may not possess.

Market analysis

3. To estimate the size and scope of the trade
in firearms and related products on crypto-
markets, including:

a. Number of dark web markets listing
firearms and related products and ser-
vices for sale and number of vendors.

b. Range and type of firearms and related
products advertised and sold on

trafficking in firearms and related products. In cryptomarkets.

addition, the project team seeks to contribute

27 Nichol (2015).

28 Gayle (2015)

29 BBC News (2015)

30 See Appendix B for the cases involving scamming on ‘The Armory’ and the speculation over the vendor account ‘weap-

onsguy’ being flipped’ by US law enforcement agencies.



4. To estimate the value of the trade
in firearms and related products on
cryptomarkets.

5. Toidentify shipping routes and most
common shipping techniques.

Analysis of implications

6. Toidentify the potential impact of dark-
web enabled arms trafficking on the overall
arms black market, with particular empha-
sis on market dynamics and market actors.

7. Toidentify the potential implications of
dark web enabled arms trafficking for law
enforcement agencies and policy makers,
at both the national and international level,
including implications for those already
existing international legal instruments
designed to tackle the issue of illegal arms
trade and transnational organised crime.

To achieve these objectives, the project team
employed a mixed-methods approach which
included:

+ Review of relevant literature including
peer-reviewed academic literature, grey
literature sources from official, government
and other relevant organisations, and,
particularly relevant for this study, web-
sourced contributions from respected com-
mentators and independent researchers
within the darknet community.

+  Review of darknet community clear web
resources including websites used to iden-
tify marketplaces and provide information
and commentary on recent developments
related to cryptomarkets.

+  Review of darknet community discussion
forums to shed light on the question of
scamming by firearms vendors.

«  Preliminary investigation of cryptomar-
kets to identify those selling firearms. This
included the identification of those having a
dedicated product category as well as tar-
geted searches to identify the presence of
relevant listings in those cryptomarkets not
having a dedicated product category.

« Crawling, scraping and analysis of crypto-
markets data, in the form of ‘digital traces’
left in connection to marketplace transac-
tions. The data was obtained using a soft-
ware tool specifically designed to crawl and
scrape cryptomarket data.®!

«  Consultation with policy and law enforce-
ment experts through an expert workshop
and individual interviews.®?

Figure 1.1 summarises the research approach
for this study.

More information on the methodology, and
related caveats, used to collect and analyse
primary data from the dark web is provided in
relevant sections throughout the report. The fol-
lowing paragraphs provide further information
on the other methodologies used in this study.

Literature review

The review of available academic literature

was conducted in two different phases of the
project. Initially, academic literature on the topic
of cryptomarkets was consulted (i) to guide the
framing of the problem and develop an initial
understanding of the ‘mechanics’ of cryptomar-
kets; and (i) to inform an initial assessment of

31 DATACRYPTO is a tool designed by one of the authors in collaboration with David Décary-Hétu at the University of Mon-
treal (Décary-Hétu & Aldridge 2013) specifically for collecting the unique sales-related data available on cryptomarkets
More information on DATACRYPTO is provided in Box 3.1

32 All engagements with experts were conducted under the Chatham House Rule. When a meeting, or part thereof, is held
under the Chatham House Rule, participants are free to use the information received, but neither the identity nor the
affiliation of either the speaker(s) or any other participant, may be revealed



Figure 1.1 Overview of the research approach
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the viability of cryptomarkets for arms traffick-
ing based on existing research investigating the
drugs trade on the same platforms.

On the basis of the preliminary findings from
primary data and as a result of expert consulta-
tion, the project team also consulted additional
academic literature specialised in the field of
arms control in order to support the interpreta-
tion of the results and the rigour of the analysis.

In addition to academic literature, grey literature
and media reports were also consulted through-
out the project to capture as much information
as possible on cases of arms trafficking involv-
ing the dark web. Priority was given to sources
from prosecution files or court cases (including
press releases), and when these were not avail-
able the study team consulted media sources,
discussion forums and specialised blogs. These
sources were then analysed longitudinally to
extract information on the following elements:
what weapons were purchased or sold, by
whom and in what context, how the transac-
tion took place and what type of intervention/
response was implemented. The information
collected was then used by the project team to
complement (by challenging or corroborating)
the results emerging from the dark web data in
relation to the type of firearms being sold and
the modus operandi.

- Finalisation of the
analysis

+ Report writing and
review

« Expert workshop
+ Follow-up interviews

Expert engagement through interviews
and workshop

The project team consulted a range of experts
throughout the study. At the onset of the study,
before the analysis of the primary data, the
project team conducted a series of scoping
interviews with representatives of law enforce-
ment agencies (3), policy makers (3) and a
cryptomarket experts (1). These interviews
were particularly relevant to complement the
(limited) information available in the literature
about dark web arms trafficking, allowing for a
better framing of the problem and providing a
direction for the initial analysis. The interviews
with law enforcement agencies and policy
makers were semi-structured and developed
around the exploration of four main themes:
how serious is the issue of dark web-enabled
arms trafficking; how has it changed the arms
trafficking picture (e.g. both in terms of people
and merchandise); what type of responses are
available; and what are the main challenges.
The interview with the dark web expert was
used to obtain an initial appreciation on the
viability of the dark web firearms trafficking,
including a preliminary assessment of scam-
ming, and guidance on locating some dark web
sites, particularly single-vendor shops.

After a preliminary analysis of the primary data,
an expert workshop was organised to solicit



expert feedback on the validity of the analyti-
cal approach, on the nature of the results and
on the potential implications. The workshop
counted 16 external participants including, in
addition to the project team, three representa-
tives from the policy-making sphere, two aca-
demic experts, two representatives of regional
law enforcement agencies and nine represent-
atives of different national law enforcement
agencies. The notes of the workshop were
taken in accordance to the Chatham House
Rule and further analysed by the project team.
An agenda of the workshop can be found in
Appendix E.

A final round of interviews (3) was conducted
to further investigate specific themes that
emerged from the workshop (e.g. scamming,
conversion of non-lethal weapons and overar-
ching policy implications).

1.3. Structure of the report

This introductory chapter provides the study
context as well as an overview of the specific
objectives. Chapter 2 provides an introduction
to the dark web and associated terminology,
and describes how it can be used to facilitate
illegal trading in firearms, weapons and explo-
sives. Chapters 3—5 include a detailed analysis

of the findings of the study structured accord-
ing to three main themes: size and scope, value,
and shipping routes and techniques. Chapter 6
presents an overview of the overarching impli-
cations emerging from the analysis. Finally,
Chapter 7 provides some overarching conclu-
sions and a description of the way forward.

Annexed to this report is an analysis of the rele-
vant international legal framework prepared by
the Global Firearms Programme of the United
Nations Office for Drugs and Crime (UNODC).

Finally, the report is complemented by a series
of appendices providing the reader with further
information on the following topics:

Terminology (Appendix A).
A brief history of firearms on the dark web
(Appendix B).

A review of open-source documents and
media reports on recent cases involving
firearms purchased or sold over the dark
web (Appendix C).

A breakdown of firearm makes offered on
the dark web identified during the data col-
lection (Appendix D).

Expert workshop agenda (Appendix E).



How dark web markets function
to facilitate illegal trading

2.1. What is the dark web?

The ‘dark web' is a section of the internet not
accessible to the everyday user. Armed with
the correct software package and possession
of a known dark web address, navigating to the
dark web becomes as simple as surfing the
internet. Anonymising software packages (e.g.
Tor and I12P) enable users to hide their unique
Internet protocol (IP) address while using appli-
cations to securely browse ‘darknets’.® The
term 'darknet community’ is used throughout
the report to refer to the group of networked
individuals who are technically savvy and who

Armed with the correct
software package and
possession of a known dark
web address, navigating to the
dark web becomes as simple
as surfing the internet.

participate in online discussion forms, both on
the clear and deep webs (see Box 2.1).

There are a number of technical configurations
a user can implement, test and monitor to
anonymously browse the dark web to ensure

a higher level of identity protection. Technical
vulnerabilities are exploited by law enforce-
ment agencies, sometimes with the assistance
of university researchers,* in an attempt to
de-anonymise users of the dark web, in par-
ticular on cryptomarkets.®®

2.2. Types of marketplaces on the
dark web

Hidden services are enabled by anonymity
software; the most commonly used is Tor.®
Tor anonymises internet users’ IP addresses,
and so makes it difficult to trace internet activ-
ity back to users. lllegal trading is enabled by
technologies that allow buyers and sellers

to interact and transact with near anonym-
ity.®” Dark web markets enable payment

33 In computer networking, ‘darknets’ are the technical term for an overlay network that can only be accessed with
specific software, such as Tor and 12P By using a combination of non-standard protocols and ports, with cryptographic
controls to encrypt messages, users can communicate with anonymity (i.e. without revealing their unique IP address)
and security (i.e. even if the traffic is intercepted, it cannot be read by a third party)

34 Cox (2016a).
35 Greenwald (2013)
36 Lewman (2016)

37 Barratt et al. (2017).



10 Behind the curtain

Box 2.1 A model of the clear web, deep web and dark web

The internet can be conceptually broken down into three layers.

The first layer is the open, freely accessible and searchable internet which we call the ‘clear
web'. Users typically use search engines (e.g. Google, Yahoo and DuckDuckGo) to find indexed
websites and content they want to visit and consume. Users typically interact with the clear
web when surfing the web on computers or mobile devices.

The second layer is the ‘deep web’, containing all the unsearchable parts of the internet (i.e.
unindexed by search engines) and local intranets (e.g. business and home local area networks).
The layer hosts web content that often requires membership logins, for example for online
banking services, medical records, membership-only databases (e.g. academic databases)

and company intranets. Visibility of, and access to, the content of the deep web is restricted to
users with special permissions and privileges.

The ‘dark web' is the unindexed, unsearchable portion of the deep web and it requires specific
software packages to navigate. The Tor network enables access to the dark web — otherwise
known as ‘hidden services' — while concealing the user's identity and online activity from sur-
veillance and traffic analysis. Entry points into the dark web can be found on the clear web
through traditional search engines. These entry points make the dark web more accessible to
the public than deep the web by providing URLs of dark websites.

Accessing and browsing the dark web is not illegal per se as the illegality is focused more on its
use: for example, it is illegal to view, share and download illegal content (e.g. child pornography
and pirated content) hosted on the dark web. A common way of illustrating the nature of the

web is through the visual representation below (see Figure 2.1).

with cryptocurrencies (e.g. Bitcoin, Litecoin,
Monero) so transactions are obfuscated and
difficult to trace. The combination of anonymis-
ing technology and use of cryptocurrencies for
payment obscures the link between real-world
identities and the personas adopted on dark
web marketplaces. These two technologies
enable the trade of illegal goods and services,
effectively in plain sight of law enforcement.

There are, at present, two types of market-
places found on the dark web:

1. Cryptomarkets bring together multiple
sellers, known as ‘vendors’, managed
by marketplace administrators in return

38 Barratt (2012).

for a commission on sales, leading to
comparisons with similar clear web legal
markets like eBay or Amazon's market-
place.® Cryptomarkets provide third-party
services that afford a degree of payment
protection to customers: escrow (in which
payment is released to vendors only after
customers have received and are satis-
fied with their purchases) and third-party
dispute adjudication. Cryptomarkets use
cryptocurrencies for payment and allow
customers to provide feedback connected
to their purchases, with scores aggregated
and displayed by the marketplace to guide



Figure 2.1 The location of clear, deep and dark webs, and cryptomarkets
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40
41

Clear web

Cryptomarkets

customers in selecting reliable vendors and
highly rated products. Cryptomarkets tend
to specialise foremost in illegal drugs® but
also offer listings connected to fraudulent
activities, including stolen credit card and
identity information.“° Other product types,
firearms being one example, are less com-
monly available for sale.

Vendor shops, also known as ‘single-ven-
dor markets', are set up by a vendor to host
sales for that vendor alone. These vendors
sell directly to customers willing to make
purchases without the third-party services
provided on cryptomarkets. In this way,

Aldridge & Décary-Hétu (2014); Christin (2013)
Kruithof et al. (2016).

‘Exit scams’ are executed by marketplace administrators when absconding with the funds held in user accounts and

€SCrow services.

Dark web

" Entry points

Deep web

they can avoid the commissions on their

sales charged by cryptomarkets and avoid
the financial risk entailed by cryptomarket

‘exit scams’.#" Vendor shops specialise in
particular products or services, and often
trade on reputation track records earned
via cryptomarket selling to generate cus-
tomer trust. Many vendor shop owners
trade simultaneously on cryptomarkets.

In the following sections, both types of dark
web markets’ functions are described, and it
is shown how they enable the trade in illegal
goods and services, with a focus on fire-
arms-related selling.



2.3. Appearance and services

2.3.1. Cryptomarkets

Cryptomarkets look similar to legal online
marketplaces like eBay or Amazon. Customers
typically must set up accounts to view the
marketplace, and once logged in, access the
homepage (see Figure 2.2). Marketplaces

have a set of pre-defined categories into which
sellers, known as ‘vendors’, can categorise their
listings to allow customers to quickly locate the
type of product or service they are looking for.
Although not all cryptomarkets sell firearms

(see Chapter 3), the markets that stock
weapons often provide a unique category, such
as that used by Alphabay and shown in Figure
2.2 below. Customers can also use a search
facility to identify relevant listings.

The marketplace homepage provides links

to information and services supported by the
marketplace. These typically include account
information, a messaging system enabling
direct communications between cryptomar-
ket users, and a discussion forum for open
discussion of issues concerning the market-
place’s community. Sections typically include:
guides for vendors and customers on using

Figure 2.2 Screenshot of the homepage for the Alphabay cryptomarket

a) AlphaBay Market

HOME SALES MESSAGES ORDERS LISTINGS BALANCE
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Cryptomarkets generally have
sections on their sites listing rules
for vendors and buyers related

to transaction and associated
security measures.

the marketplace, discussion connected to

the products typically sold on cryptomarkets
(e.g. drugs, fraud and weapons), discussion
connected to minimising the risk of detection
by law enforcement agencies, and a ‘'scam
reports’ section where buyers and vendors can
report problems with transactions and enlist
marketplace administrators to intervene and
adjudicate disputes.

Dark web markets’ users benefit from encryp-
tion by virtue of the location of these markets
on the dark web, but anonymity may still be
compromised when direct communications
between buyers and vendors involves incrim-
inating information — such as names and
addresses of customers — with external hacks
and marketplace closures by law enforcement
resulting in de-anonymisation. Some vendors
encourage or require direct messaging using
PGP (‘Pretty Good Privacy’) software that pro-
vides end-to-end cryptographic privacy and
authentication.*” Use of encrypted commu-
nication was less common on the first cryp-
tomarket, SR1, but external hacks leading to
de-anonymisation have seen increases in the
use of PGP since.®®

Cryptomarkets generally have sections on
their sites listing rules for vendors and buyers
related to transaction and associated security
measures. Researchers documenting these

rules on ten cryptomarkets early in 2016 found
that seven of the ten had such rules.44 Five
marketplaces did not allow vendors to request
that customers ‘finalise early’ (FE) (i.e. cir-
cumvent escrow) or allowed this only to those
‘approved’ to do so. Two marketplaces stated
that too many customer reports of vendor
scamming would result in the vendor's account
being deactivated. One marketplace described
systems to prevent marketplace exit scams.
Some marketplaces had stated rules against
blackmailing, or ‘doxxing’,*> customers. Three
marketplaces explicitly encouraged partici-
pants to use security and encryption practices,
with one stating that marketplace adjudica-
tion would be unavailable to participants not
employing such practices.

2.3.2. Vendor shops

Vendor shops, by comparison, generally have
a much simpler visual interface, in common
with many legal online shops set up by individ-
uals or businesses to sell their own products
and services. A screenshot example of the
vendor shop Black Market Guns is provided in
Figure 2.3 below. Because vendor shops host
sole-trading vendors who specialise in particu-
lar products, these markets have fewer listings
when compared with cryptomarkets.

While some vendor shops categorise their list-
ings in a way similar to cryptomarkets, others
list all their products on the shop’s homepage.
Vendor shops have a limited functionality com-
pared to cryptomarkets, appropriate to their
business structure in selling directly to custom-
ers, but links will typically be available for cus-
tomers to register and log in, for seller contact

42 Cox (2016Db)

43 Aldridge & Askew (2017); Soska & Christin (2015)

44 Kruithof et al. (2016)

45 Doxxing (also spelled ‘doxing’) is the practice of releasing personal and private information, including home addresses

and national identity numbers, against the person’s wishes. (Barratt & Aldridge, 2016)



Figure 2.3 Screenshot of the homepage for the Black Market Guns vendor shop

SLACH MARKET Guns

Thank you for choosing us for your arms needs. have large collection of guns and equipments
for you fo.choose from. AH of curguns and equipments are brand new and have been
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GLOCK 19 GEN 3
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COLT MUSTANG POCKETLITE .380
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Caliber: 9mm
Capacity. Two 15 round magazines included

Barrel: 4" Cold Hammer Forged Barrel: 2.75"

information, and sometimes frequently asked
questions.

2.4. Buying and selling on dark
web markets

2.4.1. Finding dark web markets

Web pages located on the dark web, in con-
trast, are not indexed by clear web search
engines like Google, and so — by design —
cannot be identified this way.*® To access a
dark web market, therefore, customers must
already know of the existence of the market
and have its URL (Uniform Resource Locator).#

46 Barratt et al. (2017)
47 Barratt & Aldridge (2016)
48 Deepdotweb (2017d)

Barrel. 4" Cold Hammer Forged

Unlike clear web URLs that use an intuitive
format (e.g. www.businessname.com), dark
web market URLs cannot be guessed, are not
intuitive and are not designed to be memora-
ble. The defining feature of dark web URLs is
the ".onion’ suffix (i.e. similar to a .com’and
".org’ website address), which signifies the spe-
cial-use domain of the Tor network. Users must
therefore first locate the market's URL on the
clear net, and then copy and paste the link into
a suitable dark web browser.

One such aggregator of dark web markets
is found at Deepdotweb.com. The frequently
updated market list*® is regarded in the darknet



For potential buyers, finding
cryptomarkets is easier, in relative
terms, than identifying a reliable
and trusted vendor to purchase
goods from.

community as the best single-source location
for market information.*

The dark web market search engine ‘Grams’
was developed in 2014. It has been labelled the
‘new Google for the dark web, making ‘buying
dope and guns easy’.*® After navigating to the
Grams dark web URL, users may search for
specific products across markets using rele-
vant search terms. Then, Grams users can click
resulting links to be taken directly to the cryp-
tomarket. Presently, Grams only searches and
links to some cryptomarkets and no single-ven-
dor shops can be accessed in this way.

For potential buyers, finding cryptomarkets

is easier, in relative terms, than identifying a
reliable and trusted vendor to purchase goods
from. While cryptomarkets have proliferated
after the shutdown of SR1, customer and
vendor trust has been challenged more as a
result of fraud by marketplace owners than by
law enforcement takedowns. "

‘Exit scams’ by marketplace owners involve
administrators locking escrow services,
vendor and customer accounts without prior
notice, and then shutting down the market and

absconding with substantial sums of virtual
currencies (such as Bitcoin and Litecoin).> A
2016 investigation by independent security
researcher Gwern Branwen on dark web market
closures reported that, where the reason for
closure was known (77 markets), the most
common reason (for 35 markets — 40 per cent)
involved exit scams, and only seven closures
resulted from law enforcement efforts.®® The
now known possibility of cryptomarket exit
scams may in part account for the recent
increase in the number of vendors setting up
sole-trading vendor shops to reduce this risk.

With exit scams now a possibility that must be
considered when selecting a market, buyers
and vendors make use of clear web resources
to inform their selection.* For example,
Deepdotweb accepts reviews connected to
dark web markets, which are aggregated

and displayed to visitors. In addition to pro-
viding customers with hidden market URLSs,
Deepdotweb’s ‘Dark Net Markets Comparison
Chart’*® assembles relevant metrics to guide
market selection. These include market review
scores from users submitted via Deepdotweb,
percentage uptime, reports of security issues
and warnings, and market longevity. For
vendors, relevant comparison chart metrics
might guide their selection of markets on which
to sell their products. For instance, the com-
parison table lists cryptomarkets’ commission
charge, the cost of the 'vendor bond’ (i.e. the
charge for setting up a vendor account), and
escrow services provided by the marketplace.

49 For example, the Grams dark web search engine ‘Market Comparison’ page refers its users to Deepdotweb’s list as
even 'more detailed and up to date’ than its own list (Grams 2017).

50 Zetter (2014).

51 Zetter (2013); Aldridge & Décary-Hétu (2016a).

52 Tzanetakis et al. (2015)

53 Reasons documented by Branwen (2013) for market closure: (i) shut down due to law enforcement; (i) precipitated by

a hack or de-anonymisation; (i) a scam/theft by operators; (iv) voluntary (without known losses to users)

54 Tzanetakis et al. (2015)
55 Deepdotweb (2017a)



2.5. Establishing trust: how buyers
and sellers choose one another

This section outlines how trust is fostered and
encouraged on cryptomarkets between parties
who never reveal their true identities. The study
team draws on recently published literature by
Tzanetakis et al. (2015), who provide a detailed
explanation of building trust and resolving dis-
putes on cryptomarkets, as well as Morselli et
al (2017)., who investigated conflict manage-
ment on cryptomarkets.

2.5.1. How buyers choose vendors

When selecting a vendor from which to make a
purchase, cryptomarket buyers can be guided
by the reputations that vendors accrue directly
on the marketplace in connection to feedback
provided by previous customers. After receiv-
ing an order, buyers are offered the opportunity
to leave feedback for the vendor, and crypto-
markets aggregate and display these vendor
reputation metrics, in a similar way to legal
clear net marketplaces.* Marketplace admin-
istrators and vendors strongly encourage this
practice, and research suggests that a majority
of transactions — 88 per cent on SR1in 2013

— result in customer feedback, although more
recent estimates (71 per cent in January 2016)
suggest feedback rates may be decreasing.®’

Customer feedback does not represent a
perfect guide for buyers in identifying relia-

ble vendors. Feedback can be manipulated

by vendors, who can create fake customer
accounts through which to make purchases
from themselves, thereby generating false
feedback. Marketplace administrators generally

56 Tzanetakis et al. (2015).

57 Aldridge & Décary-Hétu (2014); Kruithof et al. (2016)
58 Deepdotweb (2017b)

59 Morselli et al. (2017)

60 Morselli et al. (2017)

have rules prohibiting this, and strategies to
detect suspicious activities, but the practice
cannot be eliminated.%® Buyers can also consult
the ‘scam reports’ sections of marketplace dis-
cussion forums, which alert them to vendors
with unresolved or confirmed accusations of
scamming. In the context of firearms vendors
operating on cryptomarkets, the low volume of
sales — compared to the high volume of sales
by drug vendors - yields a reduced opportunity
to solicit feedback from buyers.

Feedback can be manipulated
by vendors, who can create fake
customer accounts through
which to make purchases from
themselves.

Scamming vendors reduce the profits gener-
ated by marketplaces that result from commis-
sions, and reflect badly on the marketplace’s
reputation — and therefore the confidence of
buyers in that marketplace.® Cryptomarket
administrators, alongside a dedicated ‘'scam-
watch team’ comprising active cryptomarket
community members, investigate claims of
vendor scamming. Participants have multiple
channels of resolving conflict, either privately
on secure messaging platforms or more
publically on forums. Administrators have

the final word in dispute resolution, which is
often expressed as ‘policy in action’ when they
enforce the rules of the cryptomarket.®

Clear web discussion forums (e.g. Reddit’s /r/
Darknet and /r/DarkNetMarkets) and active



Buyers wishing to make purchases
from vendor shops have less
information to guide them in
choosing a reliable vendor.

cryptomarket clear web subreddits (e.g. /r/
AlphaBay and /r/ValhallaMarketplace/) can

be consulted by buyers to identify trusted and
reliable vendors, or to avoid suspected scam-
mers and vendor accounts compromised by
law enforcement agencies.®! Reddit's dark-
net-relevant subreddits involve posters airing
disputes as well as satisfactory transactions
with named vendors, and Deepdotweb’s review
service offers similar crowd-sourced insights.

Buyers wishing to make purchases from
vendor shops have less information to guide
them in choosing a reliable vendor. Vendors
operating sole-trader shops will not benefit
from the third-partyvendor reputation metrics
generated automatically on cryptomarkets in
connection to that vendor’s entire transaction
history. While vendor shop owners may post
testimonials from ‘satisfied customers’ on their
websites, no third-party oversight is in place

to prevent the exclusion of negative reviews,

or indeed entirely fabricated reviews. However,
because many vendors set up vendor shops
trade on reputations earned on cryptomarkets
— where many, but not all,’? will continue to
trade — buyers considering the possibility of
transacting with vendor shops may be able to
consult cryptomarket-generated vendor reputa-
tion metrics, where possible.

While some vendor shops refer to providing
escrow services, the project team was unable
to determine the veracity of these claims.
Escrow is, by definition, a third-party service,
and the project team was unable to identify
any independent escrow services that serve
illegal marketplaces. Vendor shops promising
escrow-protected payments may, therefore, be
scammers seeking to lure unwary customers.

Buyers valuing good customer
service in risky illegal markets
may select vendors whose

listings reflect this orientation.

Researchers have suggested that cryptomarket
trading may provide a context for illegal market
trading in which sellers may be more valued
for good communications skills and customer
service than might be the case in traditional
offline markets.®® The private messaging ser-
vices on cryptomarkets facilitate this develop-
ment. Buyers valuing good customer service in
risky illegal markets may select vendors whose
listings reflect this orientation. Previous analy-
sis of listings placed by vendors on cryptomar-
kets yields for example the following®:

«  'Free shipping, fast service, fast
communication’

‘Look No Further: No Cut, No Crap, Great
Communication, Speedy Service'

‘| usually reply to customers within 4-5
hours. Do not hesitate to ask questions'.

61 See Branwen’s (2015a, 2015b) speculation about ‘weaponsguy’ operating as ATF/FBI
62 See Figure 2.3 for an example of a vendor shop rationale for not selling on cryptomarkets
63 Aldridge & Décary-Hétu (2014)

64 Aldridge & Askew (2016).



Behind the curtain

Box 2.2 The risk of vendor scamming

There are a variety of techniques vendors can use to scam buyers. For instance, vendors may
take payment but not deliver the purchased goods to the customer. This type of scam can be
facilitated by requiring customers to FE and pay for the goods before they receive the order. FE
bypasses the payment protection that cryptomarkets offer in the form of escrow services. The
administrators of SR1 noted the prevalence of scamming that occurred outside of escrow.®®

A second scamming strategy by vendors is less likely to lead to marketplace bans, which might
be the result of scamming technique illustrated above. What is known as ‘selective scamming’
can be used by vendors even for escrow-protected transactions. Vendors are conscious of the
risk of losing packages in the post, either through interceptions by customs or postal handling
errors.5¢

A third variety of scamming exploits the good reputation of vendors by duplicating their pseu-
donym and fraudulently operating using the trust they have acquired in the darknet community.

Vendors with good marketplace reputations can capitalise on this by scamming customers, but
only if they do so infrequently. Customers who do not receive orders may report the vendor to
administrators, but selectively scamming vendors with good marketplace reputation metrics
can blame shipment loss to reduce the likelihood that cryptomarket administrators will label
them as scammers.

Determining the extent of scamming by firearms vendors on cryptomarkets is as important to
recognise as it is difficult to quantify. The scamming of firearms has occurred since the exist-
ence of the first weapons-only cryptomarket, ‘The Armory'.%” Currently active cryptomarkets
(e.g. Alphabay) still post scam reports on clear web discussion forums today.%® See Appendix B
for a short history of firearms scamming on the dark web. Appendix C expands on section and
documents and details a number of successful cases of firearms trafficking over the dark web,
related to terrorism, serious and organised crime, and vulnerable and fixated individuals.

2.5.2. How vendors choose buyers generate positive feedback. Still, vendors will

Although less widely documented in the lit-
erature, scamming can occur in the opposite
direction too, i.e. a buyer having received an
order may claim otherwise. Vendors' stated
refund and reship policies illustrate the risk to
profit entailed by parcel loss must be accepted
to keep customers happy and continue to

65
66
67
68

be keen to minimise selling to customers who
present a greater risk of claiming shipment
loss as a scam. Vendors have a number of
strategies at their disposal when choosing
buyers with whom to transact. First, just as
buyers have access to vendor reputation
metrics, vendors can access a prospective

Christin (2013).
Décary-Hétu et al. (2016).
Deepdotweb (2017¢).

See the subreddit /r/AlphaBay/ for examples of scam reports posted by vendors and buyers in order to resolve dis-
putes



There are a variety of techniques
vendors can use to scam buyers.

buyer's transaction history, and choose to avoid
customers new to the marketplace, or refuse
to sell to those with disputes associated with
their transactions. Vendors can require poten-
tial customers they consider a scam risk to pay
without escrow payment protection: vendors
can therefore be paid upfront and ask buyers
to FE. Third, vendors can specify a refund

and reship policy that varies according to the
purchasing track record of a potential buyer.
Analysis of cryptomarket vendors’ listings in
previous research by Aldridge and Askew pro-
vides illustrative examples®®:

‘We have good stealth, and not had any
orders not received. We know it is unlikely
but if it happens, we will check your past
stats and if they're good, you can choose
100% reship or refund!

‘Refunds: 50% of the price, but 75% refund
for regular buyers. Customers with < 10
successful buys will get NO refund.

‘Reshipping only to folks with five or more
previous buys and no returns. | will never
ask you to finalise early, but please release
the coins to me as soon as you receive the
shipment. Fair’s fair’

2.6. Payment on dark web
markets

There are certain similarities between purchas-
ing goods and services on the clear web and
how transactions occur on dark web markets.
Buyers, after identifying a product they wish to
purchase, click the familiar ‘Buy now’ button on
the product listing page. Similarly to purchases
on legal clear web shops, buyers must register

69 Aldridge & Askew (2016).

with the marketplace and have sufficient funds
to complete the purchase.

A salient difference between clear and dark web
markets is the form of payment. On dark web
markets, payments are made with cryptocurren-
cies. The first, best known, and still most com-
monly used is Bitcoin, although increasingly
popular alternatives (‘altcoins’) include Monero,
Ethereum, Ripple and Litecoin. Transactions
made using cryptocurrencies are not necessar-
ily linked to the real-world identities of buyers
and sellers, and this makes it difficult for law
enforcement to trace illegal transactions. But
obtaining cryptocurrencies presents a number
of challenges for buyers, with much darknet
community discussion suggesting that working
out how to buy Bitcoin was the trickiest part of
dark web purchasing. In addition, buying cryp-
tocurrencies to make illicit purchases, or selling
them to ‘cash out’ into local currencies, creates
additional security risks for users.

Having obtained sufficient funds in a cryptocur-
rency accepted on a cryptomarket, the buyer
initiates a transaction by clicking ‘Buy now'.
However, payment is not immediately received
by the vendor, but instead held in deposit by
the marketplace, known as payment escrow.
The vendor then packages the product and
ships the parcel via postal services or private
courier company. Once the order is received
and the buyer is satisfied, the buyer returns to
the marketplace to ‘finalise’ the order, at which
point payment is released by the marketplace
from escrow and transferred to the vendor's
account. In this way, escrow provides protec-
tion for the buyer: if an order is not received

or the product is not as advertised, the buyer
declines to finalise the purchase, and the
vendor is not paid.

Some cryptomarkets now support multi-signa-
ture escrow transactions that require sign-off
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Figure 2.4 Overview of payments using escrow services
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Source: adapted from Kujawa (2074)

Figure 2.5 Overview of multi-signature escrow
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Source: adapted from Deepdotweb (2074c)

from two out of three parties — the buyer, the
seller, and the marketplace itself - to release
funds.”® Unlike the traditional, centralised
escrow, it is impossible for one party alone to
retrieve payment. The use of multi-signature on

70 Cox (2016b).
71 Deepdotweb (2017a).

BlackBank’s
private key

Seller’s
private key

cryptomarkets appears to be catching on: 13
of the 21 markets in the Deepdotweb ‘Market
Comparison Chart’ now offer multi-signature
escrow.”!



2.7. Shipping and receiving goods

Because many products sold on dark web
markets are digital products (e.g. stolen credit
card or identity information, eBook guides,
3D-printing files) sending and receiving pur-
chases can be fairly straightforward. Without
the need for orders to be shipped through
postal systems, the risks associated with
orders being intercepted by handlers, including
post office employees and customs officials at
borders, is reduced. Buyers receive their digital
product delivery directly in the marketplace
upon payment.

For physical products, such as drugs, ammuni-
tion and weapons, vendors must rely on postal
services to ship orders to customers. Dark web
markets provide vendors with an opportunity
to transact with customers across a wider geo-
graphical reach than is possible with conven-
tional illegal markets, and the postal system is
an enabler in this process.”?

Recent research suggests that cryptomarket
users identify these ‘offline’ activities of dark
web transactions as the primary source of risk
of detection and apprehension by law enforce-
ment.”? For vendors, these activities include
sourcing packaging materials and making
drop-offs into postal systems. For buyers,
receiving deliveries is identified as a risky
aspect of cryptomarket purchasing.

A range of strategies are shared on cryptomar-
ket discussion forums and used by vendors to
reduce the risk that postal shipments will be

Using marketplace forums,
vendors may discuss shipping
techniques based on government
published criteria for profiling
suspect packages.

intercepted and traced back to them: the selec-
tion of delivery drop-off locations at a distance
from home or work; the rotation of drop-off
points into postal systems; and avoiding enter-
ing post offices where they might be recorded
by closed-circuit television (CCTV).”

Using marketplace forums, vendors may
discuss shipping techniques based on govern-
ment published criteria for profiling suspect
packages.”® Such discussions take place more
rarely on the clear web as dedicated forums
usually prohibit this type of content.”

It has been identified by researchers that cus-
tomers face heightened risks of detection and
arrest while receiving their deliveries.”” Vendors
often advise customers to supply their real
names for delivery. The use of fake names was
believed to increase the chances that parcels
would be identified as suspicious by post office
employees and flagged for further investigation
by authorities, potentially resulting in the ‘con-
trolled deliveries’ by undercover law enforce-
ment agencies that have been used to effect
arrests.”® Vendors sometimes alerted custom-
ers to the risks associated to their shipments
being tracked,”” — beyond signing for deliveries

72 Aldridge & Décary-Hétu (2014); Christin (2013); Mounteney et al. (2016).

73 Aldridge & Askew (2017)

74 Aldridge & Askew (2017).

75 Vajgert (1996)

76 The subreddit rules for r/DarkNetMarkets instruct users to not 'post stealth details’
77 Aldridge & Askew (2017)

78 Branwen (2012)

79 Tzanetakis et al. (2015).



— given the ability of law enforcement agencies this delivery option offered to buyers.

to conduct large-scale international investiga- Customers making a purchase in this
tions and audit postal records to track vendors way can immediately access the location
(as shown in relation to the organised crime information and pick up the deal, with
group CherryFlavor, noted in Chapter 1). funds released to the vendor — and com-
mission to the dropman - from escrow
Dead drops once pick-up is confirmed. At least one
Postal or parcel services are still seen as cryptomarket currently allows vendors
‘the major bottleneck in the system’.2 A this delivery option, but it is unknown how
recent development known as ‘dead drops’, widespread take-up is at present. The
allowing dark web market sellers to avoid risk that a dropman may be undercover
postal systems, has been described in recent law enforcemgnt 'SPOSS'MQ buta mar-
research in connection to drug selling on ketplace offering this delivery option con-
cryptomarkets®: tends that the risk is small.
The dead drop delivery model involves The extent to which dead drops are used for
a 'dropman’ hiding a consignment of delivery by cryptomarket vendors is not yet
pre-packaged and labelled drug deals, known, but this particular innovation should be
purchased from a vendor offering the further monitored in connection with firearm
service, in a number of suitably discreet selling on dark web markets, where the chal-
offline locations, and then making availa- lenges and risks of the postal delivery for fire-
ble the geo-coordinates alongside a short arms and bulky weapons seem greater than
video for each ‘dropped’ deal. Only once small, lightweight and stealthy drug deliveries
deals have been dropped are listings with via the post.
80 Mounteney et al. (2016, 7)

81 Aldridge & Askew (2017)



Dark web arms trafficking: estimating
the size and scope of the market

This chapter presents the study findings
related to the size and the scope of the arms
trade via the dark web. This is based on anal-
ysis of the supply side of the market which
sheds light on the volume and range of prod-
ucts offered for sale. Each section includes a
description of the specific methodology used
to investigate each aspect, the presentation of
the findings and a discussion of their meaning.

3.1. Identifying dark web
marketplaces trading firearms,
ammunition and explosives

As detailed in this report (see section 2.1), dark
web pages are not searchable through stand-
ard search engines. The first resource consid-
ered for identifying relevant hidden markets
was Deepdotweb, following the lead of many
cryptomarket researchers publishing in the
scientific peer-reviewed literature who use it

as a source. The list provided by Deepdotweb

distinguishes cryptomarkets from sole-trading
vendor shops.®?

Market owners themselves request inclusion,
with selection for the list granted only to cryp-
tomarkets meeting stated requirements con-
nected to market functionality, active vendors
and review numbers. For this reason, the
Deepdotweb list is likely to exclude smaller
cryptomarkets or those with limited functional-
ity. In contrast, Deepdotweb'’s requirements for
vendor shops present a higher bar for list inclu-
sion: these market owners must have been
active for over a year, and have high ratings
(4.9 out of 5) on the cryptomarkets on which
they also trade. According to a Deepdotweb
administrator, firearm vendor shops are
excluded from list inclusion typically because
‘marketplace infrastructure and functionality
are poor.* At the time of data collection,®®

no vendor shops listed on Deepdotweb sold
arms-related products.

82 The dark web market listing provided by Deepdotweb, while highly regarded and widely used by customers and
researchers to identify marketplace URLs, excludes markets that do not specifically request to be included, as well as
markets whose owners make the request but are turned down because they do not meet specific requirements. The
project team was therefore unable to collect data from any cryptomarkets not included in the list. The impact of being
unable to access — or even to know of the existence of — cryptomarkets excluded from the Deepdotweb list is consid-
ered minimal, with most excluded markets likely to be very small and/or have limited functionality.

83 Deepdotweb (2017b)

84 Email correspondence with Deepdotweb administrator on 4 February 2017

85 As of September 2016



3.1.1. Cryptomarkets

For cryptomarkets, the project team iden-

tified all available marketplaces using the
Deepdotweb markets list in 19 September
2017 and attempted to gain access to each
market using the following strategies to identify
those relevant for the purpose of this project:

1. Marketplace-dedicated ‘arms’-related cat-
egory. Product categories were inspected
to identify cryptomarkets with dedicated
arms-related categories available for
vendors to classify the listings they placed
for sale.

2. Key word search for arms-related listings.
This strategy allowed the team to iden-
tify arms-related listings even in markets
without a dedicated category.

3. Marketplace restrictions. Cryptomarkets
typically have rules for marketplace conduct,
with some restricting particular products
and services. These rules were examined for

each marketplace to determine if arms were
explicitly prohibited or allowed.

Table 3.1 below shows the findings from the
scan of available cryptomarkets. There were 24
English/French-language®® cryptomarkets oper-
ating during our assessment period.®” Eighteen
of these markets (75 per cent) were success-
fully accessed and inspected to ascertain evi-
dence of arms-related selling according to the
three criteria set out above. Of the remaining
six, four were otherwise functioning markets
that were temporarily down at the time of the
scan, and two were unable to be accessed due
to referral restrictions.®

Of the 18 accessed markets, 15 (83 per cent)
had rules explicitly allowing, or not explicitly
prohibiting, arms sales. Nine markets (50 per
cent) provided vendors with a dedicated ‘fire-
arms’ category into which vendors could place
listings. Only for eight markets (44 per cent)
was the team able to find arms-related listings
through searching.

Table 3.1 Cryptomarkets listed on Deepdotweb: numbers classified as selling arms

N % of 18

Cryptomarkets listed on Deepdotweb 24
Markets we were able to access and inspect 18
Markets allowing (or not explicitly prohibiting) firearms sales 15 83%
Markets with dedicated categories for firearms 9 50%
Markets where we identified firearms listings through searching 8 44%
Note: Data refers to the list accessed on 19 September 2076
86 Four cryptomarkets were Russian, and the project team did not include a Russian-language speaker to support the

analysis of these markets.

87 Two markets had closed in the interim.

88 Two markets were not accepting unsolicited members and were labelled referral only’ markets.



Discussion

The majority of cryptomarkets assessed had
rules in place consistent with allowing arms
sales. This suggests that most cryptomarkets
present a potential channel for access to fire-
arms. However, the fact that only half of the
markets provided vendors with categories to
use when placing their listings suggests that
firearms selling was not sufficiently common
to warrant a dedicated category on the market-
place homepage. Vendors may therefore have
resorted to ‘miscellaneous’ or ‘other’ product
categories to place listings. Conversely, three
markets had weapons categories, but our
searching identified no firearms-related listings
within these categories.

Together, these findings suggest that even
cryptomarkets facilitating firearms selling may
attract relatively few vendors listing such items
for sale in comparison to those selling more
popular products and services on these mar-
ketplaces (i.e. drugs and fraud-related items).

Our key word searches identified that just
under half of the markets had active arms-re-
lated listings. Nevertheless, it should be noted
that the assessment is not based on contin-
uous monitoring of marketplaces, but on a
single snapshot. Therefore it is not possible
to exclude the possibility that more active fire-
arms listings may be shown in the future, if a
longer timeframe is considered.

3.1.2. Vendor shops

To identify vendor shops specialising in fire-
arms the project team solicited the help of a
dark web expert (who wished to remain anon-
ymous), who provided the project team with a
list of vendor shops specialising in weapons
and analysed dark web discussion forums. In
addition, the project team supplemented this
with additional reading on relevant subreddits
discussions in the Reddit online community.

89 Décary-Hétu & Aldridge (2015).

Using these methods, the project team collated
a list of 15 vendor shops thought to specialise
in arms-related products. The team was able

to access 13 of these (more information is
provided below), and in doing so identified eight
listing arms-related products.

Discussion

The inaccessibility of certain vendor shops
for which URLs were available suggests a
number of possibilities. First, niche specialism
may hamper vendor shop longevity. It may be
difficult for vendors specialising in arms-re-
lated products to create sufficiently profitable
enterprises that enable longevity; in compar-
ison, for example, specialist drug vendors,
whose reputations are strengthened through
cross-market selling on dark web markets, are
likely to generate a greater volume of sales.
Second, the non-accessible markets may
struggle with the uptime of their servers, for a
range of technical reasons. Finally, they may
simply have ceased trading.

This non-accessibility provides for only minimal
understanding of the role that vendor shops
have in hidden market arms sales. As detailed in
sections 4.2 and 5.2, the absence of transaction
information available on vendor shops makes it
impossible to estimate the size of the trade, or

even if vendor shops generate any trade at all.

3.2. Estimating the size and scope
of the dark web-enabled arms
trade

To estimate the size and scope of the dark
web-enabled arms trade, data was collected
directly from cryptomarkets in the form of
the 'digital traces’ left in connection to market
transactions.®



Behind the curtain

Box 3.1 DATACRYPTO functioning

DATACRYPTO is a web crawler/scraper class of software that systematically archives websites
and extracts information from them. Once a cryptomarket has been identified, DATACRYPTO is
set up to log in to the market and download its contents, beginning at the web page fixed by the
researchers (typically the homepage). After downloading that page, DATACRYPTO parses it for
hyperlinks to other pages hosted on the same market and follows each, adding new hyperlinks
encountered, and visiting and downloading these, until no new pages are found. This process

is referred to as web crawling. DATACRYPTO then switches from crawler to scraper mode,
extracting information from the pages it has downloaded into a single database.

One challenge connected to crawling cryptomarkets arises when, despite appearances to the
contrary, the crawler has indexed only a subset of a marketplace’s web pages. This problem

is particularly exacerbated by sluggish download speeds on the Tor network which, com-
bined with marketplace downtime, may prevent DATACRYPTO from completing the crawl of

a cryptomarket. A number of researchers® have suggested that partial crawls were to blame
for possibly misleading results published in Dolliver's 2015 article®' in connection to Silk Road
2. A diagnosis provided by a group of researchers in a 2016 paper®? were unable to repli-

cate Dolliver's results using data collected from the same marketplace over a similar period.
DATACRYPTO was designed to prevent partial marketplace crawls through its ‘state-aware’
capability, meaning that the result of each page request is analysed and logged by the software.
In the event of service disruptions on the marketplace or on the Tor network, DATACRYPTO
pauses and then attempts to continue its crawl a few minutes later. If a request for a page
returns a different page (e.g. asking for a listing page and receiving the home page of the cryp-
tomarket), the request is marked as failed, with each crawl tallying failed page requests.

DATACRYPTO is programmed for each market to extract relevant information connected to list-
ings and vendors, which is then collected into a single database:

Product title;
Product description;
Listing price;

Number of customer feedbacks for the listing;

The country or region from which a vendor ships the product;

The country or regions to which the vendor placing the listing is willing to ship.

The data was obtained using the DATACRYPTO  estimates of the size and scope included in this
software tool (see Box 3.1). It should be noted ~ chapter are, of necessity, restricted to that gen-
that DATACRYPTO was not configured to erated in connection to cryptomarkets.

extract data from vendor shops. Therefore, the

90 Aldridge & Décary-Hetu (2015); Van Buskirk et al. (2015).
91 Dolliver (2015).
92 Munksgaard et al. (2016).



In addition, the design infrastructure of some
cryptomarkets selling arms-related prod-

ucts and services prevented crawling using
DATACRYPTO, likely due to programming
anomalies within these markets rather than
active crawling counter-measures put in place
by marketplace administrators.®®

The collection of primary data through
DATACRYPTO was conducted once, in late
September 2016. This implies that the project

conducted. The data should therefore be con-
sidered as a snapshot, rather than the result
of a continuous monitoring. This may impact
the analysis performed on the size, scope and
overall value of the market.

Data collection took place between 19 and
25 September 2016. The resulting dataset
spanned 12 cryptomarkets and generated
167,693 listings, of which 811 were identified
as relevant for the purpose of this study. Box

3.2 provides further details on our classification
methodology.

team had only visibility of the products avail-
able for sale at the time the crawling was

Box 3.2 Identifying the arms-related listings for this study

To identify which of the 167,693 listings were relevant for the purpose of this study, the project
team used a mixed methodology based on a combination of machine learning and manual
investigation. The machine learning process was built in connection to a separate cryptomarket
research project in which DATACRYPTO collected data from eight cryptomarkets in January
2016, generating a dataset of 106,348% listings. All listings were hand-coded by a team of seven
research assistants who then classified each listing using the information provided by vendors
in the product title and description. This first phase of ‘learning’ was then applied to successive
DATACRYPTO data collections, automatically classifying new and uncoded cryptomarket list-
ings, to a high degree of accuracy. The machine learning approach automatically classified as
arms-related 560 of the 167,693 product listings across the 12 cryptomarkets.

To complement this automated process, manual searches were conducted on the remaining
167,133 listings to ensure that no relevant data was left out of the analysis. The search terms
used for the manual searches were a combination of generic terms (e.g. rifle, ammunition) and
manufacturer names (e.g. Beretta), alongside appropriate spelling variations (e.g. ammo). This
process generated a further 3,756 listings. Product descriptions for each of these listings were
then inspected individually to remove those inappropriately classified as arms-related. Most of
those identified through searching® were discarded. Detailed analyses were based on the 811
arms-related listings that remained.

Table 3.2 lists the specifically named crypto-
markets from which data was collected using
DATACRYPTO, and for each market the total

number of listings, the number of listings
that were arms-related and the proportion
expressed as a rate per 1,000 listings.

93 Kruithof et al. (2016).
94 Kruithof et al. (2016).
95 Most listings incorrectly found through searching were actually drug listings. Examples include: a strain of cannabis re-

ferred to as AK-47; ecstasy pills branded as ‘grenades’; 'gunpowder’ heroin. Pornography-related listings often included
actress names, one of which was Beretta.
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Table 3.2 Cryptomarkets selling arms-related listings from which data was collected

Cryptomarket Total number

Number of arms-

Rate (per 1,000

of listings related listings listings)
Alphabay 36,906 414 11.2
Dreammarket 64,625 173 2.7
Valhalla (Silkkitie) 19,939 114 57
Hansa-market 22,157 49 2.2
OasisT 11,932 29 2.4
Python market 7,377 14 1.9
TheDetox market 1,312 8 6.1
Traderoute 1,596 4 2.5
Minerva 697 3 4.3
Acropolis 253 2 7.9
Tochka 277 1 3.6
Dark-net-heroes-league 628 0 0.0
Total 167,693 811 4.8

The dataset of 811 listings included listings of
the same product by the same vendor across

a number of cryptomarkets. This is not uncom-
mon and while these listings might be under-
stood as ‘duplicate’ listings, it is critical that they
are not deleted, for a number of reasons. First,
multiple listings for the same product across
markets may be variously tailored by vendors
for purposes specific to that marketplace. For
example, the same listing on different market-
places may provide different available shipping
destinations. This was particularly helpful in
identifying shipping routes (see Chapter 5). The
second, and perhaps more important, reason
relates to the meaning attached to a listing. A
listing should be understood only as an adver-
tisement placed for sale and should not be read
to imply anything about the available supply of

products. A vendor may have multiple listings
across marketplaces for the one and only gun
that vendor has available to sell. Alternatively, a
vendor may have only one listing on one mar-
ketplace but hold 20 guns in stock. Hence, to
delete ostensible duplicates would assume —
likely erroneously — that listings correspond in a
meaningful way to available products.

Finally, cryptomarkets generate digital traces of
transactions connected to a particular listing.

A vendor holding ostensibly duplicate listings
on different marketplaces will generate sales
connected to those separate listings. Removing
duplicate listings would therefore remove the
transaction data contained on these listings,
compromising the utility of our data for under-
standing the size of the cryptomarket trade.



3.2.1. High-level product analysis Accessories (e.g. scopes).

For the purpose of this study, the 811 list- Explosives (e.g. grenades).

ings were manually coded into the following Digital products (e.g. ‘do-it-yourself guides

categories: for home explosives, 3D models of firearms
Firearms. or their parts).
Ammunition. Other weapons (e.g. modified stun guns/

Parts and components (e.g. slides, frames, tasers, knives, batons).
barrels). Table 3.3 lists the frequency of listings placed

for sale across the scraped cryptomarkets.

Table 3.3 Frequency of arms-related product categories

Product n % n %
Firearms 339 42%

Digital products 222 27%

Other weapons 178 22%

Explosives 6 1%

Ammunition 54 7% 98 12%
Accessories 8 1% 66 8%
Parts & components 4 <1% 8 1%
Total 811 100%

Note: n=number of listings

Discussion

Firearms listings (42 per cent) were most
common, followed by digital products (27 per
cent) and other, non-firearms weapons (22 per
cent). When vendors sold ammunition sepa-
rately, this comprised only 7 per cent of listings.
However, when vendors sold ammunition in
combination with firearms, the number of listing
including ammunition nearly doubled (12 per
cent). Only eight listings offered accessories
only, but this figure jumped to 66 (8 per cent)
when sold in combination with other products.

Parts and components were rarely sold, either
separately (four listings) or in combination with
other products (eight listings — 1 per cent).

Firearms listings (42 per cent)
were most common, followed
by digital products (27 per
cent) and other, non-firearms
weapons (22 per cent).



Pistols were the most
commonly listed firearm (84
per cent), followed by rifles
(10 per cent) and sub-machine
guns (6 per cent).

Several observations can be made from the
distribution of weapons listings described
above. First, there is a considerable difference
between ammunition and accessories sold
alone, when compared against those sold as
part of a ‘package deal’ with firearms. It sug-
gests vendors have access to firearms as well
as access to ammunition and/or accessories.
Vendors might be re-selling personal firearms
and related products already in their posses-
sion or they might have a network of contacts
(either as part of the darknet community or
offline) as part of their supply chain. Finally,
offering package deals could be a simple mar-
keting choice by vendors to increase the appeal
of their products.

With respect to parts and components, despite
the existence of cases where buyers were
assembling their firearms by purchasing indi-
vidual parts from different vendors at different
times,®® their market share appears to be small.
This might be a result of this particular crawl
(i.e. a crawl conducted at a different moment in
time may have produced a very different result)
or it could imply that, despite some exceptions,
the ‘build-your-own’ approach represents a very
niche part of the market, with the wide majority
of buyers interested in purchasing fully assem-
bled and functioning firearms.

3.2.2. Firearm types

The project team categorised each firearms
listing on the basis of three criteria:

96 RAND Europe expert workshop, 20—21 March 2017

«  Firearm type: this referred to a simple
categorisation based on three different
weapons types: pistols (excl. full-auto-
matic), sub-machine guns (and full-auto-
matic handguns) and rifles.

Live, replica, deactivated or converted:
this was used to identify the status of

the firearm and included the distinction
between live firearms and replicas/alarm/
signalling guns as well as deactivated or
converted firearms.

«  New or used: this referred to the condition
of the firearm, where specified.

It should be noted that DATACRYPTO is not
designed to download and store the images
that are usually associated with listings.

This implies that all findings are based on

the textual analysis of the listings’ titles and
descriptions, and that the project team had no
opportunity to derive any further characteristic
of the item offered based on a visual analysis
of the image (e.g. if a description reported the
condition of a weapon as ‘like new’, the project
team could not verify the statement by looking
at the provided image).

Table 3.4 provides descriptive detail on the
types of firearms listed for sale across the 12
cryptomarkets.

Discussion

Pistols were the most commonly listed firearm
(84 per cent), followed by rifles (10 per cent)
and sub-machine guns (6 per cent). Replicas
accounted for a minority of listings placed by
vendors for pistols (17 per cent) and rifles (9
per cent); nearly six in ten (59 per cent) sub-ma-
chine gun listings, in contrast, were replicas.
Moreover, the coding scheme was designed

to identify, in addition to live guns and replicas,
converted replicas, deactivated firearms and



Table 3.4 Firearms types listed for sale, by replica and new/used

Pistols Sub-machine guns Total
(n = 284) (n=22) (N =339)

Total 84% 6% 10% 100%
Live firearms 82% 41% 91% 81%
Replicas 17% 59% 9% 19%
New 19% 9% 12% 18%
Used 27% 14% 21% 25%
Not specified 54% 77% 67% 57%

Note: n=number of listings per category. N=total number of firearms listings

reactivated firearms. No vendors were found
describing their product listings in ways consist-
ent with these classifications. This might be due
to the fact that these kinds of firearms could
simply be sold as ‘used’ without necessarily pro-
viding information to this level of detail.

The condition of the majority (57 per cent) of
listings across all the three firearms types was
unspecified. For the remaining 43 per cent,
used firearms were more frequent than new
ones, accounting, respectively, for 25 per cent

The condition of the majority
(57 per cent) of listings across
all the three firearms types was
unspecified. For the remaining
43 per cent, used firearms were
more frequent than new ones,
accounting, respectively, for 25
per cent and 18 per cent of the
total number of firearms listed.

97 RAND Europe expert workshop, 20—-21 March 2017.

and 18 per cent of the total number of firearms
listed. Assuming that all ‘unspecified’ listings
are either new or used would alter significantly
the results of the analysis and no real evidence
is available to support either choice. Though
the project team did not analyse the images
associated with each listing, this could have
provided additional information related to

the condition and minimised the number of
‘unspecified’ cases.

Finally, regarding the types of firearms being
sold, pistols represent the clear majority.
Consulted law enforcement officials®” high-
lighted that this could be related to the relative
ease of concealing handguns in parcels (even
if disassembled) compared to achieving the
same result with bigger firearms. Another
reason might be related to the characteristic of
the market whereby pistols are more common
than sub-machine guns and long rifles.
Therefore they would be expected to be more
dominant in terms of both supply and demand.



32 Behind the curtain

Box 3.3 Information on markings

The serial numbers, markings and manufacturer engravings on small arms, light weapons and
their ammunition allow for their provenance and heritage to be traced. The tracing of weapons
based on unigue serial numbers is only possible with the cooperation of states and manufac-
turers which maintain databases of registered weapons. Changes in ownership are logged in
documentary records. Weapons with a defaced or removed serial number cannot be identified
uniquely. Knowing the ownership history of a weapon allows it to be traced for an accurate
determination of when it diverted into an illicit sphere.®

Of all firearms listings (n=339), only a small fraction (29 - 9 per cent) commented on the mark-

ings of weapons. In these 29:
It was common for serial numbers to be removed (9);
Quoting the verbatim serial was rare (2);
One vendor stated they will remove markings on weapons at the buyer's request.

As already described earlier in this report, the project team did not conduct a visual analysis of
the images associated with each listing due to technical limitations of the tool used to do the
crawling. Therefore, the only source of information for markings was the text in the description.
It is likely that more information could be obtained from the images.

For the purpose of this study, a second layer a second layer of analysis

of analysis was conducted to understand
y was conducted to understand
what makes and models are most commonly
what makes and models are

offered on cryptomarkets. Of the 339 firearms
listings, make and model information was most commonly offered on
specified for 300. Instances where only makes cryptomarkets.

were specified accounted for about 10 per cent

of the total, while in fewer circumstances, even

if the model was specified, the information the make was in some cases not possible. A
provided was sufficient to determine the make. ~ detailed list of number of firearms offered by
This was the case, for example, with some make is provided in Appendix D.

models that have been produced by different For only those makes with more than ten list-
manufacturers over the years. Without informa- ings (excluding the 39 listings in which the

tion on the year of manufacture, and without make was not specified), Table 3.5 provides the

access to the image which could provide visual  odels associated with each make.
identification of the manufacturer, determining

93 Bevan (2009).



Table 3.5 Firearm models (n) for firearm makes listings > 10

Make Model

19 (17); 17 (14); 26 (8); 19Gen4 (4); 22 (2); 23 (2); 37 (2); 42 (2); 43 (2); Unspecified (2); 18

Glock (1):21°(1): 23 Gend (1); 27 (1); 42Gen4 (1)

1908 (5); 1911 (5); Government M1911 (3); Officer (3); SAA 3rd Gen (3); 1903 (1); 3rd Gen
Colt Storekeeper (1); AR-15 (1); Buntline Scount 5905 (1); Camp Perry (1); King Cobra 6 (1);
MKIV (1); MKIV Gold Cup (1); SAA 125th Ann. (1); SAA 38-40 (1); Unspecified (1)

M400 (1); P210-6 (1); P210 Legend (1); P210-1 (2); P210-6 (1); P226 (3); P229 Legion (1);

Sig Sauer P229 Scorpion (4); P320 Compact (1); P938 Nitron micro (2); Pro 2022 (2);
70 (1); 92A1 FDE (1); 92FS (3); M9 (2); MOAT 92FS (6); PX4 (1); PX4 Storm (2);
Beretta .
Unspecified (2)
Ekol- Aras Magnum Hp (1); Arda Starter-K9 (1); ASI (2); Dicle 8000 (2); Firat Compact 92 (2);
Voltran Major (1); P29 (3); Sava Magnum (1); Special 99 V85 (2); Viper (2); Viper 2.5 (2); Viper 6
(M)

22/45 Mark 111 (1); Bisley Vaquero (1); Black Hawk (2); LCP Mod 3725(1); Mini 14 (1); MK
Ruger I1(1); P85 (1); P89 (3); Red Hawk (1); Single Six (1); SP-101 (1); Speed 6 (1); SR40 (1);
Unspecified (2)

Smith & 338 FPS (1); Body Guard (2); M&P Shield (2); M&P22 (1); Mod 3000 (1); Mod 4006 (1);
Wesson Model 57 (4); SDOVE (1);

Note: This table reports the models listed as for sale for each make with ten or more listings. The number in brack-
ets shows the frequency of each specific model. The models are reported in this table in the same way as they were
included in the title and/or description of the listings. No further analysis has been done to rectify inaccuracies or
combine variations of the same model.

The table illustrates the wide range of the most ~ 3.2.3. Digital products
common makes and models available for sale
on the analysed cryptomarkets at the time of
the crawling. As previously stated, these results
are related to one crawl in September 2016 and
were not generated through a continuous mon-
itoring. Therefore, they should be considered

as a snapshot at one given moment in time.
Nevertheless, as further described in section
6.1, the evidence and the expert opinions gath-
ered through this study seem to suggest not
only that the range of products available on
cryptomarkets is significantly wider than what
would be available in any single location at the
street level, but also that the quality of the prod-
ucts seems higher.

Particularly relevant for the purpose of this
study is the availability of, and trade in, digital
products. This is due to the fact that with digital
products, the entire transaction, including the
delivery, happens in the virtual space, with little
to no ‘real-world’ involvement. When exploring
digital products, the project team focused on
two categories in particular: eBooks/manuals
providing a wide range of instructions (on
topics from home-made explosives, to man-
ufacturing and/or modifications of firearms,
parts, components and ammunition); and 3D
models to support additive manufacturing (i.e.
3D printing) of firearms and/or their parts.



Behind the curtain

Digital products were the second-most-fre-
quent item, accounting for 222 listings (27 per
cent of the total). The vast majority of these
(n=208) were eBooks providing instructions
for the manufacture of explosives or firearms.
Eleven (11) listings were instead digital files for
3D printing firearms. Five of these listings con-
tained a file for printing only one firearm, with

the remaining six providing files for printing of a
larger number of different firearm models and
components. Box 3.4 contains an extract from
one of these listings. The remaining three list-
ings we classified as digital promises, selling
information on where to buy firearms.

Box 3.4 Sample eBook listing (the first ten of 35 named parts and components)

This pack is a collection of the newest FOSSCAD CAD files:
Rifles/AK-47_Stock-Shanrilivan
Rifles/AKM_75_Round_Drum_Magazine_Yee_v0.2-nils
Rifles/AR-10_Nephilim_Reinforced_Lower_Receiver_v1.1-WarFairy
Rifles/AR-15_Bumpfire_Stock_v2-Disruptive_Solutions
Rifles/AR-15_Carbine_Handguards-WarFairy
Rifles/AR-15_CMA_Stock_v1.1.1-shadowfall

Rifles/AR-15_FOSSCAD_Israel_75rd_Drum_Magazine-nils

Rifles/AR-15_Hanuman_Bullpup_v1.0-WarFairy
Rifles/AR-15_Minimalist_Stock-WarFairy
Rifles/AR-15_0rion_PDW_Stock-WarFairy

Discussion

As mentioned earlier in this section, the trade
in arms-related digital products is particularly
relevant due to the additional challenges it
poses. While guides and manuals on how to
make bombs at home were illegally circulating
on the web well before the establishment of
cryptomarkets, the level of accessibility pro-
vided by these platforms represents reason for
high concern among policy makers and practi-
tioners.” In addition to explosives, these guides
can provide tutorials for a wide range of illegal

99 RAND Europe expert workshop, 20—21 March 2017
100 UNGA (2014).

actions, ranging from the conversion of replica/
alarm guns into live weapons, to the full manu-
facture of home-made guns.

The availability of 3D models for additive man-
ufacturing of parts, components or full firearms
has been recognised by the international com-
munity as a major source of concern.'® With
the improvement of commercially available

3D printers (e.g. increased accuracy, better
quality of materials used for the printing), the
possibility of producing at home viable sub-
stitute parts to replace, for example, those



The availability of 3D models 3.2.4. Other weapons
for additive manufacturing The study team also collected and coded list-
of parts, components or full ings for 178 (22 per cent) other (i.e. non-fire-
firearms has been recognised arms) weapons. The resulting breakdown is

. . . illustrated in Table 3.6.
by the international community
as a major source of concern. Table 3.6 Weapon types (% based on 178

subsample)

bearing identification markings on a firearm
may hamper the ability of tracing illegal fire-
arms back to their last legal owner, identifying Stun guns/Tasers 57 32%

the point of diversion. That being said, the use

of home-made parts through additive manu- Knives 52 29%
facturing depends on a range of other factors, Knuckle dusters/batons/ 20 119,
including: the accuracy of the 3D model, the clubs ?
quality of the printer, the quality of the material Combo packs 37 21%

used for the print and, finally, the skills of the
person who has to do the final assembly and Other 12 7%

replacement of parts and components; the

margins for technical or human errors remain Total 178 100%

significant even with the improvements in the
available technology.™ Nevertheless, the impli-
cations deriving from the easy availability of
these files should not be underestimated.'

101 King & McDonald (2015)
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Dark web arms trafficking:
estimating the value of the market

This chapter focuses on the financial element
of the dark web-enabled arms trade, with spe-
cific focus on both prices and transactions.
Similarly to Chapter 3, each section includes a
description of the specific methodology used
to investigate each aspect, the presentation of
the findings and a discussion of their meaning.
When more information on the methodology is
considered necessary, it is provided in a box.

4.1. Price of arms-related
products available for sale

A price analysis was conducted on the entire
dataset of 811 listings both to identify the
market value of certain type of weapons and as
a first step towards the estimation of the gross
revenue generated by arms trade on the dark
web. A careful analysis of each priced listing
was necessary to eliminate possible intentional
distortions. Cryptomarket vendors sometimes
increase the price of a listing by an order of
magnitude — temporarily — to discourage cus-
tomers from making a purchase: the vendor
may, for example, be out of stock or unavaila-
ble to process transactions.

103 See also: Kruithof et al. (2016, 14)
104 Aldridge & Décary-Hétu (2014)
105 Kruithof et al. (2016); Soska & Christin (2015)

This strategy is referred to as setting a ‘holding
price’.'% The advantage for the vendor is that
the listing can remain active, alongside all of
its valuable customer feedback. While these
extreme prices signal product unavailability to
potential customers, vendors will often also
modify the title or description of such listings
to explain the function of the holding price
explicitly (e.g. ‘I'm on vacation for the next few
weeks, so I've put a high holding price on until |
get back.’).

If holding prices are treated as ‘actual’ market
prices, any analysis that includes them will
produce distorted estimates.

In general, researchers have dealt with the
problem of holding prices in one of two ways.
With smaller datasets, all high-price listings
can be individually inspected by researchers
for signs of holding prices and excluded from
the analysis.’ For datasets sufficiently large
to make this process impractical, research-
ers have created a historical database of the
prices of listings from previous crawls and
scrapes of cryptomarkets made in previous
months.™ Then, instead of using the most
recent price associated with a listing derived
from our data collection, the median price is
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used, thereby excluding occasional high prices
collected for any one listing. Because the
number of arms-related listings in this study
was fairly small, the research team opted for
the first method. All 811 listing descriptions
were reviewed for explicit reference to holding
prices and none was found. Only one listing
had an unfeasibly high price (§99,999) and it
was removed from any price analyses. Table
4.1 illustrates for each product category the
number of listings, the mean, minimum and
maximum price, and the standard deviation.

If holding prices are treated

as ‘actual’ market prices, any
analysis that includes them will
produce distorted estimates.

For firearms, both live and replicas, the project
team captured the prices for both those prod-
ucts sold alone and those sold in combination
with other products (e.g. ammunition, spare
parts and/or accessories).

Table 4.1 Price (per unit) by product type listed for sale

n Mean Min Max S.D?
Live firearms
Sold alone 178 $1,187 $179 $10,264 1,133.97
+ bundled with other product(s) 95 $1,457 §225 $13,500 1,636.57
Replica firearms
Sold alone 58 $132 835 $468 70.83
+ bundled with other product(s) 7 $551 $45 $886 318.50
Ammunition 51 S84 $9 $555 98.38
Explosives 6 $210 $100 $210 158.04
Other weapons 175 $68 $3 $650 85.70
Digital products 222 S3 <$1 $90 6.62

a Standard Deviation

* Table excludes listings categorised exclusively as: parts and components (4) and accessories (8). Six listings with-
out a price were excluded from the analysis (‘other weapons’ = 3; ammunition’ = 3).

** Some firearms listings were sold bundled with other products (ammunition, parts and components, accessories).
The elements of the listing were not separately priced, and so prices here are for the bundle of products combined.

A more detailed look into the price structure

of live firearms is provided in Table 4.2 where
prices are provided for each category of
firearm both when sold alone and when sold in

combination with other items. For both these
sub-categories, prices are further broken down
based on the stated condition of the firearm.



Table 4.2 Price (per unit) of live firearms listed for sale

n Mean Min Max S.D
Pistols sold alone
New 24 $705 $245 $2,728 476.73
Used 45 $1,079 $218 $2,195 545.8
Unspecified 78 $865 $179 $2,200 530.59
Pistols sold with**
New 24 $1,118 $324 $4,000 911.41
Used 30 81,427 $225 $4,950 1,159.42
Unspecified 32 $1,115 $300 $3,400 803.42
Sub-machine guns sold alone
New 0 - - - -
Used 1 $2,495 $2,495 $2,495 -
Unspecified 4 $5,006 $3,058 $10,264 3,510.5
Sub-machine guns sold with**
New 0 - - - -
Used 2 $2,400 $700 $4,100 2,404.16
Unspecified 2 $3,775 $3,700 $3,850 106.07
Rifles sold alone
New 3 $3,749 $2,000 $7,046 2,857.32
Used 4 $771 $329 $1,250 394.97
Unspecified 18 $2,272 $1,000 $4,000 1,019.69
Rifles sold with**
New 1 $13,500 $13,500 $13,500 -
Used 3 $1,966 $1,200 $2,500 680.56
Unspecified 1 $1,047 $1,047 $1,047 -

** Some firearms listings were sold bundled with other products (ammunition, parts and components, accessories).
The elements of the listing were not separately priced, and so prices here are for the bundle of products combined.



The final level of price analysis was conducted
for the most common makes of live pistols (i.e.
those with more than ten listings) to provide a
more accurate reference point for price com-
parisons between the dark web-based market
value and either the offline (black) market value

or the manufacturer's suggested retail price
(MSRP)/recommended retail price (RRP).

Table 4.3 illustrates the price range of the six
most common live pistol makes, both when
sold alone and when sold in combination with
other products.

Table 4.3 Price (per unit) of live pistols listed for sale for the most common makes

n Mean Min Max S.D
Glock 28 $1,189 $245 $2,200 623.62
+ bundled with other product(s)** 30 $1,557 $370 $4,017 1,033.37
Colt 21 $853 $424 $2,011 439.29
+ bundled with other product(s)** 8 $1,063 $950 $1,852 318.87
Sig Sauer 8 $705 $390 $1,500 333.48
+ bundled with other product(s)** 9 $761 $500 $1,500 305.96
Ruger 16 §752 $314 $1,700 471.33
+ bundled with other product(s)** 2 $1,090 $399 $1,780 976.51
Beretta 7 $1,027 $419 $2,000 624.76
+ bundled with other product(s)** 11 $615 $299 $2,000 599.16
Smith & Wesson 9 $799 $179 $1,850 469.97
+ bundled with other product(s)** 2 $900 $800 $1,000 141.42

** Some firearms listings were sold bundled with other products (ammunition, parts and components, accessories).
The elements of the listing were not separately priced, and so prices here are for the bundle of products combined.

Discussion

Table 4.1 provides a general overview of the
price range for different product types offered
on the cryptomarkets analysed by the project
team at the time of the crawling. While a com-
parison across different categories would not be
particularly meaningful, some key observations
can be derived for each category. For firearms,
the range of prices observed is due to the fact

that Table 4.1 combines all firearms types and
conditions. Nevertheless, it is relevant to note
that in some circumstances replica firearms are
offered at a higher price than live firearms. This
is particularly interesting as, in general, replicas
are significantly cheaper than equivalent live fire-
arms. For instance, in the US replica guns tend
to cost about 1/10 of the price of an equivalent/
comparable live gun (e.g. a blank-firing replica



9 mm Magnum revolver costs about $80,1%
compared to a live Smith & Wesson Model 66
Combat Magnum® costing $850)'%

Cryptomarkets have the effect of raising the
cost of replicas, which have been advertised
to cost as much as $468 when sold alone.
This may suggest that a premium is paid for
anonymity even for replica guns which could
be bought legally and for a fraction of the price
through authorised dealers. This may be due
to the fact that in certain national legislation,
certain types and models of replica/alarm/sig-
nalling guns are regulated in the same way as
live firearms, making their purchase subject to
the same set of rules and authorisations.

Cryptomarkets have the effect of
raising the cost of replicas, which
have been advertised to cost as
much as $468 when sold alone.

Evidence ( see Table 4.2) also suggests that,
when sold alone, the condition of a pistol

(i.e. new or used) does not have a significant
impact on the price. In fact, the mean price
for used pistols is higher than the mean for
the new (or condition-unspecified) ones,
although the maximum price of a new pistol
sold alone is roughly 20 per cent higher than
the maximum price for a used one. This may
suggest that, for pistols, the condition is not
necessarily a highly valued parameter for
determining the market price, but that other
factors (e.g. make, model, package deals)
might be more important. This trend does not
seem to apply for rifles, where the price of new

106 Armory.net (2017)
107 Smith & Wesson (2017)
108 GlockStore.com (2017)

109 GunBroker.com (2017)

products is significantly higher than the price
of used ones. No observations can be made on
sub-machine guns (and full-automatic pistols)
as there were not any listings of new products
in this category.

As mentioned above, Table 4.3 can be used as
a reference to determine the price difference
between the dark web market value and either
offline (black) market value or MSRP/RRP.

In both cases, the prices will depend on the
location of the buyer. Black market as well as
retail prices are likely to vary depending on the
location (e.g. an RRP for a Glock in the United
States might be different from an RRP for the
same gun in a European country).

For illustrative purposes only, by checking
online retail prices of a few different makes
and models it is possible to determine that

the maximum prices of pistols sold alone on
cryptomarkets are significantly higher than the
retail price. Considering mean prices instead,
the difference is a lot smaller and a premium
seems to apply only to certain makes. For
example, the US retail price for new Glocks can
vary between $459 and $749, depending on
the model.'® On cryptomarkets, the maximum
price is roughly three times higher than the
maximum retail price, while the mean price is
about 50 per cent higher. A similar example

is provided by Beretta pistols, whose online
retail price varies between $349 and S900
depending on the model (and excluding special
editions).’® For other makes (e.g. Smith &
Wesson), the mean price appears to be more
aligned with the retail price.

As stated above, these examples should be
considered for illustrative purposes only, as



a full and rigorous investigation of the legal
market in different countries would be neces-
sary to compare cryptomarkets’ prices to dif-
ferent offline retail prices.

Concerning other types of products, prices

for ammunition range from less than $10 to
over $500. This discrepancy can be caused

by various factors. First, as ammunition is
generally sold in packages, and not with indi-
vidual rounds, the different listings might offer
different quantities (e.g. 50 rounds of ammu-
nition). Second, the calibre of the ammunition
offered might have an impact on the price, with
those calibres more difficult to procure legally,
depending on national regulations, being
offered at a higher price.

Finally, the digital products have the lowest
price of the whole dataset of 811 listings. While
this is not surprising, when combined with

the fact that digital products were the sec-
ond-most-common product offered on crypto-
markets (after pistols), the low price reinforces
the observations made in section 3.2.3 around
the risks deriving from the increased availability
of usable 3D-printing files.

4.2. Cryptomarket sales for arms-
related products and services

Assessing the supply side of the market and
conducting a price analysis of the products
available for sale does not provide information
on the real value of the arms trade on the dark
web. This is because not all products and ser-
vices listed by vendors generate sales. Dark web
markets that fall into the vendor shop category
do not provide information that can be used to
estimate numbers of sales generated; therefore,
the estimates presented in this study refer exclu-
sively to the analysis of data from cryptomar-
kets, potentially resulting in an underestimation
of the overall size and value of the trade.

Table 4.4 details the number of listings for
selected product types that were ‘active’ (that is,
had generated at least one transaction at the time
data collection was conducted), alongside the
total number of transactions and gross revenue
generated, estimated on a per month basis.

For the purpose of this study, gross revenue, or
turnover, connected to a particular listing or for
a vendor, is calculated using listing price mul-
tiplied by our estimated measure of monthly
transactions (see Box 4.1 for more details on
how transactions were estimated).

Table 4.4 Active listings, transactions and gross revenue by product type

Product type l;l ac.:tive Transactions Gross revenue
istings (per month) (per month)

Firearms (N = 339) 44 14% 56 $74,733
Ammunition (N = 54) 32 59% 35 $2,954
Explosives (N = 6) 3 50% 2 $541
Other weapons (N = 178) 75 42% 101 $3,616
Digital products (N = 222) 50 23% 41 $212
Total* 209 26% 237 $83,288

* Total includes categories excluded from the table: listings categorised exclusively as: parts and components (4)

and accessories (8).



Box 4.1 Customer feedback as a proxy measure for transactions

Consistent with approaches taken by other researchers,''° the project team used customer
feedback as a ‘proxy’ measure for transactions. While leaving feedback is strongly encouraged
on marketplaces, not all customers will leave feedback; this methodology therefore produces
underestimates of actual sales. While it is not possible to know with certainty the proportion

of actual transactions that generate customer feedback we can measure, this has been esti-
mated by researchers as 88 per cent in September 2013 in connection only to drug sales and
71 per cent in January 2016 across all product categories.’ The evidence is not sufficient to
determine whether these gauges of the extent of underestimation apply in the same way to
arms-related sales. Most sales on cryptomarkets are of drugs, which are consumable products,
meaning customers are more likely to leave feedback in connection to a first-time purchase
from a vendor, and less likely to do so when later making repeat purchases from the same
vendor. This possibility has been offered as a partial explanation for customer feedback under-
counts of actual sales. Because arms-related purchases seem unlikely to generate the same
level of repeat custom as might be found for drugs, we suggest the possibility that customer
feedbacks for arms-related cryptomarket buying may be somewhat closer to actual sales.’'?
This possibility is offered as reasoned conjecture only. On the other hand, it is also possible that
once a relationship is established between a vendor and a buyer, successive transactions could
be arranged outside of a cryptomarket platform.

The following method was used to calculate our transaction variable. For each listing, the
project team calculated the number of days between the date of data collection for each market
and the date of the listing’s oldest feedback. The number of feedbacks for each listing was then
used to calculate the rate of feedbacks per day. This rate was multiplied by 30 to provide an
estimate of monthly transactions. It is important to understand, therefore, that our transaction
variable is an estimate based on a one-off snapshot of the marketplaces at the time of our data
collection and not the result of a continuous monitoring. The project team cannot ascertain
actual transaction numbers in a way that is comparable across listings because the lifespan of
listings varies; some will have been placed by vendors many months prior to data collection, and
others will have been placed more recently, with correspondingly less time available to generate
transactions. For listings placed days or a few weeks prior to data collection, the transaction
rate is inferred based on more limited feedback data and may not accurately reflect the transac-
tions the listing eventually generates. This is an inevitable limitation with cross-sectional data.

Finally, it should be noted that customer feedback can be manipulated: vendors can create user
accounts through which to make purchases from their own vendor accounts, thereby generat-
ing feedback. Marketplace administrators generally have rules prohibiting this, and strategies to
detect suspicious activities, but the practice cannot be eliminated. To the extent that this occurs,
the estimates of sales volume in this report will be inflated accordingly.

110 Aldridge & Décary-Hétu (2014, 2016b); Christin (2013); Soska & Christin (2015).
111 Aldridge & Décary-Hétu (2014); Kruithof et al. (2016).
112 Kruithof et al. (2016).
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Given the specific focus of this study, further firearms types and conditions. Table 4.5 illus-
analysis of sales was conducted for different trates the results of this analysis.

Table 4.5 Estimated monthly transactions and gross revenue by firearms types

Pistols Total
(n=284) (N =339)
. (52) (1) (3 (56)
Live guns $64,224 $2 586 $§7.923 §74,733
Replicas
(29) - : (29)
New $28,527 - - 328,527
©) - (1) (10)
Used $12.762 - $423 $13,185
. (14) (1) (2 (17
Not specified $22934 $2.586 $7,500 $33,021
Total (52) ) ®3) (56)
$64,224 $2,586 $7,923 $74,733

This table provides a breakdown of the number of monthly transactions (in brackets) and associated gross reve-
nue by weapons type (pistols, sub-machine guns and full-automatic pistols, and rifles). The upper part of the table
illustrates the transactions and gross revenue for live weapons vs. replicas/alarm guns. The lower part of the table
provides an overview of the transactions and gross revenues associated with different conditions. It is important to
note that these results are based on a single snapshot of cryptomarkets and not on a continuous monitoring.

The final level of analysis with respect to Discussion

sales relates to different makes. While in pre-  Qverall, based on the data available, the value
vious tab|eS the ana|ySiS Wwas ||m|ted to those of arms trade on the 12 Cryptomarkets ana-
makes having at least ten listings, in this case  |ysed in this study can be estimated in the

the results include all firearms makes gen- region of $80,000 per month when excluding
erating sales (i.e. if at least one firearm of a the category of ‘Other weapons’, which falls
specific make has been sold, then the make outside of the scope of this study. This figure
will appear in the table). Table 4.6 illustrates certainly is dwarfed in comparison with recent

the number of active listings, transactions and  estimates of the legal trade in small arms,

gross revenue by make for all firearms listings  which is measured in the order of billions.’™

generating sales. Nevertheless, it provides a useful starting point
for future investigations. While generating
annual estimates would require a more contin-
uous monitoring of the sales on cryptomarkets,

113 The Trade Update 2016 estimated that international small arms trade by top and major exporters is worth at least
$5.8bn (Pavesi, 2016).



Table 4.6 Active listings, transactions and gross revenue by make

N Transactions Gross revenue
active listings (per month)* (per month)
Glock 60 111 $24,882
Sig Sauer 19 132 $11,045
MAADI 2 19 $7,500
Zoraki 4 39 $5,051
Taurus 8 6.3 $4,860
cz 4 1.2 $3,820
Smith & Wesson 13 3.6 $2,822
Colt 30 4.6 $2,574
Walther 9 2.7 $2,455
Zastava 3 1.4 $2,450
Steyr 1 0.6 $2,265
Ruger 18 0.5 $889
ATC 1 0.4 $597
Flobert 1 0.7 $423
Mauser 2 0.3 $422
Beretta 18 0.4 $349
Derringer 1 0.7 $303
Rossi 1 1.2 $269
Unspecified 39 1.0 $1,758

* The following method was used to calculate our transaction variable: number of feedbacks for each listing divided
by the number of days between the date of data collection for each market and the date of the listing’s oldest
feedback; this generated the rate of feedbacks per day, which, multiplied by 30, provided an estimate of monthly
transactions.

the evidence suggests that the number of Monthly estimates of both the actual value
transactions per year could potentially be in the  and volume of the arms-related trade on the
order of hundreds for firearms and ammuni- dark web are likely to be underestimates, for

tion, while being more limited for explosives. the reasons already mentioned: inability to



estimate the value and volume generated by
single-vendor markets, inability to crawl all
cryptomarkets and limitation of the methodol-
ogy (e.g. one-off snapshot, use of feedback as
proxy for transactions).

On average, 26 per cent of arms-related list-
ings had generated at least one transaction,
but there was substantial variation within
product type, with ammunition listings most
likely to be active (59 per cent) and firearms
least likely (14 per cent). Nevertheless, fire-
arms listings generated more estimated
monthly transactions (56) than ammunition
listings (35). Listings for explosives were

few, and generated only two transactions per
month. Gross revenues (transactions multi-
plied by listing price) were highest for firearms,
reflecting the relatively high price for this cat-
egory of product. In fact, firearms generate
nearly 90 per cent of all gross revenue gener-
ated by vendors selling arms-related products.

As reflected in Table 4.5, the majority of fire-
arms sales were generated by pistols, not only
in absolute terms, but also when compared

to the number of listings (roughly 18 per cent,
compared to the 5 per cent of sub-machine
guns and 10 per cent of rifles). This confirms
that pistols have a dominant role in firearms
trade on cryptomarkets not only on the supply
side, but also on the demand side. The rela-
tively high demand for firearms compared to
other weapons may also be one of the factors
pushing the price up (in comparison with retail
price), as discussed in the previous section.

When looking at the condition or status of
the firearm, the first observation is that while
listings for replicas were not uncommon, they
generated no sales in the period of the meas-
urement. It is worth noting that the review

of open-source literature suggests that con-
verted replica guns can be obtained through
cryptomarkets (see, for example, the Munich
shooting where the crime weapon was a
converted theatrical prop). This may suggest

Pistols have a dominant role in
firearms trade on cryptomarkets
not only on the supply side, but
also on the demand side.

that these types of replicas/alarm/blank-firing
guns are possibly sold already converted, even
though the qualitative analysis of each title and
description did not identify any listing clearly
stating this type of firearm.

While, as described earlier, the condition of the
firearm has only a limited impact on the price
range, the firearms listings explicitly identi-
fled as ‘used’ by vendors generated less than
half of estimated monthly transactions and
gross revenue compared to firearms explic-
itly described by vendors as ‘'new’. Within the
pistols category, those specified as new by
vendors generated the most sales, but listings
in which new/used status was unspecified by
vendors, overall, generated similar numbers of
sales across firearm types.

These results could be reverted or reinforced

if more information was available on those
firearms where the condition was not specified
in the title or description. The most immediate
solution, which was not implemented for techni-
cal reasons, would be to conduct a visual analy-
sis of the images associated with each listing.

Finally, it should be noted how transactions
were conducted, even if in small numbers, also
for other firearms types including sub-ma-
chine guns and rifles. Assuming that such
transactions are real and not the result of fake
feedback, this would illustrate that demand
exists also for more powerful firearms and that
buyers are willing to take on the risk of receiv-
ing a bigger, bulkier item (possibly delivered
through multiple parcels).



Box 4.2 Payment methods

Very few listings had instructions, notes or references regarding payment methods (n=23 - 3
per cent). There is an implicit assumption on cryptomarkets that financial transactions will
involve an accepted cryptocurrency and use escrow services, and that parcels will be tracked,
which might account for the low volume of instructions to buyers. Moreover, detailed instruc-
tions for conducting anonymous financial transactions using cryptocurrencies are readily
available online. Despite the low number of qualitative indicators, there was a wide variety of

instructions to prospective buyers:
Listings stating full escrow services (7);

A stated preference for money orders (3);

For unsigned deliveries, FE is suggested by vendors (6);

When shipping to a location where items are restricted, suppliers ask to FE (2).

Escrow services are one of the key mechanisms for enabling trust between anonymous parties

on cryptomarkets (as described in section 2.6.).

4.3. Understanding firearms
vendors

4.3.1.Where else they sell

To identify the vendor accounts that belong to
the same individual or group, the project team
compared the encryption keys'* that vendors
used to encrypt their communications. These
encryption keys are by definition unique, and
other researchers have used them as a way to
identify different vendor accounts belonging to
the same vendor.""

Through this methodology 60 vendor accounts
were identified for which firearms listings

were held across all 12 markets. Using PGP
matching, the project team estimated that

this translates to 52 unique vendors. The vast
majority (88 per cent) sold on only one mar-
ketplace, with the remainder selling across
two (8 per cent) or three (4 per cent) markets.

114

115 Soska & Christin (2015).

Several marketplaces prohibit weapons selling;
firearms vendors may, therefore, have limited
opportunities for cross-market selling.

The estimate of unique vendors assumes that
vendors use the same PGP key across markets,
and this may not be the case. However, vendors
tend to employ cross-market selling to increase
their exposure, with many explicitly stating the
vendor alias names they use on other markets.
Vendors seeking to build and sustain reputa-
tions have little to gain, therefore, by employing
different PGP keys across markets.

Nevertheless, scamming vendors may take
the opposite approach and seek to re-estab-
lish new identities to conceal scamming, and
therefore be unable — or indeed unwilling — to
establish selling track records and associated
reputation. Table 4.7 illustrates the number of
accounts held by vendors listing firearms for
sale across marketplaces.

Vendors used PGP encryption keys, which are a standard in the security industry to encrypt messages.



Table 4.7 Firearm vendors and cross-market selling

N %
Vendor accounts across all markets 60
Number of markets One market 46 88%
Two markets 4 8%
Three markets 2 4%
Unique vendors 52

4.3.2. Scamming by firearms vendors

Vendors can scam buyers for financial gain and
the fraudulent practice has occurred since the
emergence of cryptomarkets.”'® The weapons
category might be predisposed to greater rates
of scamming than other product categories,
given its aggregate low volume of sales, the
relatively high price of firearms and the known
risks of interception when shipping weapons.”
As further documented and cited in Appendix
B, a number of notable cases support the view
that scamming is a prevalent and persistent
feature of the cryptomarket environment:

Cryptomarkets could host dishonest, fraud-
ulent or flipped’ vendors'®

+  Cryptomarkets might exit scam, taking all
funds held in escrow and users’ wallets

+  Single-vendor shops might be a scam.

Examples of scams include market exit scams
(e.g. Evolution, Sheep and Project Black Flag),
flipped vendors (e.g. speculation over the
vendor account ‘weaponsguy’ being operated
by US law enforcement agencies) and scam

single-vendor markets (e.g. non-SR1-affiliated
‘Armory’ and ‘Black Market’), not to mention
vendors who simply scam buyers for their
Bitcoins and/or altcoins.

In this section we aim to shed light on the
question of scamming by firearms vendors.
To assess the extent of scamming, we ana-
lysed customer feedback and listing lifespan
of firearms and compared those to other
types of products and product categories. In
addition, we complement this analysis with a
summary of the perceptions of members of
the darknet community.

Assessing the relative likelihood of
scamming using customer feedback
ratings and age of listing

One possible indication of scamming can be
found in connection to customer feedback
ratings and lifespan of a listing. Vendors who
scam customers may be more likely to receive
low feedback ratings. Also, it is reasonable to
believe that a vendor making a scam sale con-
nected to a listing may be more likely to take

116 SR1, as the first modern cryptomarket, was not immune to vendor scams; it reportedly warned ‘that buyers relying on
out of escrow transactions "have been scammed” (quoted in Christin 2012)

117 The cryptomarket Agora banned the sale of lethal weapons in July 2015, citing the difficulty of shipping firearms, their
expense, the increased attention from law enforcement and prevalence of dishonest vendors (AgoraMarket 2015)

118 Flipped vendors refer to vendors’ accounts which have been taken over by law enforcement agencies Branwen (2015b).



down the listing when the transaction is com-
pleted, in order not to draw attention to them-
selves. Listings placed by scamming vendors
may therefore have a shorter lifespan than
those placed by non-scamming vendors.

Using all the listings generated by scraping the
12 cryptomarkets, the project team compared

average feedback scores and listing lifespans
across four product categories: drugs, fraud,
digital (non-arms-related) and arms-related.
The latter category was further broken down
into firearms, ammunition, other weapons

and digital products (arms-related). Table 4.8
compares average listing feedback ratings and
listing lifespan across product types.

Table 4.8 Mean customer feedback ratings and listing lifespan by product type

Customer feedback ratings

Listing lifespan

Product type
n Mean (out of 5) Mean (days)

Drugs 29,250 4.86 148

Fraud 7,394 479 183

Digital (non-arms related) 9,631 4.81 185

Arms-related 209 4.73 153

> Firearms 46 4.51 112

> Ammunition 32 4.99 135

> Other weapons 75 4.65 169

> Digital (arms-related) 50 4.86 180
Statistically significant P <.001 P <.001

Discussion

Compared to listings for other product types
(drugs, fraud and non-arms-related digital
products), arms-related listings had the lowest
average customer feedback ratings. Going
deeper into the arms-related listings, two
product types appear to drive these lower
ratings: (i) firearms and (ii) other weapons.
Arms-related digital products received cus-
tomer feedback ratings comparable to ratings
for other digital products. Interestingly, listings
for ammunition had the highest ratings of all
(mean=4.99). However, customers purchas-
ing firearms may be less satisfied with their

purchases for reasons unrelated to scamming.
Firearms are bulky items, so satisfaction may
be related to packing and delivery problems
less likely to affect smaller or digital products.

Listings for fraud and non-arms-related

digital listings had the longest mean lifespans
(183 and 185 days). The average lifespan

for arms-related listings was much lower

(153 days), but drug listings had the shortest
average lifespan (148 days). However, compar-
ing product types within arms-related listings, it
is possible to note how firearms listings in par-
ticular have a much shorter average lifespan
(112 days) than all other product types. There
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are a range of other factors that may contribute
to the lifespan of listings unrelated to scam-
ming, however. Compared to other product
categories such as drugs, firearms are expen-
sive items for which sellers may be unlikely to
hold substantial stock. Non-scamming vendors
of firearms may be more likely to take down

a listing immediately following a sale where
stock holdings are limited, or for items with

one-off availability. However, as discussed
above, removing a listing right after the trans-
action is complete can also be associated with
scamming behaviours. Therefore, these results
should only be read as suggestive of the possi-
bility that firearms vendors may be more likely
to scam their customers than vendors of other
products.

Box 4.3 Gauging the perception of firearm vendor scamming as evidenced in darknet community

discussion

To assess the perceptions of scamming by firearm vendors in the darknet market commu-

nity, the project team turned to relevant online darknet discussion in Reddit. These discussion
threads were identified via Google search using the following search: ‘reddit darknet market

OR shop guns OR firearms OR weapons'. This procedure identified seven discussion threads,

all of which were initiated by users asking for advice on locating dark web markets for buying
firearms. A few posters responded to these requests by providing links to known vendor shops,
but made clear that these were not offered as recommendations due to stated uncertainty
connected to whether these shops were genuine. One vendor shop link was provided by the pur-

ported market owner.

The majority of ensuing discussion connected to these posts illustrated clear reservations about
the legitimacy of vendors selling firearms. Although no users reported having been scammed
themselves or knowing others who had, the perception that dark web firearms vendors were

scammers dominated the discussion.

Cryptomarkets prohibiting the sale of firearms may do so due to the risk scamming poses for

the marketplace, perhaps suggesting that risk-to-profit for marketplaces may be more important
than ethical concerns about third-party harm. This observation is consistent with Agora's stated
reason for removing lethal weapons listings, namely that weapons ‘are expensive and stimulate
both scamming by dishonest vendors and honeypot listings by [law enforcement] agencies..”"®
Moreover, Agora's administrators cited the low volume of sales in weapons and the fact that
listing weapons ‘would do more harm than good for our users.” Additionally, the reason for shut-
ting down the SR1-affiliated weapons cryptomarket ‘The Armory’ was strikingly similar: ‘The
volume hasn't even been enough to cover server costs and is actually waning at this point.?°

Given the influence of the online darknet community in the form of crowd-sourced wisdom used
to guide vendors and buyers, these perceptions of firearm vendor scamming — even if inaccu-
rate or poorly informed — should be taken into consideration.

119 Deepdotweb (2015b).
120 BitcoinTalk (2012).



4.3.3. Motives and marketing techniques

During the analysis of the listings’ descriptions,
the project team captured a series of com-
ments or expressions used by vendors as mar-
keting messages. These included messages
re-assuring potential buyers of the crime-free
nature of the weapon (e.g. ‘never used in crime
or murder’; ‘the gun is used but never shooting
at somebody’); other vendors leveraged polit-
ical sentiment (e.g.: ‘buy now and feel safe
again in your own country, you have right to
that!’) or personal attitudes (e.g. ‘get one or
two and carry more comfortably, walk more

During the analysis of the listings’
descriptions, the project team
captured a series of comments or
expressions used by vendors as
marketing messages.

confidently.); finally, some vendors seemed to
leverage the cultural influence of the entertain-
ment industry (e.g. videogames and movies)
that glamorises killing to promote their prod-
ucts (e.g. ‘has a godly rotating barrel that looks
sweet when you're killing people.)






Dark web arms trafficking:
assessing shipping routes and techniques

This chapter focuses on the shipping and han-
dling of firearms offered or sold on the dark
web. It includes an analysis of shipping routes
as well as of shipping and handling techniques
based on the data gathered from the listings
and from the consultation with experts. As

in the previous two chapters, each section
includes a description of the specific meth-
odology used to investigate each aspect, the
presentation of the findings and a discussion
of their meaning. When more information on
the methodology is considered necessary, it is
provided in a box.

5.1. The challenges of estimating
shipping routes

Cryptomarket listings provide information on
the countries or regions from which vendors
indicate they ship, as well as countries or
regions to which they are willing to ship their
products. Previous research used the ‘ship
from’ data on cryptomarket listings to indi-
cate a vendor's country of operation, but this
approach has a number of limitations.™" First,
the ‘ship from’ information vendors place on
listings is only an imperfect proxy for country
of vendor operation. There is evidence, for

121 Décary-Hétu et al. (2016); Van Buskirk et al. (2016)
122 Kruithof et al. (2016)
123 Kruithof et al. (2016)

example, that some Dutch cryptomarket
vendors may ship drugs via intermediaries

in other countries or by travelling to neigh-
bouring countries to make the shipments
themselves.'? This strategy may be used to
reduce the risk of package interception in des-
tination countries that specifically target Dutch
packages for screening due to the role of the
Netherlands in drug production and its location
on international drug trafficking routes.’® In
relation to firearms, the project team was not
able to access any evidence supporting these
types of behaviour from vendors; however, the
general principles of using intermediaries or
travelling to other countries could, potentially,
apply to firearms as well. A second limitation
of the ‘ship from’ information on listings is that
vendors do not always list a specific country,
and instead indicate a region or other large
area (e.g. 'Europe’) from which they say prod-
ucts will be shipped. Many vendors are unwill-
ing to provide any geographically identifying
information in this connection, for example
indicating that they ship from ‘Worldwide'.

Although vendors indicate on their listings the
countries to which they are willing to ship their
products, cryptomarket data cannot always tell



Cryptomarkets give the opportunity
to vendors to specify, in a specific
field of the listing, the location
from which the products they are
offering will be shipped.

the customer location associated with a trans-
action. Destination countries for purchases
generated in connection to a vendor listing that
ships worldwide, for example, cannot therefore
be determined. However, listings placed by
vendors that restrict their sales only to custom-
ers in one country or region do provide an indi-
cation of destination.

Bearing these caveats in mind, the coun-
try-based analyses included in this section
used this ‘'shipping’ location information on
listings. This information was also aggregated
at region and continent levels using a list pub-
lished by the UN.™* When listings indicated
products would be shipped worldwide, or to
multiple regions that spanned the categorisa-
tion scheme, these were coded as ‘Worldwide/
multiple regions’. Where the origin or destina-
tion of listings could not be determined, listings
were categorised as ‘Unknown’.

The tables produced as part of the analysis by
country will of necessity involve some double
counting of vendors. For example, a vendor
with one listing that ‘ships from’ the United
States and another listing that ‘ships from'’
the United Kingdom will be counted twice. For
this reason, summing would provide totals
that would exceed the number of vendors
estimated to be in the sample. The possibility
that vendors can list different ‘ship from’ loca-
tions for different products is an illustration of
the limitation of using this data as a proxy for
vendor location. Although it seems likely that

124 UNSTATS (2013)

most vendors will accurately list their location
(not least to avoid deception and potentially
negative feedback from customers arising
from this), there may be valid reasons vendors
list 'ship from’ locations that do not coincide
with their location.

5.2. Estimating where firearms are
shipped from

Cryptomarkets give the opportunity to

vendors to specify, in a specific field of the
listing, the location from which the products
they are offering will be shipped. Normally,
with datasets in the order of tens, hundreds

or thousands of listings, the data is used by
researchers as the only reference for estimat-
ing the products’ location at the time of ship-
ping. This comes with the limitations described
in the section above.

In the context of this study, given the relatively
small size of the dataset, counting 811 list-
ings, the project team reviewed each listing

to identify other clues (e.g. in the text of the
description) that could be used to increase the
accuracy or level of confidence in assessing
the 'ship from’ country or region.

To make this assessment, the project team
employed the following criteria (in order of

priority):

1. The country of origin as specified in the
listing description.

2. The self-attested 'ship from’ of each listing.

3. The ‘ship from’ country on other listings by
the same vendor.

4. The 'ship from’ country of a vendor on other
cryptomarkets.

5. The 'ship to’ category, where a single desti-
nation country is specified.



6. The most prevalent 'ship to’ destina- to. For example, if a listing reported in the ‘ship
tion, from the same vendor over many from’ field ‘North America’ and the description
cryptomarkets. included specific reference to shipping from

the United States, the listing was coded with

the most specific of the two (in this case,

United States). Table 5.7 illustrates the number

of listings generating sales, the estimated
The criteria above were used, from the first to monthly transactions and estimate gross

last, to identify the most specific reference to revenue for each ‘ship from’ location.
the country or region the product was shipped

7. Analysing the 'supplier ID’ for an indication
of the country of origin (e.g. ‘balkanweap-
ons’, ‘dutchmarket’ and ‘USuser’).

Table 5.1 Firearm listings where vendors state products are shipped from: listings generating
sales, estimated transactions per month and estimated gross revenue location (ordered by month-
ly gross revenue)

Country . N . N . Transactions Gross revenue
listings active listings (per month)* (per month)
Multiple/unknown 40 16 7.7 $29,526
us 201 16 30.5 $24,987
Netherlands 8 3 4.5 $8,088
UK 5 1 6.0 $5,043
Germany 18 4 4.1 $3,453
Europe 8 4 2.2 $2,514
Australia 11 2 0.6 $1,121
Austria 1 0 0.0 S0
Canada 2 0 0.0 S0
Denmark 44 0 0.0 S0
Slovenia 1 0 0.0 S0
Total 339 46 55.6 $74,733

Note: Where an individual country or single identifiable region could not be ascertained in a listing, this appears in
the table as ‘multiple/unknown’.

* The following method was used to calculate our transaction variable: number of feedbacks for each listing divided
by the number of days between the date of data collection for each market and the date of the listing’s oldest
feedback; this generated the rate of feedbacks per day, which, multiplied by 30, provided an estimate of monthly
transactions.
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Concerning possible destinations, the data
available from cryptomarkets did not allow the
team to identify where products were actually
shipped unless the country or region to which
a vendor was willing to ship a product matched
the location of the vendor (e.g. vendor stating
clearly ‘Shipping only to Country X). Vendors,
however, often indicated multiple countries
and regions to which they were willing to

ship. Box 5.1 contains a list of all countries/
regions specifically referred to as shipping

locations by vendors selling firearms. In some
cases, vendors including ‘Worldwide' as a
destination also included specific countries or
regions (despite them being naturally part of
‘Worldwide'). This might be a random choice,
or could be a tactic (i) used to increase the vis-
ibility of the listing when users use searchcri-
teria or filters to navigate cryptomarkets, or (ii)
potentially based on the vendor's assumption
of where buyers might be more interested in
receiving their products.

Box 5.1 Available shipping locations used by firearms vendors

Australia

Australia, New Zealand
Austria, Germany

Canada, United States, World
European Union

European Union, United States
Europe

Europe, Germany

Europe, World

Germany

North America, Europe, Asia, Oceania
UK, Europe

United States

United States, Europe, World
World

World, Cyprus, Germany, Monaco,
United Kingdom

World, Europe, Asia, Oceania, Africa
World, Europe, Asia, Oceania, France

World, Europe, Asia, Oceania, United
States

World, Europe, Europe, Peru, Austria

World, Europe, Finland, France, Germany
World, Europe, Jamaica, Finland, Germany
World, Europe, United States, United Arab Emirates

World, Europe, United States, United Kingdom,
Australia

World, Finland, France, Germany, Greece

World, Germany

World, Haiti, United States, Germany, Macedonia
World, North America, Europe

World, North America, Europe, Asia, Oceania
World, North America, South America, Europe, Asia
World, South America, Europe, Asia, Asia

World, South America, Europe, Asia, Germany
World, South America, Europe, Asia, Oceania

World, South America, Europe, Asia, United States

World, South America, Europe, Europe, Germany

World, South America, Europe, Finland, Germany

World, South America, Europe, France, United
Kingdom

World, United States

World, United States, United Kingdom, United Arab
Emirates

World, World, South America, Europe, Asia




5.3. Estimating where firearms are estimated the volume (transactions per month)

shipped to and gross revenue associated with each ship-
ping destination. Table 5.2 summarises the
By cross-checking data on transactions with results of this analysis.

data on shipping destinations, the project team

Table 5.2 Available shipping destinations for firearms: listings generating sales, estimated transac-
tions per month and estimated gross revenue location (ordered by monthly revenue)

Country . N . N . Transactions Revenue
Listings active listings (per month)* (per month)
Worldwide 307 38 49.2 $68,561
Europe 9 4 4.3 $4,154
USA 7 T 0.8 $1,042
Germany 2 2 1.0 $813
Australia 4 1 0.1 $163
Multiple 3 0 0.0 SO
North America 3 0 0.0 SO
Northern Europe 1 0 0.0 0]
Oceania 3 0 0.0 SO
Total 339 46 $74,733

* The following method was used to calculate our transaction variable: number of feedbacks for each listing divided
by the number of days between the date of data collection for each market and the date of the listing’s oldest
feedback; this generated the rate of feedbacks per day, which, multiplied by 30, provided an estimate of monthly
transactions.

An additional level of analysis allowed the destinations). The second estimate of shipping
project team to cross-check data on locations routes includes exclusively those listings (46)
from which firearms are shipped and possible  that generated sales/revenue. While the first
destinations. The analysis produced two dif- estimate includes all the potential countries of
ferent types of estimated shipping routes. The  origin of the shipment and associated destina-
first consists of the ‘potential’ shipping routes tions, the second refers only to those countries
(i.e. those that consider the entire dataset of of origins that generated sales and for which
339 listings for firearms and their information destination was known. Table 5.3 and Table 5.4
on origin of the merchandise and available summarise the results of this analysis.
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Figure 5.1 Worldwide distribution of arms vendors by region (n=339)
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Figure 5.2 Available shipping routes for all firearms listings (n=339)
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Table 5.3 Available shipping routes for all firearms (n=339)

Route Listings

United States > Worldwide 188
Denmark > Worldwide 44
Multiple/unknown --> Worldwide 40
Germany --> Worldwide 13
Netherlands --> Worldwide 8
United States > United States 7
Europe --> Europe 5
United Kingdom —> Worldwide 5
Australia --> Australia 4
Australia --> Worldwide 4
Australia --> Oceania 3
Europe --> Worldwide 3
Germany --> Europe 3
United States --> Multiple 3
United States --> North America 3
Canada --> Worldwide 2
Germany --> Germany 2
Austria --> Northern Europe 1
Slovenia --> Europe 1

Total 339
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Table 5.4 Shipping routes used for firearms listings generating sales (n=46)

Route Listings Estimate monthly revenue
Multiple/unknown --> Worldwide 16 $29,526
United States --> Worldwide 15 $23,946
Netherlands --> Worldwide $8,088
United Kingdom --> Worldwide $5,043
Germany --> Europe $2,455
Europe --> Europe $1,699
United States —-> United States $1,042
Australia --> Worldwide $958
Europe > Worldwide $814
Germany --> Germany $813
Germany --> Worldwide $186
Australia --> Australia $163
Total 46 $74,733

5.4. Understanding shipping
techniques

The qualitative analysis of individual listings
allowed the project team to extract information
on packaging and stealth techniques as well
as on delivery and shipping options and, where
available, vendors' refund and reship policies.

5.4.1. Packaging and stealth

The packaging and stealth of firearms, explo-
sives and weapons must be sophisticated

in order to disguise the consignment from
customs and postal service screening. Only a
small portion of listings (n=69 — 12 per cent
of the listings excluding the digital products)
specified packaging and stealth instructions in

The packaging and stealth

of firearms, explosives and
weapons must be sophisticated
in order to disguise the
consignment from customs and
postal service screening.

the description. There were a number of reoc-

curring features in delivery and shipping:
Shipping in multiple packages (often 2-3
parcels [11])

Stealth and concealment were reassured
by suppliers (15).



Figure 5.3 Shipping routes used for firearms listings generating sales (n=46)
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Less frequently, there were nuanced instruc-
tions on the intended methods of packaging
firearms. These instructions offer reassurance
to prospective buyers that their purchases will
evade detection by customs’ or postal opera-
tors’ security scans. On the clear web, some
sites discourage the discussion of stealth
techniques.' The qualitative analysis of the
listings provided an initial indication of some
of the techniques used to conceal weapons (or
their parts):

+  Forinstance, some vendors shipped fire-
arms in ‘consumer electronics castings’

such as printers or TV sets, or in a ‘music
instrument case with a false hard bottom’.

Shipments of grenades were limited to
three a parcel (i.e. ‘'more grenades would
result in a large and heavy packet..).

One vendor was offering to ship firearms
with illicit drugs in a bulk order for a dis-
counted shipping rate.

To justify not shipping internationally, one
vendor expressed the additional step of
‘unnaturally breaking up guns’ to pass
customs, which would affect the durability,
accuracy and quality of the weapon. This

125 The subreddit rules for r/DarkNetMarkets instruct users to not ‘post stealth details’

61



is likely to be an excuse to ship within a
specific country (e.g. Australia or the United
States) or region (e.g. Europe) to reduce the
likelihood of packages being intercepted, as
firearms can easily be disassembled and
re-assembled without compromising their
technical integrity.

An article in the popular media echoed the
anecdotal evidence of smuggling firearms into
the United Kingdom."® According to the article
in The Telegraph, weapons are broken down
into their component parts and sent in multiple
packages with different parcel couriers. This
intends to reduce the likelihood of the package
being seized by authorities.’? Moreover, it
allows the recipient to re-assemble the compo-
nent parts into a functioning weapon without
compromising its quality.

More generally, disassembling firearms into
multiple parts and shipping them separately
might also be a method to leverage loopholes
in national legislation, as different countries
regulate the sale of firearms parts and com-
ponents in different ways. While shipping a full
handgun might be illegal without the required
licences, shipping in multiple parcels contain-
ing individual parts may that per se are not
illegal could be a way around controls.’?®

5.4.2. Delivery and shipping options

It was uncommon (n=69 — 12 per cent of

the listings excluding the digital products) to
specify delivery and shipping instructions in

the listing description. As discussed in section
4.5, on many cryptomarkets, there are fields to
allow the vendor to specify the country they are
shipping from and where they intend to ship to.
Further, vendors can post more detailed delivery

options on their vendor profile. Vendors often
refer prospective buyers to these sources of
information, or contact them via secure email or
messaging apps. In addition to those discussed
in the previous section, there are some reoccur-
ring features in delivery and shipping:

Several vendors stated they usually ship
items 2-3 times per week (14)

In some cases, shipping discounts are
offered for bulk buys (2)

Tracking numbers and specific courier ser-
vices are suggested by vendors (8).

5.4.3. Refund and reship policy

Similarly to online market places on the clear
web (e.g. eBay, Gumtree and AbeBooks),
vendors on cryptomarkets can specify their
own terms and policies for issuing refunds and
reshipping items. These policies are commonly
found on a vendor's profile page, to which pro-
spective buyers are encouraged to refer (3 list-
ings). The most important information is often
reiterated on individual listings (n=40; 5 per
cent). Below are the common themes emerg-
ing from the listing information about vendors'’
refund and reshipping policies:

A small number of vendors offered a three-
day cooling-off period, where the firearm
could be inspected and returned if the buyer
wished. Only the cost of the gun, not the
costs associated with shipping and posting,
would be reimbursed by the vendor (2).

Some vendors offered free samples of
ammunition, where buyers would have to
cover only the postage costs (8).

Buyers were asked to consider paying a

126 Freeman (2016)
127 Freeman (2016)
128 The extent to which individual parts and components are considered regulated goods requiring specific licences and

authorisations to be traded and/or shipped can vary significantly among countries



In terms of number of monthly
transactions, evidence suggests
that the firearms shipping from
the United States are the most
commonly purchased.

premium to track consignments, to insure
against lost packages and for the right for a
reimbursement or reshipment of goods (5).

Very infrequently, vendors advertised a
100 per cent guarantee to refund or reship
a package, should the buyer not receive
the parcel or be unhappy with the item
received (4).

Slightly more often, vendors were clear
that no refund or reship would be given for
seized or lost firearms (6).

One vendor did extend the offer to resolve
a hypothetical ‘lost in the post’ case if proof
could be produced (1).

Refund and reshipping policies are specified
and implemented by individual vendors. All
buyers must take vendors at their word. Most
listings urge buyers to contact the vendor
using secure messaging services (n=123; 15
per cent).

Discussion

Table 5.1 suggests that the large majority
(almost 60 per cent) of the firearms listings
are associated with the United States as ‘ship
from’ location. The United States is followed
by a selection of European countries which,
in aggregate, account for roughly 25 per cent.
Unspecified locations of origin account for
roughly 12 per cent. This distribution refers to
all firearms listings (339), but a very different
picture is provided by the evidence when refer-
ring to listings generating sales. In this case,

129 Karp (2017)

the distribution is significantly more balanced,
with the United States and ‘Worldwide account-
ing for 35 per cent each, followed by European
countries at 25 per cent.

In terms of number of monthly transactions,
evidence suggests that the firearms shipping
from the United States are the most commonly
purchased. The data indicates that the number
of monthly transactions originating from the
United States is almost double the number of
those originating from Europe. Even assuming
all the ‘Worldwide' transactions are all non-
US-based, this would not alter the perception
that the United States appears to be the most
common source country for firearms traded on
cryptomarkets.

Interestingly, comparing the average
price-per-transaction, results of this study
suggest that the United States has the lowest
price compared, for example, to the average
price-per-transaction in European countries
taken individually or in aggregate. This could
suggest that (i) most the firearms shipping
from the United States are pistols/handguns,
with a lower unit price compared to heavier fire-
arms; and/or that (i) the market price for the
same firearm type in the United States is signif-
icantly cheaper than elsewhere.

The dominant position of the United States in
this ranking is not entirely surprising given the
legal status of firearms in the country. There
are, on average, 89 registered civilian firearms
for every 100 residents in the United States, a
total of about 270,000,000, without counting
the unregistered weapons circulating on the
black market; at both the aggregate and the per
capita level, the United States ranks first in the
world for firearms in civilian possession.'®

While it is not possible to establish a causal
link between (legal) civilian ownership and



Europe is a much more active
recipient market than the United
States, generating revenue about
flve times higher.

scale of illegal trade, it is reasonable to believe
that such high quantities pose significant
arms control challenges. For example, the ATF
reported that, in the calendar year 2012 alone,
the National Crime Information Center received
reports reflecting 190,342 lost and stolen fire-
arms nationwide, about 9 per cent of which
(about 16,600) were the result of thefts/losses
from Federal Firearms Licensees (FFLs).'30181
In calendar year 2016, the number of lost and
stolen firearms from FFLs increased to 18,394,
about half of which were reported as stolen
and half as lost.132 These weapons are likely
to fuel the illicit market in the United States,
potentially including trade via the dark web.

Regarding possible destinations, the evidence
available is less accurate as the vast majority
of vendors indicated they would ship world-
wide, and the overwhelming majorities of both
transactions and revenue were associated
with this shipping option. As described at the
beginning of this section, it is not possible to
determine where vendors actually ship their
products unless they clearly restrict their

‘ship to’ criteria to just one region or country.
From the limited data available it is possible
to observe that, in relative terms, Europe is a

130 US ATF (2012)

much more active recipient market than the
United States, generating revenue about five
times higher.

Analysing shipping routes (i.e. cross-checking
'shipping from’ against ‘'shipping to’ data), has
provided some insight into how cryptomarkets
are, at least potentially, an enabler for interna-
tional arms trafficking. In fact, looking at the
entire set of 339 firearms listings, only 4 per
cent seem associated with domestic trade
(i.e. shipping from and to the same country). It
should be noted that the uncertainty of actual
destinations within ‘Worldwide” makes it dif-
ficult to estimate the proportion of domestic
versus international trade as the shipping
option ‘Worldwide' covers both. Nevertheless,
it is reasonable to say that, in principle, the
overwhelming majority of vendors are willing
to ship outside of their national borders. Even
if we include ‘Europe to Europe’ as part of
domestic trade, the percentage goes up by
only 1 per cent.

Looking instead at the shipping routes associ-
ated with confirmed transactions, the domestic
trade accounts for approximately 9 per cent

of the total when looking exclusively at ‘'same
country’, and 17 per cent when considering
also trade within Europe. . This finding is in
contrast with results of empirical cryptomarket
analysis in the area of illicit drugs where most
revenues were generated intra-continentally
rather than inter-continentally.’

131 There are over 137,000 FFLs in the United States, divided into 11 different types: Type 01-Dealer (56,754); Type
02-Pawnbroker (8,076); Type 03-Collector (57,345); Type 06-Manufacturer of Ammunition (2,481); Type 07-Manufactur-
er of Firearms (11,083); Type 08-Importer (1,105); Type 09-Dealer of Destructive Devices (71); Type 10-Manufacturer of
Destructive Devices (332); Type 11-Importer of Destructive Devices (217). US ATF (2017a)

132 US ATF (2017b)
133 Kruithof et al. (2016)



This chapter extracts some of the emerging
themes from the analysis of the findings. The
purpose is to characterise how the dark web
is changing, or has the potential to change,
the features of arms trafficking and the plan-
ning assumptions that policy makers and law
enforcement agencies have used traditionally
to tackle this form of crime.

6.1. Impact on the illicit firearms
market

6.1.1. Dark web arms trafficking: global in
nature, small in scale

The emergence of the dark web has the poten-
tial to take the concept of the globalised arms
trade to a different, potentially disruptive, level.
The illegal arms trade on the dark web removes
geographical barriers (among others) between
supply and demand, as evidence clearly indi-
cates (see Chapter 5). This in turn enables
illegal trade at a global scale where buyers and
vendors, potentially located on different sides
of the world, are just a few clicks away from
connecting and conducting illicit business.

While the results presented in Chapters 3 and 4
show that the actual scale of dark web-enabled
firearms trade is relatively small compared to

134 RAND Europe—UNODC seminar, Vienna, 23 May 2017
135 EMCDDA & Europol (2013, 119)
136 ITU (2016, 2)

Overarching implications

The emergence of the dark web
has the potential to take the
concept of the globalised arms
trade to a different, potentially
disruptive, level.

other types of products (e.g. drugs), there was
general consensus among the workshop par-
ticipants that its potential impact on security
could be significant.’

The 2016 European Union (EU) Drug Markets
Report argues that the global reach of the inter-
net, and the dark web in particular, makes it a
‘relevant facilitator’ of illicit trafficking.’™® On the
other hand, while in theory the nature of dark
web arms trafficking is global, it requires an
information and communications technology
(ICT) infrastructure that enables connectivity.
Thus, it is reasonable to believe that coun-

tries or regions where internet accessibility is
not available or is limited are less likely to be
exposed to this type of phenomenon. In fact,
the International Telecommunication Union
(ITU) reported that by the end of 2016 about 53
per cent of the world’s population did not have
internet access.’® In the same report, the ITU



highlights that the so-called ‘digital divide’ (i.e.
the separation between the online and offline

population) varies significantly at the regional
level, as illustrated in Table 6.1.

Table 6.1 Estimated percentage of offline population by region

% of offline population

Africa 75%
Americas 35%
Arab States 58%
Asia and the Pacific 58%
Commonwealth of Independent States 33%
Europe 21%

Source: Adapted from ITU (2016, 2)

While the number of observations of available
shipping routes obtained through this study
(see Chapter 5) might not be sufficient to deter-
mine the statistical correlation between dark
web firearms trafficking routes and internet
accessibility or usage, the figures presented in
Table 6.1 are compatible with the findings of
our analysis of shipping routes that identified
the United States and Europe as key regions.

Concerning the scale of the dark web-ena-
bled arms trafficking, the results of this study
suggest that it is limited in terms of both
volume and value compared to other forms

of arms trafficking. This is true not only at the
aggregate level, but also at the single-transac-
tion level. The data illustrates how ‘bulk orders’
exist, but are limited to a smaller number of
weapons (usually between two and six), which
are in any case shipped in multiple packages to
minimise the risk of detection. As mentioned

by experts consulted as part of this study, until
now, dark web arms traffickers have dealt in
parcels, not containers.™’

This factor, in combination with the dependence
on certain infrastructure and services, implies
that, as mentioned by one law enforcement rep-
resentative, the dark web is unlikely to become
the method of choice to provide weapons which
will be used in armed conflicts, both because
arms are not traded at a large-enough scale
and because of the potential limitations on
infrastructure and services in a conflict zone.’®
On the other hand, several law enforcement
representatives believed that the dark web has
the potential to become the platform of choice
for individuals (e.g. lone-wolf terrorists) or small
groups (e.g. gangs) to anonymously obtain
weapons and ammunition behind the anonymity
curtain provided by the dark web.™®

137 RAND Europe expert workshop, 20-21 March 2017 (representative of law enforcement agency)

138 RAND Europe expert workshop, 20-21 March 2017 (representative of law enforcement agency)

139 RAND Europe expert workshop, 20-21 March 2017 (representatives [3] of law enforcement agency)



Box 6.1 Cryptomarkets and Business-to-Consumer e-commerce

Outside of the scope of this study, but worth noting as a possible area for further research, are
the possible connections between developments associated with the growing demand and

use of Business-to-Consumer (B2C) e-commerce and the use of the dark web to conduct illicit
transactions (either on cryptomarkets or on other platforms). In very basic terms, dark web-
based illegal trade is a form of illicit B2C e-commerce and the two phenomena share several

key features, such as globalised markets, user-friendly payment systems, shipping and handling
of products, language barriers and logistics challenges. Therefore, as e-commerce continues

to grow, it is reasonable to believe that some of the developments and increased sophistica-
tion introduced to support and facilitate the use and viability of B2C e-commerce may act as
enablers of illicit trade on the dark web. Analysing the data gathered in discussion with law
enforcement and policy makers, the project team believes that two of the most relevant areas to
monitor would be the evolution of cryptocurrencies and the developments of the shipping indus-
try aimed at improving efficiency by reducing time and costs (e.g. through automation).° In a
recent report by the Ecommmerce Foundation, the CEO of a major international mail, shipping and
distribution organisation stated that, in relation to recent logistical developments to meet the
increasing demand, there is ‘..a growing demand for added transportation to handle the rising
number of shipments entering countries from abroad’.’*" More to the point of dark web-enabled
trafficking, ‘new solutions for final-mile delivery have also become popular as a way of ensuring
that the last mile delivery is handled as efficiently as possible’.’#? Some of these improved, faster
and reliable support services in favour of a highly satisfactory ‘customer experience may be at
odds with law enforcement efforts to identify and disrupt dark web-enabled illegal trafficking in
firearms or other products.

6.1.2. Cryptomarkets facilitate illicit trade  grenades (most commonly referred to as

in small arms and digital products RPGs), have been identified on single-vendor
shops, the impossibility of estimating transac-
tions on such platforms and the lack of tools to
estimate their ‘legitimacy’,’** suggest that small
arms are the dominant product range available
over the dark web.

The results of this study show that almost
all firearms sold on cryptomarkets fall under
the category of small arms.'* While heavier
types of weapons, including rocket-propelled

140 Lacefield (2016).

141 Michael Hastings, CEO at Asendia USA in Ecommerce Foundation (2016, 12).

142 Michael Hastings, CEO at Asendia USA in Ecommerce Foundation (2016, 12).

143 ‘Small arms’ are, broadly speaking, weapons designed for individual use. They include, inter alia, revolvers and

self-loading pistols, rifles and carbines, sub-machine guns, assault rifles and light machine guns. They differ from ‘light
weapons', which are, broadly speaking, weapons designed for use by two or three persons serving as a crew, although
some may be carried and used by a single person. They include, inter alia, heavy machine guns, hand-held under-barrel
and mounted grenade launchers, portable anti-aircraft guns, portable anti-tank guns, recoilless rifles, portable launchers
of anti-tank missile and rocket systems, portable launchers of anti-aircraft missiles systems, and mortars of a calibre of
less than 100 mm. UNGA (2005)

144 The word ‘legitimacy’ or ‘legitimate’ is used in opposition to fake’ or ‘'scam’ and does not imply the endorsement by the
project team of the type of activity performed by the vendor.
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Example of package deal including a rifle, a revolver and related ammunition offered on a cryptomarket

This causes several control issues as many
types of small arms are legally available for
purchase in many countries, making the identifi-
cation of those shipped illegally less immediate.
This also relates to the trade in parts and com-
ponents, which, again, is regulated in different
ways across different countries. Assembling a
firearm by purchasing parts and components
individually, perhaps from different countries, is
also a new possibility enabled by the dark web.

While purchasing firearms and their parts or
ammunition implies the combination of the
'virtual” and real” world (i.e. buy ‘virtually’ online/
receive ‘physically’ in the post), the results of
this study suggest that the second-most-com-
mon arms-related products bought on the dark
web are digital files. As already discussed,
these may include tutorials to build explosives
and bombs at home or convert blank-firing
firearms into live ones (or semi-automatic into
full-automatic), but can also include 3D models

of firearms or their parts. In the case of digital
products, the entire transaction happens online,
making it even more difficult to trace.

This is a cause of particular concern as the pro-
liferation of guidelines and 3D models, in combi-
nation with the increased quality of commercially
available 3D printers, may result in more untrace-
able weapons, as users will become increasingly
able to manufacture fully functioning weapons
or, most likely, parts and components that

could be used to replace, on an already existing
firearm, the original ones bearing identification
markings (see section 3.2.3).

The proliferation of guidelines and
3D models, in combination with the
increased quality of commercially
available 3D printers, may result in
more untraceable weapons.



Finally, as previously mentioned, the results
presented in Chapters 3 and 4 seem to suggest
that cryptomarkets allow buyers to get better
value for money: better-performing, more
recent firearms for the same, or lower, price
than would be available on the street. Where
firearms control measures are implemented
effectively, it is likely that the availability of fire-
arms on the street-level black market will be
limited both in terms of quantity and in terms
of quality. In the United Kingdom, for example,
firearms typically available on the black market
are antiques which are subject to a different,
less strict, regulation.’® With the dark web, the
inventory available to buyers is not affected by
this type of limitation. In a competitive environ-
ment such as that of cryptomarkets, where mul-
tiple vendors compete with each other to sell
their products, the value that buyers can get for
their money can potentially be much higher.

6.2. Impact on market actors

6.2.1. The dark web removes typical
barriers between vendors and buyers

The most evident implication of dark web
arms trafficking in relation to people is the
almost complete removal of barriers between
vendors and buyers: vendors can instantly
access a global client base, and buyers can,
similarly, instantly access a global supplier
base. Protected by the anonymity of their
online personas, buyers and vendors can use
cryptomarkets to interact instantly, directly,
freely and safely, without requiring any form

The level of internet literacy and
technical skills required to actively
engage with the dark web can vary
substantially depending on the
level of anonymity that users are
seeking to achieve.

of introduction or ‘vetting’, which arms dealers
would normally expect before conducting busi-
ness in the ‘offline’ world."#®

The level of internet literacy and technical skills
required to actively engage with the dark web
can vary substantially depending on the level
of anonymity that users are seeking to achieve.
As described in Chapter 2, the dark web is

not necessarily difficult to access and several
guides and tutorials are available on the clear
web. A basic user would require, or obtain by
consulting the mentioned guidelines, a basic
level of understanding of anonymity software
and encryption techniques to conceal one's
identity. On the other hand, users particularly
interested in enhancing their anonymity would
benefit from a certain familiarity with technical
terminology, networking techniques and testing
of security settings to ensure ‘digital finger-
prints’ are not left during dark web sessions.

In addition, while some vendors accept other
forms of payments (see Box 4.2), conduct-

ing business on cryptomarkets may require
knowing how to purchase cryptocurrencies
from exchanges, tumbling or mixing’ Bitcoins
to reduce the posting of personally identifying
metadata on public ledgers.™’

145 RAND Europe expert workshop, 20-21 March 2017 (Representatives [2] of law enforcement agencies)
146 RAND Europe expert workshop, 20-21 March 2017 (Representatives [2] of law enforcement agencies)
147 Bitcoin tumbling, also referred to as Bitcoin mixing or Bitcoin laundering, is the process of using a third-party service to

break the connection between a Bitcoin address sending coins and the address(s) they are sent to. Since the Bitcoin
blockchain is a public ledger that records every transaction, mixing coins is critical for anyone who wants to obscure
exactly where they send and store their Bitcoin, or from where they receive it (Darknet Markets, 2015).



This may suggest, as a reasoned conjecture,
that internet literacy may, to some extent, shape
the distribution of potential dark web users

who may decide to engage in illicit trading on
cryptomarkets. While this may be true at the
individual level (i.e. internet literacy may indeed
be a barrier for a portion of a population), given
the limited scale of dark web-enabled firearms
trade (see Chapters 3 and 4), the degree of
internet literacy at the macro or national level is
not, per se, an indication of the likelihood that
cryptomarkets could become a vehicle for illicit
arms trafficking in a given country. Considering
the potential impact of just a small number of
vendor accounts, a country with a higher rate of
internet literacy would not necessarily be more
exposed to the threat of dark web-enabled arms
trade than another country with a lower rate of
internet literacy.

In very simple terms, anyone possessing the

IT skills described above, or the basic skills
required to search and consult online resources
and tutorials, and interested in buying a firearm
illegally can connect to a cryptomarket and
within minutes have access to tens of differ-
ent vendors offering their products. While it

is acknowledged that some of these vendors
might be fake (e.g. scammers or law enforce-
ment honeypot vendors), the ability for all kind
of individuals to connect to an international

Anyone possessing the basic
skills required to search and
consult online resources and
tutorials, and interested in buying
a firearm illegally can connect to a
cryptomarket and within minutes
have access to tens of different
vendors offering their products.

network of vendors, extrapolated from the

B2C principle of e-commerce, deeply changes
the way individuals can procure firearms. The
case of the disturbed teenager Liam Lyburd
presented in section 1.7 illustrates the com-
plexity of this issue: individuals who might not
otherwise be able to access the street-level fire-
arms black market can now procure firearms
through the dark web.

6.2.2. The perceived anonymity of
cryptomarkets may attract specific types
of individuals

Another implication at the individual level is the
profile of people who might engage in this type
of arms trafficking. As described in section 1.1
and further documented in Appendix C, there
are reports of terrorist cells and organised
criminal groups, as well as lone-wolf terrorists
or individual criminals, using the dark web to
source weapons and ammunition. However,
interviews with law enforcement representa-
tives indicate that the people involved in this
type of crime can also include individuals not
affiliated with terrorist or criminal groups,
without prior criminal records and with no
reason to be flagged by authorities.™ This can
include vulnerable or fixated individuals affected
by mental conditions (e.g. Liam Lyburd), minors
and other categories of individuals who would
not necessarily be willing or able to purchase a
weapon or ammunition on the streets.

As discussed in Chapter 2, trust is a key
element behind the functioning of cryptomar-
kets, just as it is in the traditional black market.
The difference is that on cryptomarkets, behind
the veil of anonymity, trust is built primarily

on business-worthiness and reputation, as
vendor or buyer, and less on other subjec-

tive considerations related to the individuals
behind the pseudonyms. Therefore, by design,

148 RAND Europe interview with law enforcement representatives (3)



no discrimination is made on cryptomarkets
based on age, gender, ethnicity or any other
factor that does not have a direct impact on
the transaction (e.g. feedback history, quality
of description, quality of the photo). The only
exception to this rule may be represented by
language: whether English or any other lan-
guage, cryptomarkets are built on the assump-
tion that users can interpret their contents.

By design, no discrimination is
made on cryptomarkets based on
age, gender, ethnicity or any other
factor that does not have a direct
impact on the transaction.

An additional consideration, presented as

a reasoned conjecture only, is that the dark
web may provide a possible solution for those
who could be defined ‘occasional vendors'.
While acknowledging the difficulty of selling

a product without having any reputation as a
vendor, the dark web provides, in theory, the
opportunity to any individual to anonymously
dispose of firearms (e.g. personal items or
inherited items sold for untraceable profit).
This complicates even further the task for law
enforcement agencies to monitor and identify
vendors involved in dark web arms trafficking,
as their activity on such platforms might be
sporadic, and because the pool of potential
vendors enlarges to encapsulate individuals
who might not be known to the authorities.

6.2.3. Cryptomarkets introduce a new set
of actors

In addition to vendors and buyers, there are at
least three key actors who are involved in dark
web-enabled arms trafficking (or any other

149 Kruithof et al. (2016, 104)
150 Kruithof et al. (2016)

illegal trade conducted through cryptomarkets).
Based on an analysis conducted by Kruithof et
al. these key actors are:™

Administrators have an executive manage-
ment role on the marketplace and fulfil the
role of treasurer; they sit at the top of crypto-
markets and receive a commission for each
sale finalised through the marketplace.

Developers are commissioned to carry out
web design (and maintenance); and,

Moderators are marketplace members of
staff, sometimes receiving a salary for their
services, which include assisting with site
maintenance and customer support.

These types of profiles/functions are quite
common in the online world, but how they
relate to the actors of the offline arms trade
(e.g. brokers) remains to be analysed. A more
detailed discussion of this issue is provided in
Section C of the annex to this report.

6.3. Law enforcement and policy
implications

6.3.1. Law enforcement agencies face a
series of operational challenges

Previous RAND research identified four main
strategies or intervention types that law
enforcement can deploy to tackle dark web-fa-
cilitated trafficking.”® While these strategies
were analysed in relation to drugs trade, their
general principles and associated challenges
can be adapted and transposed to the context
of arms trafficking. Table 6.2 provides an over-
view of these four strategies and associated
barriers for law enforcement adapted, if nec-
essary, to the context of firearms trafficking
on the basis of the project team'’s consultation
with experts.



Table 6.2 Summary of law enforcement intervention strategies and related barriers

Strategy/

intervention type

Description

Barriers

Traditional
investigation
techniques

Techniques used to target the
phases of the supply chain where
online and offline meet (e.g.
shipping and delivery of products).
Examples include surveillance, use
of informants, controlled deliveries.

High costs and potentially low benefits
given the variety, and high number,

of potential buyers; even if buyer

is apprehended, it remains difficult

to obtain identifying information or
evidence on the vendors given the
anonymity veil of cryptomarkets.

Postal detection and
interception

Methods to track and trace parcels
and monitor progress; scanning of
suspicious parcels.

High number of parcels processed

on a daily basis puts large burden on
postal systems and customs; difficulty
in identifying reliable criteria to apply
selective screening to parcels; competing
priorities between commercial operators
(speed and reliability of service) and law
enforcement (identification of illegally
shipped weapons); use of stealth
techniques by vendors including the use
of multiple parcels.

Online detection and
monitoring

Combining different data sources,
tools and techniques using big data
analytics and machine learning

to connect different data sources
and eventually de-anonymise
cryptomarket actors;

Continuous monitoring of dark web
market places.

Monitoring and tracking Bitcoin
transactions through ‘block chain’
analysis

Encryption: even if a server hosting a
cryptomarket is seized, identifying users
and/or locations remains very difficult.
Attribution: attributing specific activities
to specific individuals is difficult due to
the extensive use of software like Tor.
Fluctuation: the rapidly changing nature
of cryptomarkets and their users makes
it difficult to rigorously document illegal
activity, making it difficult to successfully
prosecute crimes.

Online disruption

Infiltrating cryptomarkets to
conduct operations that undermine
the trust around anonymity and
reliability (e.g. by increasing the
number of scams).

Taking down market places.

Migration of vendors and buyers to other
cryptomarkets (displacement).

Creation of new cryptomarkets
(substitution).

Enhanced security measures
implemented by administrators.

Source: Adapted from Kruithof et al. (2076).

In addition to the specific barriers associated .
with different types of intervention strategies,

this study also identified some overarching
challenges faced by law enforcement agencies
that resonate with existing literature. These

include:

Resources and skills: investigating and
prosecuting dark web-enabled arms traffick-
ing requires technical skills and resources.
One interviewee noted that these might not
be available as the level of understanding

of the dark web, as well as the perception
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of the threat it may represent, varies con-
siderably between policy makers and law
enforcement agencies.”™' Workshop partici-
pants argued that linking novel investigation
technologies and techniques with more tra-
ditional investigation techniques can prove
challenging without adequate training and
financial resources to support adequate
staffing and equipment.’®?

International cooperation: as the findings
of this study illustrate, dark web-enabled
arms trafficking appears to be more inter-
national than domestic. This makes effec-
tive international cooperation essential in
responding to this type of criminal activity.
Nevertheless, although consulted law
enforcement representatives indicated a
good level of cooperation,’® there might be
some practical obstacles due to different
jurisdictions, or due to national legislation
that may differ with respect to what can

be sold legally (e.g. parts, components,
ammunition, blank-firing guns).”* In addi-
tion, cooperation between law enforcement
agencies and public or private postal/
courier service providers is key to ensure
that, once information allows for the iden-
tification of either a suspicious package

or its sender or recipient, mechanisms are
in place to swiftly intervene. The interna-
tional nature of the dark web firearms trade
implies that such public—private interfaces
often cross several jurisdictions, with the

RAND Europe interview with policy representative
RAND Europe expert workshop, 20—-21 March 2017.
RAND Europe expert workshop, 20-21 March 2017
Kruithof et al. (2016)

cooperation of multiple law enforcement
agencies, in different countries, and, poten-
tially, multiple economic operators.

« Legal restrictions on interventions: law
enforcement agencies have to consider,
and comply with, relevant legislation
(including, if necessary, in a third country
should international legal assistance be
necessary) regulating privacy rights, data
and information protection and other legal
restrictions relevant to monitoring online
behaviour or conducting online operations,
as well as to screening parcels or conduct-
ing traditional surveillance.™®

6.3.2. Policy action at the national level
is necessary to overcome operational
barriers

Although consulted law enforcement repre-
sentatives referred to a number of success-

ful operations covering the entire range of
intervention strategies illustrated in Table 6.2
above (e.g. Operation Onymous), they also
highlighted that to achieve sustained efforts
and long-lasting results, a strong political com-
mitment including a clear recognition of the
threat is a necessary step.'*® For example, the
United Kingdom has committed in the National
Security Strategy, Strategic Defence Security
Review 2016, to tackle the criminal use of the
dark web by establishing a new ‘Dark Web
Intelligence Unit’.’>” The creation of the unit is
to enable the analysis of multiple data sources,

Kruithof et al. (2016); intervention by national delegation during the Open briefing of the United Nations Counter-Terror-
ism Committee on 'Preventing Terrorists from Acquiring Weapons', held at United Nations Headquarters, New York, on

17 May 2017

RAND Europe expert workshop, 20-21 March 2017 (Representatives from law enforcement and policy-making com-

munity)
HM Government (2016)



Policy makers may also achieve
impact through different types of
interventions beyond the realm of
law enforcement operations.

coordinate with multiple agencies and deal
with issues at scale. This type of commitment
is critical to mobilise the necessary resources
and ensure that law enforcement agencies
receive the required top-cover’ for conducting
their operations.

Secondly, the previous sections highlighted the
challenge that law enforcement agencies face
with respect to legal restrictions. Therefore,
policy makers should also ensure that policies
and regulations are in place to empower law
enforcement agencies to investigate and pros-
ecute dark web-enabled arms trafficking while
ensuring the respecting of civil rights and dem-
ocratic principles.

Finally, at the national level, policy makers may
also achieve impact through different types of
interventions beyond the realm of law enforce-
ment operations. Similarly to what the literature
suggests with respect to drugs,'®® prevention
and education might be another intervention
strategy. This might entail building on existing
initiatives such as the gun violence preven-
tion strategy led by the US National Institute
of Justice, which encompasses a combina-
tion of different programmes tailored to local
communities,’® or initiatives promoted by

organisations like the American Psychological
Association focusing on prevention (e.g. spot-
ting warning signs in youth) and education.'®°
This 'soft’ measure may be considered as com-
plementary to law enforcement operations, and
would be more forward-looking and designed
taking into account the new generation of
digital natives.'®"

6.3.3. However, the international policy
community will also need to take
action and take account of this new
phenomenon

The proliferation of and trafficking in small
arms have been acknowledged as a global
security threat for a few decades, with the first
official milestone set by the UN in 2007 with
the adoption of the Programme of Action to
Prevent, Combat and Eradicate the lllicit Trade
in Small Arms and Light Weapons in All Its
Aspects.’®? Since then, several instruments
have been created at all levels to support
national and international efforts against small
arms proliferation. More recently, reducing
arms trafficking has been included by the UN
in the new Sustainable Development Goals
(SDGs), which in Target 16.4 state: ‘By 2030,
significantly reduce illicit arms flows’.'®3

The dark web-enabled firearms trafficking
fits in the wider context of illicit trade in small
arms and light weapons, and the majority of
the policy challenges and enablers related to
the wider category still apply (e.g. reducing

158 See for example, Christin (2013).

159 For more information see National Institute of Justice (2017)

160 For more information see American Psychological Association (n.d.)

167 Oxford Dictionaries defines a digital native as ‘A person born or brought up during the age of digital technology and so
familiar with computers and the internet from an early age’ (Oxford Dictionaries, n.d.)

162 UN (2007)

163 SDG 16: ‘Promote peaceful and inclusive societies for sustainable development, provide access to justice for all and

build effective, accountable and inclusive institutions at all levels’. The full text of Target 16.4 reads: By 2030, significant-
ly reduce illicit financial and arms flows, strengthen the recovery and return of stolen assets and combat all forms of

organized crime’. UNGA (2015)



and preventing arms proliferation and misuse,
reducing and preventing armed violence,
reducing economic and social cost of small
proliferation). Similarly, the dark web can func-
tion as an enabler and facilitate the circulation
of illegal weapons, but it requires weapons to
be available. Thus, compliance with already
existing international instruments to prevent
and combat the illicit trade, including effective
control measures to limit the availability of
illegal weapons, are, and will remain, key in
addressing this issue.

These measures include for example: efficient
marking and record-keeping practices, effec-
tive international cooperation mechanisms for
tracing illegal weapons, good physical security
and stockpile management practices, reliable
licensing and authorisations processes includ-
ing background checks.

While a full review of all international and

regional instruments falls outside of the scope of
this study, the findings of this first investigation
into dark web-enabled arms trafficking, com-
bining the data collected with the views of the
experts consulted in this study, identified specific
elements that may challenge existing instru-
ments, in addition to the more general concern
over availability of fully functioning firearms:

Trade in parts and components: definitions
of parts and components, as well as rules
regulating their trade, are not standardised.

« Trade in digital products: despite some
initial acknowledgement of the potential
threat posed by the diffusion of 3D-printing
technologies, trading in digital products that
can be used for the production of complete
firearms or individual parts remains a grey
area with little to no harmonised practice.

« Trade in replica, deactivated or other
non-live guns: while no confirmed sale

164 King (2015)

Compliance with already
existing international
instruments to prevent and
combat the illicit trade, including
effective control measures to
limit the availability of illegal
weapons, are, and will remain,
key in addressing this issue.

of non-live firearms was available during
the period of observation for this study,
the data collected in this study confirms
their availability on cryptomarkets. This,
combined with the availability of guide-
lines and tutorials on how to modify

and convert non-lethal weapons to

live firearms, also documented by this
study, increases the risk of conversion.
Conversion of firearms is a common prac-
tice and an acknowledged threat which
cryptomarkets make even more complex
to address.™%

Existing arms control instruments should not
necessarily be considered obsolete for applica-
tion to cryptomarkets, but their validity should
certainly be tested against these emerging
trends to assess the need for developing the
necessary amendments. In this regard, the
Global Firearms Programme of the UNODC
prepared an analysis of three international
legal instruments based on the results of this
study with a view to identify how or to what
extent the already existing international legal
framework provides an adequate and effective
response to dark web arms trafficking. This
analysis, provided as an annex to this report,
reviews three legally binding instruments at
international level that are of particular rele-
vance to this study:



+  The United Nations Convention against
Transnational Organized Crime (Organized
Crime Convention).

Its supplementary Protocol against the
lllicit Manufacturing of and Trafficking in
Firearms, their Parts and Components and
Ammunition (Firearms Protocol).

The Arms Trade Treaty (ATT).

These three instruments have been reviewed
by the UNODC to identify those provisions that
may support policy makers and law enforce-
ment agencies in their efforts to tackle dark
web-enabled arms trafficking. Some high-level
conclusions from this analysis are included
below, while further details are provided in the
document attached to this report.

Based on its analysis of the international legal
framework, the UNODC identified the following
high-level policy considerations:

The three international legal instruments
reviewed provide a highly relevant frame-
work as States Parties develop and
implement approaches to address illicit
trafficking in firearms, their parts and com-
ponents and ammunition on the dark web.
While the Organized Crime Convention is
almost universally applicable, it is notewor-
thy that several States figuring prominently
in the present research might have signed
the Firearms Protocol, but are not State
Party to it.’%° There are also several States
that have not yet adhered to the ATT.
Further efforts towards universalisation of
the legally binding instruments are there-
fore required.

As all three instruments provide for legal
and operational measures that can con-
tribute to addressing illicit trafficking in
firearms, their parts and components and
ammunition on the dark web, a comprehen-
sive approach to tackle the phenomenon in
the context of a changing criminal environ-
ment should take into account the modus
operandi used in web transactions and

pay particular attention to those occasions
when criminals need to leave their anonym-
ity behind.

Taking into account the personal and
geographical anonymity challenges that
transactions on the dark web bring, States
should increase their efforts to follow
through on commitments relating to
speedy and reliable international police
and judicial cooperation and information
exchange.

While some vendors might only transfer
their legally held items, there is a high risk
that criminals use cryptomarkets to trans-
fer illicitly possessed items. By strength-
ening control, preventive and security
measures over firearms, their parts, com-
ponents and ammunition, stakeholders can
reduce the risk of those items entering the
illicit market. Stakeholders should therefore
increase their efforts to fully transpose and
implement the international legal frame-
work at the domestic level, in an efficient
and comprehensive manner, including the
foreseen preventive and security as well as
enforcement measures.

165 For a full list of States Parties to the Firearms Protocol, see UNGA (2001)



Conclusions

As described in Chapter 1, the overarching
goal of this study is to provide law enforce-
ment, policy and decision makers with an
evidence-based understanding of arms traf-
ficking on the dark web in order to support
wider national and international efforts aimed
at tackling illegal trafficking in firearms and
related products.

The project team built this evidence base
based on three main pillars: 1) size and scope
(e.g. what is available on the market and in
what quantities); 2) value (e.g. what are the
dark web market prices of the products offered
and how much is the dark web arms trade
worth); 3) shipping routes and techniques
(e.g. where are vendors shipping from, where
are vendors willing to ship to — or, if possible,
where are buyers located, and how are these
items shipped).

This chapter summarises the main points emerg-
ing from the study related to these three pillars
and their implications, mapping them to the
study objectives described in Section 1.2.

General objectives

Objective 1: to understand the modus
operandi of buying and selling fire-
arms and related products on the
dark web.

Several clear web sources exist to guide
interested users in locating and choosing

marketplaces (of both kinds) on the dark
web, as well as to support buyers in identi-
fying reliable vendors. There are, at present,
two types of marketplaces found on the
dark web where firearms and related prod-
ucts are offered and sold: cryptomarkets
and vendor shops.

Cryptomarkets bring together multiple
sellers, known as ‘vendors’, managed by
marketplace administrators in return for
a commission on sales. Cryptomarkets
provide third-party services that afford

a degree of payment protection to cus-
tomers: escrow (in which payment is
released to vendors only after customers
have received and are satisfied with their
purchases) and third-party dispute adju-
dication. Cryptomarkets use cryptocur-
rencies for payment and allow customers
to provide feedback connected to their
purchases, with scores aggregated and
displayed by the marketplace to guide cus-
tomers in selecting reliable vendors and
highly rated products.

Vendor shops, also known as ‘single-ven-
dor markets’, are set up by a vendor to host
sales for that vendor alone. These vendors
sell directly to customers willing to make
purchases without the third-party services
provided on cryptomarkets. In this way,
vendors can avoid the commissions on
their sales charged by cryptomarkets and



avoid the financial risk entailed by crypto-
market ‘exit scams’. Vendor shops tend

to be more specialised and often trade on
reputation track records earned via crypto-
market selling to generate customer trust.
Many vendor shop owners trade simultane-
ously on cryptomarkets.

Once the online part of the transaction

is finalised, the products purchased are
normally shipped by post using special
shipping technigues to minimise the risk of
detection. In the context of firearms, these
techniques often involve disassembling the
weapon and shipping different parts in mul-
tiple packages.

Objective 2: to consider the viability of
dark web markets for firearms selling,
and more specifically, the extent to
which these sellers may engage in

scamming by taking payment for products they
do not deliver, or may not possess.

There is contrasting evidence in relation to
the prevalence of scamming in the context
of firearms trade on cryptomarkets. While
the general the perception among users

is that vendors selling firearms are mostly
scammers or law enforcement agencies, a
number of recent cases suggest that real
vendors also operate on cryptomarkets.
The data available does not allow to deter-
mine in a rigorous way the extent to which
scamming OCCurs.

Analysing the metrics most commonly
used by researchers to assess the proba-
bility of scamming, feedback ratings and
life-span of listings, does not provide solid
enough evidence to determine with confi-
dence that listings for firearms and related
products are mostly scams. For example,
compared to drugs, the mean feedback for
firearms is only marginally lower; in con-
trast, the mean feedback for ammunition is

higher than the mean feedback for drugs.
Looking at the life-span of listings, while it
is true that firearms have the lowest life-
span, in absolute terms the figures are
comparable in scale and the difference in
life-span may be due to the different nature
of the products being sold.

In conclusion, given the potential impact

on security of even one weapon being sold
through the dark web, the allegedly higher
possibility of scamming should not be used
as reason to dismiss or minimise the rele-
vance of the issue. From a risk assessment
perspective, as well as for policy making
and operational planning purposes, it is
recommended that, in absence of other
sources of information, each listing and
vendor are considered real while accepting
that a portion of them may be scammers
or law enforcement agencies.

Market analysis

Objective 3: to estimate the size and
scope of the trade in firearms and
related products on cryptomarkets

a. Number of dark web markets listing firearms
and related products and services for sale and
number of vendors

There were 24 English/French-language
cryptomarkets operating during our assess-
ment period. Eighteen of these markets
(75 per cent) were successfully accessed
and inspected to ascertain evidence of
arms-related selling. Of the 18 accessed
markets, 15 (83 per cent) had rules explic-
itly allowing, or not explicitly prohibiting,
arms sales. Nine markets (50 per cent) pro-
vided vendors with a dedicated firearms’
category into which vendors could place
listings, while the others included firearms
and related products into a general cate-
gory (e.g. ‘other’ or " miscellaneous).



Ammunition is rarely sold in
isolation and is more often sold

in combination with the firearm,
suggesting that vendors may have
access to a wider supply base for
the products they are offering.

60 vendor accounts were identified for
which firearms listings were held across

all accessed markets. Using PGP match-
ing, the project team estimated that this
translates to 52 unique vendors. The vast
majority (88 per cent) sold on only one
marketplace, with the remainder selling
across two (8 per cent) or three (4 per cent)
markets.

b. Range and type of firearms and related prod-
ucts advertised and sold on cryptomarkets

Of the relevant 811 listings identified by
this study, firearms represented the most
common category of product sold. Within
the firearms category, pistols are by far the
most common firearm type, followed by
rifles and sub-machine guns. The major-
ity of firearms offered for sale are live
weapons, with the exception of the sub-ma-
chine guns, where replicas are the majority.
The condition of the firearm, new or used,
does not appear as an important feature
given that more than half of the listings do
not provide information on this aspect.

Ammunition is rarely sold in isolation and
is more often sold in combination with the
firearm, suggesting that vendors may have
access to a wider supply base for the prod-
ucts they are offering. The same applies to
parts, components and accessories.

Particularly relevant is the fact that the
second most common product cate-

gory is represented by digital products.
These include both manuals on how to

manufacture firearms and explosives at
home and 3D models to enable home-
based printing of fully functioning firearms
or their parts.

From a quantitative perspective, the

811 listings identified as relevant for the
purpose of this study represent only the 0.5
per cent of the total number of listings col-
lected. This illustrates how, from a quantita-
tive perspective, the use of cryptomarkets
to sell weapons is marginal when com-
pared to other product categories.

The evidence-base does not permit the
scale of dark web arms trafficking to be
determined compared to its offline equiva-
lent. On the other hand, from a qualitative
perspective, dark web marketplaces seem
to offer both a wider range and better
quality firearms than what is normally
accessible on the streets (despite the latter
being, to a certain extent, country-specific).

Objective 4. to estimate the value of
the trade in firearms and related prod-
ucts on cryptomarkets

Prices for firearms on cryptomarkets are
generally higher than retail price, with some
variations based on the make and model.

Replica firearms appear to be significantly
more expensive than retail price, some-
times even more expensive than real
firearms.

For pistols, condition (used or new) seems
to have no significant impact on price,
while for rifles new items, as expected, cost
more than used ones.

Concerning sales, based on the estimates
generated by this study, firearms (including
their parts, components, ammunition and
accessories), explosives and digital prod-
ucts generate 136 sales per month, with
an estimated monthly gross revenue in



The United States appears as the
dominating source country in terms
of both number of listings and
number of monthly transactions.

the region of $80,000. The majority of both
transactions and gross revenue comes
from pistols, which appear to be the most
commonly traded product.

From a quantitative perspective, the value
of the monthly trade in firearms and related
products on the dark web is marginal when
compared to both other products sold on
cryptomarkets (e.g. Kruithof et al. [2016]
estimated that drugs listings generated a
total of monthly revenue of $14.2m) and to
the legal arms trade. The evidence did not
support a comparative analysis between
the value of online and offline illicit trade in
firearms and related products as no robust
estimates of the latter exist.

Concerning the volume of monthly trans-
actions, in absence of a benchmark it

is difficult to establish how 136 sales

per month on cryptomarkets relate to
the wider context of arms trafficking.
Nevertheless, from a risk assessment
perspective and in consideration of the
potential impact that arms trafficking can
have on internal security, the volume can
be considered sufficiently high to be cause
for concern for policy makers and law
enforcement agencies.

Objective 5: to identify shipping
routes and most common shipping
techniques

A large portion of shipping origins and destina-
tions remain undetermined. However, some key
observations can be drawn from the evidence:

The United States appears as the dom-
inating source country in terms of both

number of listings and number of monthly
transactions.

The overwhelming majority of listings
appear to be open to worldwide destina-
tions, making it difficult to identify where
buyers are located; where data is available,
Europe appears to be a key recipient of fire-
arms sold on the dark web.

The data suggests that the majority of the
dark web arms trade is international rather
than domestic.

Implications

On the basis of the findings outlined above,
and acknowledging both the limitations of our
methodology and the potentially disruptive role
played by scamming, it is possible to summa-
rise the main implications and considerations
as follows:

Objective 6: to identify the potential

impact of dark web enabled arms

trafficking on the overall arms black

market, with particular emphasis on
market dynamics and market actors.

The dark web is both an enabler for the
trade of illegal weapons already on the
black market and a potential source of
diversion for weapons legally owned.

The scale of the market remains limited,
making it a more viable and attractive
option for individuals and small groups
than for larger criminal groups or armed
actors engaged in conflict.

The dark web enables illegal trade at the
global level, removing geographical barriers
between vendors and buyers and increas-
ing their personal safety through a series of
anonymising features protecting the iden-
tity of individuals involved.

The veil of anonymity provided by some
key technical features of the dark web,



combined with its relative ease of access,
removes also the majority of personal
barriers, making the dark web an attrac-
tive option for a wider range of types

of individuals who may not be affiliated
to, or inspired by, terrorist or criminal
organisations.

Objective 7: to identify the potential

implications of dark web enabled

arms trafficking for law enforcement

agencies and policy makers, at both
the national and international level, including
implications for existing international legal instru-
ments designed to tackle the issue of illegal arms
trade and transnational organised crime.

Law enforcement agencies are facing a
series of operational challenges related to
the main intervention strategies which exist
to combat this problem. While some of
these challenges are inherent to the techni-
cal features of the dark web, others could
be overcome through the active involve-
ment and support of the policy-making
community, both at the national and inter-
national level.

At the national level, policy makers should
ensure that the threat posed by illegal arms
trafficking on the dark web is recognised
and adequate resources are mobilised to
ensure that law enforcement agencies are
staffed, trained and equipped to respond
effectively. In addition, policy makers
should also consider longer-term strategies
focusing on education and prevention as a
form of soft intervention.

The response to dark web-enabled arms
trafficking starts with the rigorous imple-
mentation of existing international instru-
ments designed to tackle the general issue
of arms trafficking. These instruments
provide a range of control measures to limit
the diversion of legally owned firearms to

The response to dark web-enabled
arms trafficking starts with the
rigorous implementation of already
existing international instruments
designed to tackle the general
issue of arms trafficking.

the black market and to trace illegal fire-
arms back to the last known legal owner,
providing an investigative lead into the point
of diversion.

Current international instruments regulat-
ing various aspects of the trade in firearms,
their parts, components and ammuni-

tion are offering an already solid base

to respond to the threat posed by dark
web-enabled arms trafficking, but a more
detailed analysis should be performed to
identify areas which may require updating
or further development.

Based on the analysis of the international
legal framework conducted by UNODC
(attached to this report), it appears that key
international legal instruments such as the
Organised Crime Convention, the Firearms
Protocol and the ATT provide a solid legal
basis to frame national and international
responses to dark web-enabled arms traf-
ficking. However, slow transposition and
implementation of the international legal
framework at the domestic level, as well
as the fact that certain key market players
identified in this report (e.g. the US) are not
yet State Parties to the instruments iden-
tified, limit the extent to which tools and
measures provided by such instruments
can be used in practice.

Final remarks

This study has demonstrated that significant
value can be obtained by using empirical
analysis methodologies to investigate dark



web-enabled arms trafficking. Taking into
account the caveats and limitations described
throughout the report, this study represents
the first systematic, evidence-based assess-
ment of the trafficking in firearms (including
their parts, components, accessories and
ammunition) and explosives. However, based
on the observations above, further research is
necessary to further develop the understanding
of the market characteristics (e.g. size, scope
and value of the dark web arms trafficking), the
products available and the actors involved (e.g.
buyers, vendors, administrators, and others).

In particular, in order to generate a more robust
understanding of the role of the dark web in
enabling arms trafficking, more continuous
monitoring activity should be undertaken. This
would involve repeating and refining the data
collection and analysis presented in this report
over time in order to generate historical data
that can be used to analyse trends. This would
also enable a more rigorous assessment of the
validity and applicability of current national and
international counter-arms trafficking regimes
including policies, laws and regulations, actors
and resources.
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International responses to illicit
trafficking in firearms, their parts
and components and ammunition
on the dark web

As stakeholders examine how perpetrators

of recent armed attacks such as in Munich
and Paris can access used firearms with a
seemingly low risk of being caught, the present
research shows that illicit arms trafficking on
the dark web constitutes a reality that increas-
ingly attracts public attention. For some time
now, the international community, law enforce-
ment agencies, weapons and cybercrime
experts and other stakeholders have been dis-
cussing approaches to tackle the phenomenon
of illicit trafficking on the dark web.

In this connection, one fundamental question
is what are the means and tools available to
criminal justice systems to effectively prevent

and combat this new phenomenon, and hence,
how, or to what extent, the already existing
international legal framework provides an
adequate and effective response to trafficking
in firearms, their parts and components and
ammunition on the dark web. A closer look at
the most relevant instruments and their appli-
cability can shed some light on this question.

a. Overview of the international legal
framework

There are three legally binding instruments

at international level that are of particular
relevance to the case: the United Nations
Convention against Transnational Organized
Crime (the Organized Crime Convention),

its supplementary Protocol against the lllicit
Manufacturing of and Trafficking in Firearms,
their Parts and Components and Ammunition
(the Firearms Protocol), and the Arms Trade



Treaty (the ATT)."® The first targets transna-
tional organised crime and aims at promoting
cooperation to prevent and combat it more
effectively, while the other two specifically aim
to prevent, combat and eradicate the illicit traf-
ficking in weapons, including firearms, as well as
their parts and components and ammunition.

Adopted by unanimity in the United Nations
General Assembly in November 2000, the
Organized Crime Convention constitutes the
main legal instrument at international level

to provide specific measures to prevent and
combat transnational organised crime. While
the Convention also requires States to estab-
lish certain criminal offences, this chapter
focuses on provisions relating to law enforce-
ment and international police and judicial
cooperation. As of 1 June 2017, there are 187
Parties to the Convention.™®’

The Firearms Protocol is one of three sup-
plementing Protocols to the Organized Crime
Convention, and was adopted in May 2001. It
presented the first legally binding instrument
on firearms at global level. The declared state-
ment of purpose of this legally binding instru-
ment is to ‘promote, facilitate and strengthen
cooperation among States Parties in order

to prevent, combat and eradicate the illicit
manufacturing of and trafficking in firearms,
their parts and components and ammunition’
(article 2). It provides measures relating to
the entire lifecycle of firearms, their parts and
components and ammunition, including their
manufacture, transfer, control and safety as
well as disposal. As a criminal justice instru-
ment, the Firearms Protocol further sets a
focus on criminalisation, information exchange

and international cooperation, including tracing.
As of 1 June 2017, there are 114 Parties to the
Firearms Protocol.%8

Lastly, the ATT, adopted by the United Nations
General Assembly in April 2013, aims to, among
other things, establish the highest possible
common international standards for regulating
or improving the regulation of the international
trade in conventional arms. Its provisions
mainly address the establishment of an interna-
tional weapons transfer control regime as well
as addressing diversion, reporting, international
cooperation, etc. As of T June 2017, 92 States
have ratified or acceded to the ATT.

b. Applicability of the Organized Crime
Convention, the Firearms Protocol and
the ATT

Beyond their statement of purpose, in order

to discuss the effectiveness of the introduced
international legal frameworks to address arms
trafficking on the dark web, attention must be
brought to their concrete applicability.

The Organized Crime Convention gener-

ally applies to the prevention, investigation
and prosecution of offences established in
accordance with the Convention and its sup-
plementing Protocols, where the offence is
transnational in nature and involves an organ-
ised criminal group (article 3). While this seems
to be a limitation, especially in cases where
the perpetrator does not seem to be linked

to a criminal group, it should be noted that
when States invoke the Convention to request
mutual legal assistance, which constitutes an
important tool of international cooperation in
criminal matters to facilitate the generation

166 While the 2007 Programme of Action to Prevent, Combat and Eradicate the lllicit Trade in Small Arms and Light Weap-
ons in All Its Aspects constitutes another crucial step in advancing the fight against the illicit proliferation of weapons, it
is not taken into account in this chapter due to its non-legally binding nature

167 In fact, there are only 11 UN member states that are not Party to the Organized Crime Convention

168 For a complete list of States Parties to Firearms Protocol, see UNGA (20071)



of admissible evidence in the jurisdiction of

the prosecuting State, it is sufficient for the
requesting State to have reasonable grounds
to suspect that the offence is transnational in
nature and that it involves an organised crimi-
nal group (article 18 paragraph 1). This sets a
lower evidentiary standard intended to facilitate
assistance requests for the purpose of deter-
mining whether elements of transnationality
and organised crime are present and whether
international cooperation may be necessary
and may be sought under the Organized Crime
Convention for subsequent investigative meas-
ures, prosecution or extradition.’®® The provi-
sions of the Convention apply mutatis mutandis
to the Firearms Protocol (article 1 paragraph 2
of the Firearms Protocol).’”°

The scope of application of the supplementing
Firearms Protocol, on the other hand, relates to
preventing and combating the illicit manufactur-
ing of and trafficking in firearms, their parts and
components and ammunition (article 4). The
research identified all of these items as being
offered and transferred through the dark web.
Digital products, such as manuals or instruc-
tions for the manufacturing or modification

of arms and explosives as well as digital files

for 3D printing firearms, which was the sec-
ond-largest category of items identified as being
transferred, seem to fall outside the scope of the
transfer control regime set up by the Firearms
Protocol and the other instruments.'”!

The general requirements that the Firearms

169 UNODC (2004, 221)

Protocol sets for export, import and transit
control systems, including the establishment
of export and import licensing or authorisation
systems, relate exclusively to international
transfers of firearms, their parts and compo-
nents and ammunition (article 10). On the other
hand, the implicit requirements for manufactur-
ers, to have a valid licence or authorisation from
the competent authority of the State where

the manufacture or assembly of the governed
items takes place, and to apply the marking
requirements established by the Protocol for
firearms, are valid also for items purchased or
produced at local level (article 3 d).

The Firearms Protocol further commits States
Parties to establish certain criminal offences,
such as the illicit manufacturing of and the
illicit trafficking in firearms, their parts and
components and ammunition, as well as the
attempt to commit these offences and several
modalities of aiding and abetting (article 5
paragraph 1 a, b, 2). The Protocol defines illicit
trafficking to comprise different variations of
transfer of the regulated items (such as import,
export, sale and acquisition) 'from or across the
territory of one State Party to that of another

if any of the State Parties concerned does not
authorize it or if the firearms are not marked' in
accordance with the measures set out in the
Protocol. The Protocol applies similar applica-
bility criteria as its parent Convention when it
comes to law enforcement and international
cooperation measures, stating that those
measures should apply to the investigation

170 The term 'mutatis mutandi’ should be interpreted to mean ‘with the necessary modifications’ or ‘with such modifica-
tions as the circumstances require’; see UNODC (2004, 472)

177 The 2008 Report of the Group of Governmental Experts to examine the feasibility, scope and draft parameters for a
comprehensive, legally binding instrument establishing common international standards for the import, export and
transfer of conventional arms (UNGA, 2008) noted that the types of weapon systems, equipment and their compo-
nents being manufactured in cooperation, under joint ventures and licensing was increasing and that most arms
producing States were increasingly relying on technology transfers and upgrades from external sources, rather than

from their own indigenous production. In this context, while e-books and manuals with instructions for the manufacture
or modification of firearms, their parts and components and ammunition as well as 3D printing files could potentially be
counted, these are not covered by the ATT.



and prosecution of this offence where it is
transnational in nature and involves an organ-
ised criminal group (article 1 paragraph 2, 4 of
the Firearms Protocol). It should however be
noted that at national level, the offence shall be
established in the domestic law of each State
Party independently of the involvement of an
organised criminal group (article 34 paragraph
2 of the Convention).

The offence of illicit manufacturing of firearms,
their parts and components and ammunition
(article 5 paragraph 1 a) can also be of some
utility in our specific context. The definition of
illicit manufacturing provides for diverse varia-
tions of the offence, which applies to the man-
ufacturing or assembly of those items, when
(a) illicitly trafficked parts and components are
used; (b) the activity is done without a licence
or authorisation from the competent authority
where the activity takes place; or (c) where the
so-manufactured or -assembled firearms are
not marked in accordance with the marking
requirements of article 8 of the Protocol. There
is a high risk of buyers, subsequent to the
transfer of the purchased items, committing
the offence in the specific context referred to in
this research. This can for example be the case
when buyers manufacture weapons based on
a purchased e-book providing instructions for
the manufacture of firearms or using digital
files for 3D printing firearms without holding a
licence to do so or without marking the manu-
factured firearm as required. It can also be the
case when buyers reassemble the firearms that
were previously purchased on the dark web
and disassembled by the vendor with a view to
disguising the consignment from customs and
postal service screenings (see section 5.4.7).

The above shows that the relevant provisions
on transfer controls, law enforcement, inter-
national cooperation and the offences of the
Firearms Protocol seem to be mainly applica-
ble to international cases of illicit trafficking
in firearms, their parts and components and

ammunition on the dark web. There might
however be a need to further explore the extent
to which the requirement of a cross-border
element is met purely by the fact that dark web
traffic is routed across multiple IP addresses in
different countries and through multiple inter-
national relays.

Lastly, the ATT and its transfer control regime
apply to different modalities of international
transfers of several categories of conventional
arms, including, among others, firearms, their
parts and components and ammunition. The
scope of the Treaty is clearly geared towards
addressing the international dimension of the
trade. The export criteria to assess the risks

of diversion and illicit trafficking apply prior

to the actual transfer and pre-suppose the
observance of an established regulatory and
control mechanism, which — as described
above — would be completely circumvented by
the purchases via the dark web. However, what
appears clear is that cases of illicit domestic
trafficking of these items through the dark web
would not be covered by this instrument.

b1. Involvement of an organised criminal
group

In order to invoke the cooperation provisions
under the Organized Crime Convention and the
Firearms Protocol, States must therefore prove
or at least have the suspicion that the offence
involves an organised criminal group and is of
transnational nature.

The Convention defines an organised criminal
group as a ‘structured group of three or more
persons, existing for a period of time and acting
in concert with the aim of committing one or
more serious crimes or offences established
in accordance with this Convention [or the
Protocols thereto], in order to obtain, directly or
indirectly, a financial or other material benefit’
(article 2 a). The research presents some
useful indications as to when the involvement
of such a group is likely. Hints of a possible



involvement of more than three persons in
the illicit transfers arise at different levels:

as vendors often seem to advertise firearms
as a package deal with ammunition or parts
and components, this may suggest that the
vendor can procure requested items through
a channel or network of contacts (see discus-
sion after section 3.2.1). This possible con-
clusion could also be supported by the fact
that the total of 339 firearms-related listings
were assigned to only 60 vendor accounts
(see section 4.3.1). While the research explains
that many vendors might entertain several
listings for the same item, there is also a pos-
sibility that the comparatively small number
of vendors can rely on a larger arsenal of fire-
arms, parts and components and ammunition
that are not their personal items but procured
through a network of people. Moreover, the
mere possibility to verify how many and what
listings an individual vendor maintains can
provide useful insights into the vendor’s portfo-
lio. A vendor offering firearms as well as drugs
and other items that are illicitly procured over
the dark web, might be a member of a struc-
tured group that traffics firearms and other
items for a material benefit. As discussions
and research on the topic continue, further
attention should also be brought to the ques-
tion of the extent to which an individual vendor,
who only relies on selling personal items, can
efficiently maintain a good reputation on the
dark web, which, as the research explains, is
fundamental for attracting buyers.

Lastly, there might be a need to further analyse
the extent to which the definitions provided

by the Organized Crime Convention for the
'structured”? and the ‘organized criminal’

group can be applied in the context of the
changing criminal environment in the virtual
world, where anonymous vendors and buyers
can transact across a seemingly unlimited
geographical reach without knowing each
other. In this connection, it might be worthwhile
to note that according to the interpretative
notes for the official records of the negotiation
of the Organized Crime Convention and the
Protocols thereto (A/55/383/Add.1, par.4), the
term ‘structured group’ is meant to be used in a
broad sense, so as to include both groups with
a hierarchical or other elaborate structure and
non-hierarchical groups, where the members
are not formally specified. This concept is
therefore meant to involve all instances of
crimes that involve any element of organised
perpetration.’”® In practical terms, this would
suggest that in our specific context, not only is
there no need to have a clear definition of the
roles and functions of each group member, but
the members themselves do not even need to
know each other in person in order to form a
structured group.

The other distinctive qualifier of an ‘organised
criminal group’, namely the aim to ‘obtain,
directly or indirectly, a financial or other mate-
rial benefit’ seems to be largely fulfilled in our
specific cases, as it relates to crimes with tan-
gible and non-monetary objectives and aims
to exclude conspiracies with purely non-ma-
terial objectives, such as ideological goals, for
example.’”4

b2. Transnational nature of the offence

As outlined above, the offence of ‘illicit traffick-
ing'in firearms, their parts and components
and ammunition as set out in the Firearms

172 According to the Convention, a 'structured group’ shall mean a group that is not randomly formed for the immediate
commission of an offence and does not need to have formally defined roles for its members, continuity of its member-

ship or a developed structure’ (UNGA 2000, article 2¢)

173 UNODC (2004, 14)
174 UNODC (2004, 23)



Protocol requires the physical, cross-border
transfer of items from or across one State
Party to another State Party.

The list of available shipping locations used

by firearms vendors (Box 5.1 in section 5.2)
shows that vendors are generally willing to
transfer items from mainly North American and
European countries to all parts of the globe,
including explicitly, among others, Africa, Asia,
North and South America and Europe. The
research further indicates that only 9 per cent
of the total identified confirmed transactions
were of domestic nature (see discussion in
section 5.1). Taking into account the scope of
the research and the introduced caveats, this
result still seems to provide a basis for law
enforcement agencies to conduct investiga-
tions with reasonable grounds to suspect that
the transfer of intercepted items was in fact of
a transnational nature.

Although not explicitly required under the
Protocol, it might be a good practice for States
to consider establishing a separate offence
that criminalises domestic illicit transfers of
firearms, their parts and components and
ammunition, including on the dark web, i.e.

that does not set the cross-border transfer
requirement. Several States already have
similar provisions in place that complement the
mandatory international trafficking offence of
the Protocol. If States were to categorise such
conduct as ‘serious crime’,'’® the provisions

of the Organized Crime Convention would be
applicable under the condition that an organ-
ised criminal group is involved and the offence
is of transnational nature (article 3 paragraph

1 of the Convention). Regardless of the spe-
cific cross-border element introduced by the
Firearms Protocol in the offence of illicit traf-
ficking’, the Convention considers an offence to

be of transnational nature if: ‘(a) It is committed
in more than one State; (b) It is committed in
one State but a substantial part of its prepara-
tion, planning, direction or control takes place in
another State; (c) It is committed in one State
but involves an organized criminal group that
engages in criminal activities in more than one
State; or (d) It is committed in one State but has
substantial effects in another State’ (article 3
paragraph 2).

c. Measures that contribute to tackling
illicit trafficking through the dark web

From a regulatory perspective, the transfer
control system and the requirement to obtain
export and import authorisations as set up

by the introduced legal framework (article 10
of the Firearms Protocol, articles 5 to 8 of the
ATT) seem to be completely circumvented by
parties to illicit firearms transactions on the
dark web who benefit from the personal and
geographical anonymity features that the trade
on the dark web bring.

Beyond this, the international legal framework
provides additional legal and operational meas-
ures that the different stakeholders and actors
of the law enforcement system can undertake
as part of a comprehensive and integrated
strategy to prevent, combat and eradicate the
illicit trafficking in firearms, their parts and
components and ammunition, especially on the
dark web.

c1. Legal perspective

From a legal perspective, there is first of

all a need to examine how to strengthen
control over marketplace administrators.
The research explains that administrators of
cryptomarkets perform essential functions
in transactions by providing a platform that

175 According to the Convention, a ‘serious crime’ shall mean ‘conduct constituting an offence punishable by a maximum
deprivation of liberty of at least four years or a more serious penalty’ (UNGA 2000, article 2b).



allows the display of business opportuni-

ties, facilitates the establishment of contact
between the involved parties and builds confi-
dence between vendors and buyers by offering
payment escrow services and setting up feed-
back features (section 2.2).

Given this important role that marketplace
administrators play in creating business oppor-
tunities and enabling their materialisation, an
in-depth analysis of whether existing broker-
ing regulations as provided by the Firearms
Protocol and the ATT would be applicable, is
required. While none of the introduced inter-
national instruments contains a definition of
brokers, a 2007 Report of a UN Governmental
Group of Experts defines them as ‘a person

or entity acting as an intermediary that brings
together relevant parties and arranges or facil-
itates a potential transaction of small arms
and light weapons in return for some form of
benefit, whether financial or otherwise'."’® The
Expert Group report further specifies that bro-
kering activities can include, among others,
serving as a finder of business opportunities
to one or more parties; putting relevant parties
in contact; assisting parties in proposing,
arranging or facilitating agreements or possible
contracts between them; assisting parties in
obtaining the necessary documentation; and
assisting parties in arranging the necessary
payments. This definition and examples have
also been integrated in the International Small
Arms Control Standards (ISACS), which are a
set of voluntary standards developed by the UN
and other partners to provide a clear, practical
and comprehensive guidance to practitioners
and policy makers on fundamental aspects of
small arms and light weapons control.’”’

While many countries do not have an arms
brokering control system in place, it should

176 UNGA (2007)
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be noted that the Firearms Protocol requests
State Parties to consider establishing such a
system (article 15). Moreover, this provision
was recently reinforced by the ATT, which
made it mandatory for States Parties to regu-
late brokering activities taking place under their
jurisdiction (article 10). The establishment of a
comprehensive arms brokering control system,
including the establishment of illicit brokering
as a criminal offence, might therefore consti-
tute an important preventive measure and a
precondition for an effective criminal justice
response to illicit brokering activities conducted
on the dark web and elsewhere.

A second fundamental legal question relates
to the competent authority of law enforcement
agencies and jurisdiction of courts of States
that intend to operationally fight against illicit
arms trafficking on the dark web.

The Organized Crime Convention does not
stipulate within which geographical scope law
enforcement agencies have the authority to
investigate offences. While this depends on the
national legislation of the concerned countries,
it is generally assumed that law enforcement
agencies are authorised to conduct investiga-
tions within the geographical scope of their
own territory.

As regards the question of jurisdiction, the
Convention provides that States Parties must
establish jurisdiction over all offences estab-
lished by the Convention and any Protocols to
which the State in question is a party commit-
ted within the territory of the State, including
its marine vessels and aircraft (article 15 of
the Convention, article 1 paragraph 2 of the
Firearms Protocol). States are also required
to establish jurisdiction in cases where they
cannot extradite a person on grounds of nation-
ality. Furthermore, States are encouraged to



establish the optional jurisdiction in all other
circumstances, when the nationals of a State
are either victims or offenders, or when the
offence is committed outside the territory, but
with a view to the commission of a serious
crime within its territory, or with a view to laun-
dering the illicit proceeds deriving from these
offences within its territory.

While the offence of illicit trafficking in firearms,
their parts and components and ammunition is
generally committed in the respective countries
where the offenders ship and receive the items
(i.e. the exporting and importing States), inves-
tigations might also have to take place in third
countries. These may include, among others,
the country where the accused offenders
reside in cases where items are shipped from
or to a third country, or, even though difficult

to determine, the country where the server on
which the cryptomarket operates is located.

Challenges relating to the authority of law
enforcement agencies can also be resolved on
the basis of the Organized Crime Convention
through bilateral and multilateral agreements
as well as international police cooperation
mechanisms that can help to practically
broaden this scope of authorised intervention.

c2. Operational perspective

The introduced international legal framework
provides for several operational measures that
law enforcement agencies and other author-
ised stakeholders can employ to support the
fight against illicit firearms trafficking on the
dark web, where the act is transnational in
nature and involves an organised criminal
group. The following constitutes an overview of
the most relevant measures.

+ Information exchange — The exchange
of information, including on organised
criminal groups involved in firearms traf-
ficking, means of concealment, modus
operandi, and scientific and technological

information that enhances a State’s abili-
ties to counter illicit firearms trafficking, is
regulated in all three instruments (article
12 of the Firearms Protocaol, article 28 of
the Organized Crime Convention, article
15 of the ATT). Those provisions reflect
the underlying conviction that knowledge
and information exchange can positively
contribute to advancing the fight against
illicit firearms trafficking. Such informa-
tion exchange must be encouraged and
facilitated at all levels, including through
spontaneous exchanges of information
on criminal matters between competent
authorities, without prior requests (article
18 paragraph 4 of the Organized Crime
Convention).

Border control and transborder coopera-
tion — In order to increase the effectiveness
of import, export and transit controls, the
Firearms Protocol requires States Parties
to conduct border controls as well as
police and customs transborder cooper-
ation (article 11 b). The Organized Crime
Convention reinforces transborder coop-
eration by encouraging States Parties to
conclude bilateral and multilateral agree-
ments that facilitate the establishment

of joint investigative bodies (article 19)
and to allow direct cooperation between
their law enforcement agencies (article

27 paragraph 2). Both provisions provide
frameworks to facilitate and enhance effec-
tive coordination among law enforcement
agencies, such as through the exchange of
personnel and other experts, the posting
of liaison officers or other means of direct
cooperation. Moreover, speedy and relia-
ble information exchange is considered a
cornerstone of effective law enforcement
cooperation and the Convention requires
States Parties to establish channels of
communication in order to facilitate the
secure and rapid exchange of information
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concerning all aspects of the offences
covered by the Convention and its
Protocols (article 27 paragraph 1).

International judicial cooperation — Two

of the key measures provided by the
Organized Crime Convention, namely
mutual legal assistance (article 16) and
extradition (article 18), relate to interna-
tional cooperation among judicial organs.
These measures help to ensure that
admissible evidence and the accused
offender are present in the territory of the
State that has assumed jurisdiction. As
outlined above, a State Party can request
mutual legal assistance if it has reasonable
grounds to suspect that the investigated
offence is transnational in nature, including
that victims, witnesses, proceeds, instru-
mentalities or evidence of the offence are
located in the requested State Party and
that the offence involves an organised
criminal group (article 18 paragraph 1). The
underlying philosophy of the Organized
Crime Convention is to promote effective
cooperation in criminal matters at all levels
and by all means, providing the tools and
measures necessary to overcome the often
formal, legalistic and procedural obstacles
that may hamper effective cooperation, and
suggesting forms and ways to expedite and
simplify, where possible, the means and
methods of cooperation among States.

Special investigative techniques — The
Convention further foresees special inves-
tigative techniques such as controlled
deliveries, electronic and other forms of sur-
veillance, undercover operations and other
measures that the investigating State Party
deems appropriate and that are permitted
by the basic criminal procedure principles

UNODC (2004, 183)
UNODC (2004, 165)

of its domestic legal system (article 20).
These techniques are especially useful

in dealing with sophisticated organised
criminal groups because of the dangers
and difficulties inherent in gaining access
to their operations and gathering infor-
mation and evidence for use in domestic
prosecutions, as well as providing mutual
legal assistance to other States Parties.'’®
In many cases, less intrusive methods will
simply not prove effective, or cannot be
carried out without unacceptable risks to
those involved. Traditionally, the inclusion of
these special investigative techniques often
almost exclusively applied to drugs traffick-
ing cases, also because their use was first
encouraged through the international drug
control regime; but increasingly, their use
and application has expanded also to other
criminal offences. A renewed understand-
ing of these techniques and their applicabil-
ity to different forms of crimes and different
criminological environments, such as the
dark web, is required to find the best way to
operationalise and apply these tools to the
new context.

Cooperation with law enforcement author-
ities — The investigation of sophisticated
transnational criminal groups and the
process of enforcing the law against them
can be greatly assisted by the cooperation
of members and other participants in the
criminal group.’”® The Organized Crime
Convention therefore requests States
Parties to take appropriate measures to
encourage persons who participated in
organised criminal groups to cooperate
with the law enforcement agencies by
supplying insights and useful information
as well as factual and concrete help that



may contribute to depriving those groups
of their resources (article 26). This type of
incentives was developed for criminal sit-
uations in which the level of integration of
the members of a criminal group is highly
compact and not penetrable by outsiders,
so that only the support of insights from
members of the group can help. The more
unknown the environment to the outside
world, the more important will it be for
criminal justice systems to provide for
incentives, rewards or ‘golden bridges’ that
can encourage this type of cooperation.
This would apply particularly to the situa-
tion under review.

Preventive and security measures — As
rightly highlighted in the previous chapter
(section 6.3.2), for criminals to traffic
firearms, their parts and components and
ammunition through the dark web, those
items must be available and accessible
to the vendor. The most important meas-
ures to reduce illicit availability of these
items are foreseen in the introduced inter-
national legal framework. Those include
stockpile management — including the
marking and record-keeping of firearms
(articles 7,8 and 11 a of the Firearms
Protocol); establishment and promotion
of best practices and policies aimed at
preventing transnational organised crime
(article 31 paragraph 1 of the Convention);
seizing, confiscating and disposing of
firearms, their parts and components

and ammunition that have been illicitly
manufactured or trafficked (article 6 of
the Firearms Protocol); deactivation of
firearms that are no longer intended to

be operational (article 9 of the Firearms
Protocol); and the establishment of a
comprehensive and secure transfer and
brokering control regime (articles 10, 15 of

the Firearms Protocol, article 5 and follow-
ing of the ATT).

The above shows that all introduced instru-
ments provide operational measures that can
greatly contribute to addressing illicit trafficking
in firearms, their parts and components and
ammunition on the dark web. Based on these
measures, States should develop comprehen-
sive approaches to tackle the phenomenon.
This requires, however, that stakeholders
adapt their approaches and investigative tech-
nigues from the ‘real’ to the 'virtual’ world and
the changing criminal environment. These
approaches should pay particular attention to
the modus operandi used in web transactions,
such as parcel deliveries of the procured items
and the use of cryptocurrencies as payment
modality. They should further focus on those
occasions when criminals need to leave their
anonymity behind. The latter cases include

in direct communications between vendors
and buyers, when shipping or receiving parcel
deliveries, when cryptomarket administrators
request listing of their marketplace on a web
page indexed on the clear web, or when the
shipment is actually taking place after the com-
pletion of the transaction on the dark web.

d. Policy-level conclusions

The above allows us to draw the following poli-
cy-level conclusions:

The introduced legal instruments provide a
highly relevant framework as States Parties
develop and implement approaches to
address illicit trafficking in firearms, their
parts and components and ammunition on
the dark web. While the Organized Crime
Convention is almost universally applicable,
it is noteworthy that several States figuring
prominently in the present research might
have signed the Firearms Protocol but
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are not State Party to it.’® There are also
several States that have not yet adhered to
the ATT. Further efforts towards universal-
isation of the legally binding instruments
are therefore required.

As all three instruments provide for legal
and operational measures that can con-
tribute to addressing illicit trafficking in
firearms, their parts and components and
ammunition on the dark web, a comprehen-
sive approach to tackle the phenomenon in
the context of a changing criminal environ-
ment should take into account the modus
operandi used in web transactions and

pay particular attention to those occasions
when criminals need to leave their anonym-
ity behind.

Taking into account the personal and
geographical anonymity challenges that
transactions on the dark web bring, States

should increase their efforts to follow
through on commitments relating to
speedy and reliable international police
and judicial cooperation and information
exchange.

While some vendors might only transfer
their legally held items, there is a high risk
that criminals use cryptomarkets to trans-
fer illicitly possessed items. By strength-
ening control, preventive and security
measures over firearms, their parts and
components and ammunition, stakeholders
can reduce the risk of those items enter-
ing the illicit market. Stakeholders should
therefore double their efforts to fully trans-
pose and implement the international legal
framework at the domestic level, in an effi-
cient and comprehensive manner, including
the foreseen preventive and security as
well as enforcement measures.

For a full list of State Parties to the Firearms Protocol, see UNGA (2001)






Appendix A — Glossary™

Term Explanation/definition

Administrator The administrator sits ‘at the top of the cryptomarket hierarchy' and
within this role has 'full access to the cryptomarket’ (Martin 2014, 18). The
administrator has an executive and managing role on the marketplace,
is responsible for the policies on the marketplace and ‘fulfils the role of
treasurer with regard to cryptocurrency’ (Van Slobbe 2016, 79).

Ammunition The complete round or its components, including cartridge cases, primers,
propellant powder, bullets or projectiles, used in a firearm. (UNGA, 2001)

Buyer Customers on cryptomarkets who buy goods on vendors’ seller pages, can
provide feedback on these purchases and may be involved in discussions
on forums.

Bitcoin The best-known and most popular cryptocurrency or virtual currency,

used on cryptomarkets to make purchases. On Silk Road, only Bitcoin
was supported as a payment currency. Bitcoins are not issued by any
government, bank or organisation, and can be purchased in person or
through online exchanges such as CoinBase.

Cryptocurrency ‘A peer-to-peer, client-based, completely distributed currency that does not
depend on centralised issuing bodies (a ‘sovereign’) to operate. The value
is created by users, and the operation is distributed using an open-source
client that can be installed on any computer or mobile device’ (Guadamuz
& Marsden 2015) As a virtual asset, in contrast to traditional printed units
of fiat money, cryptocurrency cannot be completely destroyed or lost and
new units are impossible to create.

Crypto-exchangers Cryptocurrencies can be purchased through online exchanges such as
CoinBase.
Clear web (or clear The open part of the internet that is indexed by search engines.

net or surface web)

181 Adapted from Kruithof et al. (2016).



Term Explanation/definition

Cryptomarket Online marketplace on the hidden part of the web that has been
intentionally hidden and is inaccessible through standard web browsers. It
sells illegal drugs and other goods and services and customers can search
and compare products and prices across multiple vendors (EMCDDA
2015).

Customer feedback When making a purchase, customers are strongly encouraged to leave
feedback. This feedback is posted underneath each listing and usually
includes a date, a message (e.g. ‘Great product, fast delivery, would repeat
business’) and a score. Customer feedback as a proxy for transactions
will always result in an extent of underestimation of actual transactions
(Aldridge & Décary-Hétu 2014; 2016b; Christin 2013; Soska & Christin
2015).

Deactivated (gun) Genuine firearm which has been rendered inoperable (i.e. incapable of
expelling a projectile) (King 2015).

Dark net (or dark web  The hidden part of the internet that is not indexed by search engines
or hidden web) (Aldridge & Décary-Hétu 2014; Martin 2014).

Encryption The process of encoding a message or information and making it
unreadable by using an algorithm.

Exit scam Scam whereby the site’s administrators suddenly take the market offline
and steal users’ money kept in their escrow accounts (Woolf 2015).

Finalise early (FE) A circumvent escrow that ensures direct payment without funds first being
held in escrow as a backup measure in times of high concerns over exit
scams or law enforcement seizure, reducing the risk that vendors and
buyers lose the funds held in escrow.

Escrow An arrangement in which the keys needed to decrypt encrypted data are
held in escrow so that, under certain circumstances, an authorised third
party may gain access to those keys. Payment is only released to the
vendor when the buyer has finalised the sale by indicating that the product
has been delivered.

Firearm Any portable barrelled weapon that expels, is designed to expel or may
be readily converted to expel a shot, bullet or projectile by the action of an
explosive, excluding antique firearms or their replicas. Antique firearms
and their replicas shall be defined in accordance with domestic law. In no
case, however, shall antique firearms include firearms manufactured after
1899 (UNGA 20071).

llicit manufacturing Manufacturing or assembly of firearms, their parts and components or
ammunition:
(i) from parts and components illicitly trafficked; (i) without a licence or
authorisation from a competent authority of the State Party where the
manufacture or assembly takes place; or (iii) without marking the firearms
at the time of manufacture in accordance with article 8 of the UN Firearms
Protocol. (UNGA 2001)




Term Explanation/definition

llicit trafficking Import, export, acquisition, sale, delivery, movement or transfer of firearms,
their parts and components and ammunition from or across the territory
of one State Party to that of another State Party if any one of the States
Parties concerned does not authorise it (UNGA 2001).

Marketplace In the context of this study we refer to online marketplaces, which bring
together multiple sellers in one location.

Moderator Moderators ‘are ranked below administrators in the cryptomarket
hierarchy and assist with lower-level site maintenance and customer
support’ (Martin 2014, 18). As such, the moderator has less access
to the infrastructure of the marketplace and user information than
the administrator (Martin 2014; Van Slobbe 2016). Moderators could
sometimes receive a salary from the administrators (Martin 2014).

Multisignature escrow A cryptographic tool that allows buyers to put bitcoins in an escrow
account that requires sign-off from two out of three parties — the buyer,
the seller and the website itself — to retrieve the funds. (Mounteney et al.
2016).

Operation Onymous Operation Onymous was an internationally coordinated police operation
led by the FBI in the United States and involving authorities in 21 countries
(Europol 2015). On 5 November 2014, the FBI, together with the US Drug
Enforcement Administration, Homeland Security Investigations and
European law enforcement agencies acting through Europol and Eurojust,
shut down multiple marketplaces including Silk Road 2.0.

Parts and Any element or replacement element specifically designed for a firearm

components and essential to its operation, including a barrel, frame or receiver, slide
or cylinder, bolt or breech block, and any device designed or adapted to
diminish the sound caused by firing a firearm (UNGA 20071).

PGP Key Pretty Good Privacy is a data encryption that provides end-to-end
cryptographic privacy and authentication that vendors use to encrypt their
communications, whereby each individual has a unique PGP key (Cox
2016b).

Reddit Reddit is a website for online content covering a broad range of topics
where registered members can enter and share content.

Replica (gun) A device that is not a real firearm, but that was designed to look exactly
or almost exactly like a real firearm. Replica firearms include blank-firing/
alarm firearms, air guns or even toy guns (King 2015).

Silk Road The first large anonymous online cryptomarket located on the dark net.
It was founded in 2011 and was shut down by the FBI in 2013 (Aldridge
& Décary-Hétu 2014; Martin 2014). Several weeks after the taking down
of Silk Road, Silk Road 2.0 was launched, which is why the former is also
referred to as Silk Road 1.0 or SR1.




Behind the curtain

Term Explanation/definition

Stealth listings Vendors can create listings that are not available for public view, referred
to as ‘stealth’ listings. Vendors send links to these listings privately, but
transactions are still processed via the marketplace with escrow facilities
remaining available to protect buyers (Aldridge & Décary-Hétu 2014).

Tor Anonymising software that uses encryption to make it difficult for anyone
to trace IP addresses (i.e. codes assigned to each computer on the
internet) (Barratt 2012, 683).

Tracing Systematic tracking of firearms and, where possible, their parts and
components and ammunition from manufacturer to purchaser for the
purpose of assisting the competent authorities of States Parties in
detecting, investigating and analysing illicit manufacturing and illicit
trafficking (UNGA 2007).

Vendor A vendor sells his or her (illegal) goods to customers through his or her
own seller page (Martin 2014).

Vendor shops A cryptomarket that is run by one vendor, which allows vendors to deal
directly with their customers avoiding the risks associated with third-
party escrow or the need to pay a commission to the cryptomarket
administrators.

Web crawler Software that methodologically archives websites and extracts information
from them. To do so, it starts at a fixed web page (usually the homepage),
downloads that page and parses it for hyperlinks to other pages hosted on
the same website. It then follows each hyperlink, adding new hyperlinks it
discovers to its list of pages to visit until no new pages are found.

Web scraper A computer software technique to extract information from downloaded
web pages identified by a web crawler.




Appendix B — A brief history of firearms

on the dark web

The emergence of firearms on the
dark web

The sale of firearms on the dark web has been
a contentious topic among buyers, vendors
and market administrators — let alone law
enforcement agencies and the broader public
— since the emergence of early cryptomarkets.
The Silk Road (SR1) rose to notoriety in June
2011 after an article posted on the technology
blog Gawker uncovered the workings of the
cryptomarket,'®2 which drew others to label it
as an ‘Amazon or eBay’ for drugs.'® At the time,
SR1’s anonymous administrator (known by the
moniker Dread Pirate Roberts [DPR]) limited
the terms of service and banned ‘anything
who's [sic] purpose is to harm or defraud, such
as stolen credit cards, assassinations, and
weapons of mass destruction.’®* Despite the
illegal activities they facilitate, most dark web
markets still have a code of conduct.

Seven months later, Gawker covered the
reversal of SR1's terms of service and policy
on listing weapons, whereby an ‘entire
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subcategory for firearms has sprung up."®® The
sale of weapons on SR1 caused controversy
among users, most of whom were primarily
concerned with the sale of narcotics, and took
to message boards and forums to express
their views. Selling weapons on cryptomarkets
has the obvious benefit of financial gain for the
site administrators, who take a commission on
sales. Arguably, banning the sale of weapons
should reduce attention from law enforcement
agencies; it should also reduce the likelihood
of vendors scamming buyers over high-value
weapons and align with the principle of reduc-
ing third-party harm. By January 2012 SR1 had
a meagre total of 13 firearms listings, which
included handguns, semi-automatic rifles,
ammunition and a silencer.'®®

‘The Armory’: The first
cryptomarket for weapons

By early 2012, the weapons section of SR1 had
been spun off onto a separate cryptomarket
called "The Armory’.187 Promising the timely
delivery of weapons to anywhere around the



world, The Armory utilised a standard cryp-
tomarket design: access was permitted to
anyone worldwide using the Tor network, in
combination with Bitcoins,'® plus escrow ser-
vices were provided by the market to protect
buyers from vendor fraud. A Gizmodo journalist
posing as a buyer wanting to equip a ‘private
army and overthrow a 3rd world government’
was able to source an arms trafficker willing

to sell him military-grade equipment, includ-
ing ‘artillery, MANPADS [Man-portable air-de-
fence systems], ordnance, APCs [Armoured
Personnel Carriers], Helos [helicopters].."’®° The
journalist pondered ‘the huge and necessary
question’ about the authenticity of vendors:

".Are these people real? Is [it] just an elab-
orate scam...? ..Are these ‘dealers’ just
putting together a federal sting operation?
Sure, maybe — but there’s plenty of reason
to believe this is just as terrifyingly real as
it looks!

The Armory, like all cryptomarkets, was sus-
ceptible to scammers looking to defraud
buyers.’ The high average price of weapons
when compared to individual quantities of
drugs seemed to make them a more lucrative
product segment to scam. The vendor ‘Arms
Depot’ reportedly took up half of the listings
on the cryptomarket and directed traffic to
his own vendor shop with reduced prices,
where the transaction was finalised using the

40/60"" method.’®? Arms Depot used their
technical knowledge and delaying tactics to
successfully scam users on the cryptomar-
ket.’® Approximately six months after opening,
in July 2012 The Armory closed. In a note
posted on the cryptomarket, subsequently
re-blogged on the clear web, DPR explained the
server costs were too high in proportion to the
volume of sales, and ‘it just wasn't getting used
enough’, without mentioning the prevalence

of scamming.”* All vendors were instructed

to finalise their sales and ‘withdraw your coins
before the end of the countdown'’. To avoid
resentment from vendors who might have lost
money when paying a ‘'vendor bond’ to open
their account, DPR suggested they ‘contact us
on the armory [sic] and we'll get you a refund’.
Without hesitation, DPR silenced any specula-
tion that SR1 would allow the sale of guns: The
answer there is most definitely NO."

Following the policy reversals of early crypto-
market admins, the sale of weapons online in
2013 was headed into a phase characterised
by mistrust, sophisticated scams and fraud,
as shown below. The single-vendor site and
weapons dealer ‘Executive Outcomes’ (EO)
drew press coverage in the media, which may
have boosted traffic and sales numbers.’®® By
November 2013, EO was believed to be a scam
site since it attracted critical reviews on the
clear web and condemnation by the founder
of the private military company established

188 Bitcoins are not untraceable by design, yet obfuscation techniques of Bitcoin ‘tumbling” are commonly used in attempts
to anonymise payments on the public ledger.
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in 1989, trading under the same name.”” As
part of Operation Onymous in November 2014,
where raids were carried out on over 400 dark
web .onion addresses, the Federal Bureau of
Investigation (FBI) confirmed in a press release
that EO's servers had been seized.’®®

In another sophisticated scam, a non-SR1-af-
filiated version of The Armory opened in July
2013, riding on the reputation and notoriety
of the original version that closed 12 months
prior.’®® The site has since attracted negative
comments and allegations of scamming on
the clear web.? In an interview with a Vocativ
journalist in February 2014, the site admin(s)
answered a range of questions and gave a rare
insight into the operation of a single-vendor
weapons site:

Allegedly, a staff of eight manned the
store on 50-hour weeks, with an undis-
closed number working in acquisitions and
transportation.

Sales were estimated to range from
$7,000 to $30,000, mostly though private
contacts with a transaction history.
Private security forces were considered to
be the largest clients.

The dark web accounted for only 10 per
cent of sales, and most buyers were from
the Middle East.

The best-selling handgun was allegedly the
Glock 17, while the Soviet AK47 was most
popular for ‘unique sales’ and the Colt M4
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for bulk orders; the most popular shotgun
was the Remington Super Shorty.

Sales per month were approximately
30-70, which moved to a low of 10—-40
after a market downturn due to ‘scared’
customers and scams operating on other
markets.?0

The move of disclosing the operational details
of a dark web single-vendor store was unprece-
dented. The initial effect of the interview might
have reassured potential buyers, and gave

a fagade of legitimacy. The effect, however,
might not have lasted long, given the over-
whelming evidence on the clear net, both on
subreddits and dark web market lists, of the
fraudulent activity on the market.??

The end of the road...

The arrest of Dread Pirate Roberts, real name
Ross William Ulbricht, and subsequent take-
down of SRT in October 2013%% temporarily
disrupted the ecosystem of online black
markets, according to criminologists and social
scientists Décary-Hétu and Giommoni.?** Users
flocked to other cryptomarkets after the SR
‘displacement’ event. ‘Black Market Reloaded’
(BMR) was the largest and experienced a
twofold increase in the number of dealers in

a six-week period. A smaller market, ‘Sheep’,
experienced a fourfold increase in vendors at
the same time.2%



By December 2013 Sheep reportedly expe-
rienced a ‘theft’ of 5,400 Bitcoins (~$40m),
forcing the cryptomarket to shut down.?% |t
would be revealed later the market adminis-
trator absconded millions in cryptocurrency
in an exit scam.?” Around the same time, the
admin of ‘Project Black Flag’ closed the site
and absconded with the funds, saying they
‘panicked’ after the mounting stress and pres-
sure.?® The well-stocked weapons category
of BMR?%? was the next cryptomarket to shut
under the mounting pressure on their hidden
servers after SR1’s departure.?'°

In October 2014, a large-scale international
law enforcement operation targeted dark web
markets, called Operation Onymous.?'" All told,
Europol along with the FBI and the Department
of Homeland Security (DHS) announced the
operation led to 17 arrests in as many coun-
tries, taking offline over 400 .onion dark web
pages, including three cryptomarkets and
seven single-vendor sites.?'? During the oper-
ation, the single-vendor shop administrator of
‘Black Market’ was arrested. The Swiss man
arrested claimed the site was only a scam and
never shipped any products.?'®

Soska and Christin, in their comprehensive
study of the longitudinal evolution of the
cryptomarket ecosystem, come to a similar

conclusion to Décary-Hétu and Giommoni
when they show how cryptomarkets are
resilient to both scams and law enforcement
takedowns .14

Suspicion, shills and scams

The cryptomarket environment continued to
shift and change in 2015 in response to alleged
exit scams, honeypot vendor accounts, market
closures and the displacement of vendors

and buyers. In March 2015, the largest online
drug cryptomarket to take the place of SR1,
‘Evolution’, vanished off the dark web.?'> On
the subreddit /r/DarkNetMarkets the self-pro-
claimed ‘public relations’ officer of Evolution,
NSWGreat, notified the darknet community of
the alleged exit scam by the administrators,
Verto and Kimble:

‘Confronted Kimble and Verto about it,
they confirmed it and they're doing it right
now.

EDIT: Servers have gone down, includ-
ing back up server for staff. I'm sorry for
everyone's loses, I'm gutted and speech-
less. | feel so betrayed.

EDIT2: Yes this is real, no this isn't main-
tenance. No | can't help anyone. Evolution
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211 The target of Operation Onymous was allegedly the admin of ‘Silk Road 2', who had established the site months after

the close of SR1. ‘Cloud 9" and 'Hydra’ were also taken offline as a result of the multiagency law enforcement operation
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can officially be put on the Wall of
Shame.?'®

A month later in April 2015, a widely reputa-

ble vendor, ‘weaponsguy’, on the then-largest
cryptomarket, ‘Agora’, was outed — with a

high degree of confidence by independent
researcher Gwern Branwen — as a law enforce-
ment honeypot vendor account.?’” The irregular
feedback dates of weaponsguy, who claimed
to be on holidays, were similar to a prece-

dent set by past flipped vendors (apparently
‘Dark_Mart' on Evolution followed the same
pattern).?'® The activity on the flipped vendor
account might have led to the arrest of a Justin
Moreira from Hyannis, Massachusetts, who
attempted to purchase a firearm and silencer
on the dark web.?’® The supposed case of law
enforcement agencies flipping cryptomarket
buyers cast a long shadow over the trustwor-
thiness of even the longest-serving vendors
with strong track records of verified sales.??

A May 2015 press release published by the
Australian Federal Police (AFP) details the inter-
national law enforcement operation leading to
the arrest of 17 individuals across Australia, the
United Kingdom, Europe and North America

in connection to activities on the dark web.?!
Branwen was quick to post an in-depth review of
the open-source evidence, plus the latest oper-
ational details in the AFP press release, to show
the vendor account weaponsguy's was likely
used by ‘three letter’ law enforcement agencies
to catch prospective weapons buyers.???
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In July 2015, the cryptomarket Agora banned
the sale of lethal weapons. It published a
comprehensive post outlining the reasons
behind banning weapons on the marketplace.
The note makes specific mention of ‘honey-
pot listings by agencies’, since it was known
weaponsguy operated on Agora and there was
growing speculation that Justin Moreira had a
buyer's account on the same market under the
moniker jd497'22;

——BEGIN PGP SIGNED MESSAGE—-
Hash: SHA512

Starting from July 15th 2015 Agora will no
longer list lethal weapons.

Following our mission we wish such
objects would be available for purchase,
but the current reality of it is that the
format of a market like ours does not
constitute a good way to do it. Shipping
weapons is hard, they are expensive and
stimulate both scamming by dishonest
vendors and honeypot listings by agencies
looking to find buyers who might wish to
obtain such weapons illegally from us.
This has been reflected for a long time in
both the volume and the success rates of
our listings in the weapons section.

At this point continuing to list weapons
would do more harm than good for our
users.

[Signed using Agora’s PGP signature]



One short month later in August 2015, Agora's
administrators halted the operation of the
cryptomarket.?? Due to growing concerns over
deanonymising server locations??® and discov-
ering ‘suspicious activity’ around their servers,
they instructed all vendors and buyers to with-
draw their money from their accounts and to
finalise their operations because the servers

224 AgoraMarket (2015)
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were being taken offline. Assurances were
given that all market data would be intact and
available upon return, including all user history
and profile data. Allowing users to access their
funds — in a rare move against the precedent
set by markets exit scamming — drew praise
from the darknet community.??



Appendix C — Who is using the dark web to

procure flrearms?

This appendix expands on the examples pro-
vided in Chapter 1, examining in greater detail
a number of recent cases in the context of ter-
rorism and extremism, serious and organised
crime, and vulnerable and fixated individuals.
The cases below relate to both vendors and
buyers of weapons. Not all the cases docu-
mented below are instances of ‘successful’

Note:

transactions over the dark web. Rather, some
detail police sting operations, controlled
deliveries and scams. While the introduction
highlighted the most serious and significant
incidences of firearm trafficking over the dark
web, this appendix demonstrates the potential
breadth of the threat by documenting a wide
range of cases in the three actor classes.

No full review of court files and records associated with the cases below was conducted as part
of this study; therefore, the information presented in this appendix is primarily based on how it
has been reported by open-source outlets including the media and governmental/organisational

agency press releases. While the project team attempted to identify official sources when these
were available in English, the accuracy of the information provided below cannot be confirmed.
Such information is provided only as a tool to document the breadth of cases reportedly linked

with dark web arms trafficking.

Terrorism and extremism

Section 1.1 mentioned how dark web arms traf-
ficking has been associated with the November
2015 terrorist attacks in Paris. However, as well
as terrorism motivated by Islamist religious
extremism, there have also been examples

of firearms being obtained online for other

227 The Local/DPA (2017).

ideological or political extremism. For example,
between the second half of 2016 and early
2017, the ‘Migrantenschrek’ (literally ‘Migrant
Fright) clear web website, believed to be linked
to right-wing extremists in Switzerland, was
reportedly selling firearms.??” According to
German media outlet Zeit Online, more than
300 weapons were ordered, only 42 of which



could be recovered.??® Most of the purchases
were of Schreckschuss revolvers, but other
weapons were also obtained. Although the
Swiss authorities and police were aware of
the gun sales from the site, they lacked the
appropriate legislation, limiting their response;
however, following a series of house searches
of those who had purchased weapons from
the site, it is believed that its owner became
intimidated and took the site down of their own
volition in early 2017.2%

In November 2016 it was reported by the
media that a 37-year-old man from Herent,
Belgium, who had watched film material about
the conflict in Syria and was worried about the
threat posed to his family by ‘asylum seekers’,
decided to ‘protect his family’ by obtaining fire-
arms.%° According to Deepdotweb'’s Benjamin
Vitaris, reporting on court documents, he sub-
sequently ordered a package of weapons from
a US vendor on the dark web, which included

a Kalashnikov assault rifle, a Glock automatic
pistol, a silencer and ammunition.?’ Belgian
police were alerted, possibly by the national
border authorities, seizing the package and
arresting the man when it arrived at his home
address.?®

In a similar recent example from the United
Kingdom, Harry Woodward, a 21-year-old from
Newark, reportedly attempted to purchase a
Glock handgun and 100 rounds of ammunition
from the dark web in order to ‘defend himself
from a terrorist incident’.?®® The National Crime
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Agency (NCA), after receiving intelligence from
a US agency monitoring the communication
between Woodward and a dark web vendor,
intervened before the handgun and ammu-
nition were delivered. Woodward has since
received a 21-month sentence, and he could
have been jailed for up to seven years if the
weapon had come into his possession.?%

Crime

A number of individual criminals have allegedly
been involved in the procurement of weapons
and firearms over the dark web, as the fol-
lowing instances show. In November 2016

a 35-year-old Belgian police officer from the
Charleroi Security and Intelligence Group was
arrested. According to The Brussels Times,
the police officer had already successfully
received a number of firearms packages con-
taining various weapons and explosives from
dark web vendors and was allegedly planning
two murders of his ex-girlfriend’s partners; his
house was searched upon arrest and police
found numerous other weapons.?® The pre-
vious month in September 2016, the German
Federal Police (BKA) arrested a 24-year-old
man from Neuburg-Schrobenhausen after he
attempted to buy weapons and ammunition
on the dark web.?®¢ Upon searching his home
address, a cannabis-growing operation was
discovered and it was believed he was involved
in supplying drugs. Likewise, on 5 September
2016, the Police Service of Northern Ireland



(PSNI) arrested one of its own officers after
he used the dark web to order a handgun, a
silencer and ammunition.?®” A search of his
vehicle recovered a quantity of cocaine and
further enquiries revealed he was involved in
drug dealing.

As well as using the dark web to obtain fire-
arms, individuals have also been arrested

and convicted for their role as vendors. A
November 2015 press release by the US

DOJ reported the arrest of a firearms vendor
who was using the dark web to sell and ship
weapons internationally.?®® The man from
Montgomery, Alabama had allegedly already
sold ‘at least 32 firearms to people all over

the world’, including in Australia and Sweden.
Allegedly he attempted to conceal his identity
and hide the contents through placing false
return address labels on the packages, using
various aliases, falsely declaring the contents
and placing the firearms so they appeared to
be computer hard drives. The Montgomery
man was eventually tracked down from finger-
prints on one of the handguns he had sold, and
was convicted and imprisoned.?®

Likewise, a 41-year-old man suspected of selling
firearms on the dark web was arrested in Berlin
during November 2016. According to a German
online media site, investigations of online fire-
arms sales in the area had led police to seize

a parcel containing a weapon he had sent to

a customer.?%% A technical probe (i.e. a bug)

was placed in his vehicle and he was recorded
talking about the sale of ammunition and
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firearms. Upon his arrest it was believed that he
had sold ten weapons and undetermined quan-
tity of ammunition in the previous six months
and he was convicted and sentenced to four
years in prison for illegal arms trafficking.?*'

A final example of a convicted firearms vendor
— known by the pseudonyms ‘Brad Jones' and
‘Gunrunner’ on BMR — shipped a variety of
weapons to international purchasers, including
in England, Scotland, Ireland and Australia.?*
The firearms shipped included a Glock, a
Beretta, Highpoint and Walther semi-auto-
matic pistols, revolvers, Uzi submachine guns,
magazines and hundreds of rounds of ammu-
nition. To reduce the risk of being traced, the
vendor allegedly removed the weapons’ serial
numbers. He was tracked down and arrested
after a successful interagency policing task-
force identified him.?4

Vulnerable and fixated individuals

A man was arrested in Wales in March 2015,
when a search of his home address uncov-
ered an array of weaponry. In particular, he
had a pipe gun and 9 mm ammunition he had
reportedly obtained through the Agora market
on the dark web. As reported in the local
news, the police in Wales were apparently
contacted by the Metropolitan Police, who
had been monitoring the dark web market-
place.?** Although he claimed that he had an
apocalyptic view of the world and had bought
the weapons for survival purposes, he had



previous convictions for attacking a woman
with a hammer and a knife. 2%

Further examples include Montgomery Byrne, a
31-year-old self-employed plasterer from Bury,
UK, who had built up an arsenal of weaponry.
He attempted to add a Glock pistol and 300
rounds of 9 mm ammunition from US vendors
on the dark web and expressed his interest in
obtaining a Kalashnikov AK47 assault rifle in
the future; however, the vendors were alleg-
edly undercover officers in the US DHS, who
promptly informed the UK NCA 4

In a similar 'sting’ operation in the United
Kingdom, Darren Hillyer posed as a woman
wanting revenge on an ex-lover to obtain a
Ruger LC 9 semi-automatic pistol and 50
rounds of 9 mm ammunition through the

dark web. According to the Evening Standard,
Hillyer tried to have the weapon delivered to

his workplace in London, only for the NCA to
intercept the parcel and replace it with a plastic
replica, hidden inside a radio, which they could
track.?*” Enquiries led back to the original

buyer and when questioned by the police he
initially claimed his attempted purchase was
to help him apply for a role in the NCA, before
eventually admitting the offence.?*® Colleagues
at the central London insolvency firm where
Hillyer headed an IT operation have reportedly
described him as a ‘fantasist’ and ‘Walter Mitty-
type character’. 2%
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Finally, and showing that age is no barrier
when attempting to obtain weapons through
the dark web, PSNI officers recently became
aware of a 14-year-old teenager attempting to
obtain a sub-machine gun and 100 rounds of
ammunition. Apparently, this was to threaten
and intimidate a 'third party’. As reported by
the BBC, the police stated the boy met with

an operative from whom he attempted to buy
ammunition for £150, in the belief he could
purchase the gun at a later stage. The boy

was then detained by police. Appearing before
Ballymena Magistrates’ Court, the boy provided
a pre-prepared statement naming a ‘Jamaican
man’, who allegedly asked him to collect blank
ammunition and a deactivated gun.?° The court
found no evidence of the relationship with the
Jamaican man and the judge released the boy
on bail of £500 with conditions that he stays at
home overnight and does not possess a mobile
phone or any other internet-enabled device.

The cases described above illustrate the wide
spectrum of groups and individuals that have
been engaged with the dark web to procure
weapons and ammunition. It is interesting to
note that the accessibility of cryptomarkets
makes access to illegally traded firearms rela-
tively easy also for individuals who do not nec-
essarily have a terrorist or criminal background.



Appendix D - Firearms make breakdown

Sub-machine gun

Product Pistol (and full-auto pistols) Rifle Total
Make Armsel 0 0 1 1
ASM 1 0 0 1
ATC 1 0 0 1
Auto-Ordnance 2 0 0 2
Barrett 0 0 1 1
Beretta 18 0 0 18
Bruni 1 0 0 1
Caesar Guerini 0 0 4 4
CKK Arms 1 0 0 1
CMMG 0 0 1 1
Colt 29 0 1 30
Coonan Classic 1 0 0 1
Custom-made 1 2 2 5
o4 4 0 0 4
Derringer 1 0 0 1
Dreyse 1 0 0 1
Ekol-Voltran 18 2 0 20

Feinwerkbau 0 0 1 1




22 Behind the curtain

Sub-machine gun

Product Pistol Rifle

(and full-auto pistols)

Flobert 0 0 1 1
FN 4 0 1 5
Franchi 0 0 4 4
Glock 59 1 0 60
H&K 6 0 1 7
Hi-Point 1 0 0 1
IMI 1 4 0 5
Ithaca 5 0 0 5
Iver Johnson 1 0 0 1
Kel-Tec 3 0 0 3
Kimber 6 0 0 6
Kimber Custom 1 0 0 1
Luger 2 0 0 2
M&P 1 0 0 1
MAAD| 0 0 2 2
Magnum Research 1 0 0 1
Mauser 1 1 0 2
Metro Arms 2 0 0 2
Mossberg 0 0 1 1
Nighthawk Custom 1 0 0 1
Para USA 1 0 0 1
Ratzeburg 2 0 0 2
Rossi 1 0 0 1
Ruger 18 0 0 18

Russian 1 0 0 1




Sub-machine gun

Product Pistol Rifle

(and full-auto pistols)

Sig Sauer 18 0 1 19
Smith&Wesson 12 0 1 13
Springfield 5 0 0 5
Steyr 0 1 0 1
Steyr Aug 0 0 1 1
STI 1 0 0 1
Taurus 8 0 0 8
Tuna 2 0 0 2
Umarex 0 1 0 1
Unspecified 25 8 6 39
VCougar 1 0 0 1
Volga 1 0 0 1
\A 0 1 0 1
Walther 9 0 0 9
Webley 1 0 0 1
Winchester 0 0 1 1
Zastava 1 0 2 3
Zoraki 3 1 0 4

Total 284 22 33 339







Appendix E — Expert workshop agenda

Date: 20-21 March 2017

Location: London, UK

Participants breakdown by affiliation:
Project team: 3
Other academic experts: 2
National government: 1
National law enforcement agency: 8
National law enforcement agency (non-EU): 1
Regional law enforcement agency: 2

International organisation: 2

Agenda:
Day 1 Day 2

Welcome and roundtable introduction +  Presentation of qualitative findings
Background and project aims + Roundtable discussion
Briefing on the dynamics of cryptomarkets +  Tea/coffee
and methodology + (Continued) roundtable discussion
Presentation of quantitative findings +  Presentation of next steps
Roundtable discussion + Summary of the day and closing remarks

Summary of the day and closing remarks




There is an ongoing debate over the extent to which online black markets on the so-called ‘dark
web’, the part of the internet not searchable by traditional search engines and hidden behind
anonymity software, facilitate arms trafficking. Details have emerged in the media following the
2016 Munich shooting linking the weapons used by the attackers to vendors on dark web mar-
ketplaces. Some media reports have also linked the November 2015 Paris terrorist attacks to
these platforms.

Despite a perceived high level of concern in European communities following the attacks, the
majority of public information available on the subject is anecdotal, based on secondary data as
reported after terrorist events or successful law enforcement operations. While the role of the
dark web has been investigated in recent years by the academic community in relation to illicit
drugs trade, little has been done to generate a rigorous evidence base documenting the size,
scale and scope of dark web-enabled arms trafficking.

This report aims to fill this gap in knowledge by deploying a mixed-method approach based on
primary data extracted from dark web marketplaces, document review and expert consultation.
The findings of this study provide a first empirically documented understanding of the phenom-
enon and offer an initial insight into possible implications, as well as relevant considerations for
policy and decision makers.





